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B crarbe mpemnokeHsl anrOPUTMBL IS MAPAJUIETFHOTO U BEKTOPHOTO TIOJHOCIOBOBOTO CIOXKEHUS JUTMHHBIX
0€33HaKOBBIX IIEJBIX C IEPEHOCOM pa3psaoB. BenencTBrue HEOOXOIMMOCTH HEPEHOCOB, PACTIapAIUICIUBAHIE H BEKTO-
PpH3aIHs IPOrpaMMHOTO 00ecTIedeH s ISl HEOJIMHOMUAIBHOTO CIIOKEHHS [UITMHHBIX LEIbIX TPAJAUIMOHHO CUUTAIICh
HETIPAaKTUIHBIMH H3-3a 3aBHCHMOCTEH M0 JaHHBIM MEXAY pa3psaaMu onepanoB. [IpeacraBieHHbIE aTOPUTMBI OCHO-
BaHBI Ha TapajuIelbHOM M BEKTOPHOM OOHApY)KEHHH HCTOYHHKOB IEPEHOCa B YaCTSIX BEKTOPHBIX OIEPaHIOB ¢ (op-
MHpPOBaHHEM OHTOBBIX MAacOK, KOTOPbIE B MOCIENYIOIIEM CKAISIPHO MPUOABISIOTCS K BEKTOPHOH CyMMe MCXOIHBIX
JUIMHHBIX OIEPaHJIOB JUld TMOJIyYCHUSI UX CKAIIPHOM CyMMBI METOOM, KOTODPBIN sBiIseTCA 0000LIEHHEM CyMMaTopa
Korre-CtoyHa Ha IPOU3BOJIBHYIO JUIMHY U IPAHYJSIPHOCTH JaHHBIX. DTO OTIMYAET NPEUIOKEHHBIE aJITOPUTMBI OT CY-
MIECTBYIOIINX: AEHCTBUTENBHO, U3BECTHBIE M ONMCAHHBIE B MCTOYHHKAX CyMMAaTOPHI OPHEHTHPOBAHBI Ha OWUTOBOE
HpeICTaBICHUE aHHBIX OTPAaHNYEHHOI ONTOBOI ATMHEI, TPU3HAETCS TPOOIEMa OTCYTCTBUS 0000IIEHHOTO OTIMCAHHS
CYMMATOPOB JUTSl OTIEPAH/[0B TPOU3BOIBHON UTHHBI M HCHIOJIB3yEeMOTO A MX MPeJICTaBISHUs MAIMHHOTO cIoBa. [1o-
9TOMy B paboTe HpenacTaBieHO (HOpMaNbHOE TEOPETUUECKOE M IKCIIEPUMEHTANbHOe OOOCHOBaHME HapaslieibHOM
U BEKTOPHOH peann3alii CYMMaTOPOB C ONEPEXAIOLUIUM IIEPEHOCOM, IPUMEHEHHOH K IPOU3BOJIBHOMN IPaHyIIPHOCTU
U TIPOU3BOJIBHOMY Pa3Mepy JaHHBIX. TeopeTHUecKd U SKCHEPUMEHTATIbHO II0Ka3aHO, YTO OMMCAHHBIE aITOPUTMBI
o0ecreunBarOT 3aMETHBIN MPUPOCT IMPOU3BOAUTENBHOCTH AIUTUBHBIX OINEpalMii ¢ IEPEeHOCOM IPU UX pealu3aluu
JUISL MHOTOSIIEPHBIX, MHOTOIIPOIIECCOPHBIX ¥ BEKTOPHBIX MapauIenbHbIX miatdopm, Bkmodas CUDA, 1o ocobenHO
3aMETHO NP MCTIOJIb30BAHUH JIJTMHHBIX BEKTOPHBIX PETHCTPOB, TAKUX Kak AVX-512 ¢ MaCOYHBIMH PETUCTPAMH U OTIe-
panusiMi HaJ HEMH, a Takke B CPABHEHHH C CYNIECTBYIONIMMH pealn3alisiMA, TAKIMH KaK CyMMaTop OHOIHOTEKH
GNU Multiprecision Library, moctpoeHHOH ¢ BKIIOUeHHEM (DIaroB, 3aIal0IINX COOTBETCTBYIONIYIO BEKTOPU3AIIHIO.
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The paper proposes parallel and vector algorithms for performing full-word addition of long unsigned integers
with carry propagation. Due to the latter, parallel and vectorized addition have long been considered impractical be-
cause of data dependencies between elements of two long addends. The presented algorithms are based on parallel and
vectorized detection of carry origins within the digits of the addends, consequent construction of corresponding bit
masks which, in turn, are added up to yield an adjustment to add to the vector sum of the addends using a generalization
of the Kogge-Stone method upon arbitrary granularity of data as well as size of the problem. This solves the problem
of poor generality of adders presented in literature which is well-known and described in multiple sources. Unlike the
existing adders, the algorithms described in this paper are based upon a machine word based representation of data,
rather than bit representation, and are agnostic to a definition of a word as well as size of addition. Therefore, the paper
presents a formal theoretical and experimental justification of parallel and vectorized implementation of carry-
lookahead adders applied to an arbitrary granularity of data of arbitrary size. The described approach is noticeably
beneficial for implementation of high-performance adders using manycore, CUDA and SIMD-based parallelism, par-
ticularly using AVX-512 mask registers and the respective instructions, it significantly outperforms existing adders
such as one implemented in the GNU Multiprecision Library built with the respective vectorization flags.

Keywords: long arithmetics, full-word arithmetics, carry-loookahead adders, SIMD, CUDA, parallel arithme-
tics, vectorization, AVX-512, high-performance computing

Beenenmne. Vcrionp3oBaHne IIHHHON apu(pMETHKHA BOCTPEOOBAHO BO MHOTHX OOJIACTSIX HAYKH U TEX-
HOJIOTHI, TAKUX KaK Kpurrorpadus, oopadoTka MU(POBEIX CUTHAIOB U BEICOKOTOYHBIC HAyYHBIC BHIYHC-
nerns. Onepanuy CI0KEHHUS MPEJOCTABIIOT OCHOBAHME I OONBIIMHCTBA IPYTHUX ONEPalnil JIITMHHON
[EIOYUCIICHHON apudMeTnku. Bmecte ¢ TeM alauTHBHBIE OIEPaIiy ¢ IEPSHOCOM U3BECTHEI caboii pac-
MapauIeInBaéMOCTbIO BCIICACTBHE HAM4YKMs 3aBUCHMOCTEH IO JaHHBIM, OOYCJIOBIICHHBIM IEPEHOCAMHU
MEXIy pa3psiilaMH JJIMHHBIX CYMM. B 4acTHOCTH, 3TO MPEnsATCTBYET BEKTOPHU3AIMH CIIOKEHHUS U peann3a-
UM JUIMHHOTO CIIOXKeHUWs (Hampumep, 0ubnroreku npousBojibHoi TouHoctn GNU Multiple Precision
Arithmetic Library Bepcun 6.2.0) mpeanoynTaroT cKalasipHOE MOCIEAOBATEILHOE CIIOXKEHUE (HampHuMmep,
urctpykuuu ADD/ADC B ciydae x86 u x86-64 apxurextyp) B noib3y SIMD. KonudectBo onepauui,
TPeOYIOLIIXCS, YTOOBI IPABIIIEHO TIEPEHOCHUTD Pa3psill M YIUTHIBATH (PIIar mepeHoca mociie CI0KeHUs Kax-
JIOTO AIIEMEHTA CIIaTraeMBIX, KAK MUHUMYM PaBHO KOJIMYECTBY JIEMEHTOB B CIIATAEMBIX, U TAKUM 00pa3oM
BEKTOPH3AIHS U paclapaUIeIMBaHAe MOTYT HE 1aBaTh HUKAKHUX YIYYIICHUH POU3BOAUTEIEHOCTH.

OnHako BBMHUCIICHUE Pa3psIOB OMEPAHIOB, KOTOPHIE TPH CIOKCHUH TCHEPUPYIOT YCTAaHOBIICHHBI OUT
TIEPEHOCA, MOYKET OBITh YAaCTHIHO BHITIOIHEHO MapajlIe]IbHO, YTO IPEIOCTABIISIET BO3MOKHOCTh YBEIIMIHTH MPO-
W3BOAUTEINHFHOCTD U SHEProd()(PEKTUBHOCTh CyMMATOPOB IICHON YBEINYCHUS CIIOKHOCTH Pean3allimL.

ITompoOHBIi 0030p METOZOB CO3[aHUS CYMMAaTOPOB, OCHOBAaHHBIX Ha OWTOBOH JIOIHMKE, MPHUBEICH
B [1]. Haubosee mpocToii cioco6 peann3anny CIOKEeHUs JUIMHHBIX [EJIBIX OCHOBAaH Ha CyMMaTOpe C Io-
CJIE/IOBATENILHBIM MEPEHOCOM, KOTOPBIA CKIIaAbIBAET pa3psibl CllaraeéMbIX, MOOYEPENHO TEePEeHOCs pas-
psnbl. Bobloe KOJIMYecTBO peaii3aliii noaralTcs Ha 3TOT METOJ], IOTOMY YTO OH MPOCTOM, €ro JIETKO
peann3oBaTh Kak B BHJE MPOTPAaMMBbI, TaK U B BHJE CUCTEMbI JIOTHYECKUX DJIEMEHTOB C MHHUMAaJIbHBIM
KOJIMYECTBOM CBSI3€H M COOTBETCTBYIOLIMX 3a/IePXKEK. DTOT CyMMATOp JIETKO MOXXET 00OWTH MO HPOU3BO-
JTUTETHHOCTH APYyTHe O0Jee CII0KHBIE METOIBI, 0COOCHHO ITPU MAaJBIX pa3Mepax OMepaH/IoB.

OnHako 0OHApYKEHHUE pa3psI0B, KOTOPEIC OKA3bIBAIOTCS HCTOYHUKAMH YCTAHOBICHHBIX OUT IIepeHoca,
pacrapauienuBaeTcs OTHOCHTENHHO IpocTo. OOIHiA TOIX0/T K TAKOH onepaliy mokas3ad B [2] u [3], B 00enx
paboTax IpHUBEICHBI aTOPUTMBIL, ITUPOKO M3BECTHBIE KaK CYMMATOPHI C ONEPEIKAIOIIUM MTEPEHOCOM. DTH
CyMMaTopBI 3apaHee BEYHUCISIFOT CYMMBI 0€3 IepeHoca pa3psiioB, a 3aTEM BBITIONHSIOT TapajuieIbHOES YMEHB-
HIeHHE, IUKIMICCKH KOPPEKTUPYS pe3yIbTaT, YTOOBI yUecTh MEPeHOC pa3psnoB. Takod MOIXo 1 IMUPOKO HC-
MOJIB3YETCS B PEATM3AIMU CII0KEHHSI, KOT]a BAYKHBI TIPOU3BOIUTEIILHOCTD M DHEProdPeKTuBHOCTH [4—6].

HenocratkoM METOJIOB € ONEPEKEHUEM MIEpeHOCca SIBIISETCS CI0KHOCTh UX peanusaunu. Hampumep,
B [8] aBTOPHI cCOBMENIAIOT J1Ba oxoa, T.e. Korre — CroyHa [2] u bpent — Kynra [3], uToObI cOanmancupo-
BaTh Pa3peXEHHOCTh EPBOTO 0/IX0/1a C 33/IePIKKaMU BTOPOT'0, BHI3BAHHBIMH YBEJIMUEHHBIM KOJINUECTBOM
MOCJIeIOBATENbHBIX Omnepauuii. JpyruM crnocoboM moucka OanaHca MeXIy HpPOU3BOIUTENILHOCTHIO
U CIIOXHOCTBIO PeasTU3alny CJI0XKEHHS SIBIISIETCS HCIONIb30BaHUE JIPEBOIIOIOOHOH CTPYKTYpHI aIrOpuT™Ma
CJIOKEHUSI, KOTOPBIN MPH YCIOBHH CO3AAaHMsI MIIQAIIMMH pa3psAaMi HEHYJICBOTO IEpeHOca UCIIPaBIsIeT
COOTBETCTBYIOIINE Pa3psi/ibl CyMMBI, OIy4eHHOU 0Oe3 ydeTa NepeHOCoB; eciId MiIaJIIie pa3psasl He co-
3[1a10T TaKyl0 HEOOXOJUMOCTb, TO MCIIPABIEHHE MOKHO IIPOITYCTUTH [6], M B 3TOM CIIydae MOXET UMETh
MECTO IPUPOCT MPOU3BOANTEIBHOCTH. CyMMATOPHI € IEPEKITIOYEHUEM ITepeHOca padoTatoT MOJOOHBIM 00-
pas3oM, OCYIIECTBIISIsI NTapaJuIeIbHOE BBIYUCICHUE CYMMBI M €€ MHKPEMEHTUPOBAHHOE 3HAYE€HHE M 3aTeM
BBIOOD OJIHOTO U3 IBYX 3HAYCHHUI Ha OCHOBE 3HAUYEHHs BOBPEMsI IIOCTYNHUBILET0 OuTa nepeHoca. B padorax
[9] u [10] mpemmaraeTcst METO, peaTU3aliy TAKKMX CYMMAaTOPOB C OCHOBHOM IIEJIbI0 CHIDKEHUST CXEMOTEX-
HUYECKOMU CJI0KHOCTH CYMMaTOpPOB.

JpyruM noAxooM K peanu3aliiy NapajuielIbHOTO CIIOXKEHHUS SIBIISIETCS] BBIPAKEHUE CYyMMbI B H30bI-
TOYHOM CHCTEME CYMCIICHHSI, B KOTOPO# JaHHOE 3HAUEHHE MOYKET ObITh MPECTaBICHO OOJIbILE, YEM OJHUM
crioco6oM. TakuMu SIBIIIIOTCS CyMMAaTOp C COXpaHeHHeM nepeHoca [ 1] u cymMmmaTop ¢ coxpaHeHHneM 3aéMa
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[12], 06a mOX0KH C TOUKH 3pSHHUS MPOU3BOIUTEIHHOCTH. OHH MTO3BOJISIOT BBIIONHATE CIIOJKEHHE Oe3 B3a-
MMOCBSI3H MEKIy pa3psilaMH IPH yCIOBHHM, YTO NPEIACTABJICHUE XOTS OBl OJHOTO CIIaraéMoro M CyMMBI
0CTaéTCs B COOTBETCTBYIOLIEH M30BITOYHON CHCTEME CUUCIICHUS. XOTS OHHM CaMu 110 ceOe ObICTpBIe U Mac-
mrabupyemMsble, Ipeodpa3oBaHme MEKAY M30BITOYHON W HEM30BITOUHON CHCTEMAMH CUHCICHUS B ITyUIIEM
cilydae cIellaeT UX MPOU3BOAUTEILHOCTh PABHOW OJHOMY M3 CYMMAaTOPOB C ITOCIIEAOBATEIBHBIM CIIOXeE-
HHEM, IOTOMY 4YTO peoOpa3oBaHue TpeOyeT KOPPEKTUPOBKH pa3psoB B HEU30BITOYHOM CHCTEME CUHCIIe-
HHUSL, YTO UMeEET CI0XKHOCTh O (1), a TakKe JOTOJHUTENILHOM aMsITH (M ollepanunii BBOJa/BbIBO/IA) JJISL Xpa-
HEHMs 3HA4€HUH B U30BITOUYHON CUCTEME CUUCIICHUS.

CyMMaTopsl, OIUCAHHBIE B JINTEPAType, pEalu3yloTcs allapaTHO ¢ MOMOIIbIO JIOTHUECKUX BEHTHU-
Jed, U U TOBBIIICHHUS MPOU3BOJUTEILHOCTH/HEProd(pHEKTUBHOCTH UCIIONB3YIOT OMTOBBIM Hapasuie-
m3M. Kpome 3Toro, onrcaHHbIe B TUTEPAType CYLIECTBYIONINE CyMMAaTOPhl pabOTAIOT ¢ ONEpaHIaMHt J0-
crarouHo (no 1 Kub) orpanndeHHol ONTOBOW IIMHBL, a peau3aliy IS JaHHBIX TPOU3BOIBHON JITHHEI
omucanbl ckymHO [11]. IlpencraBieHHBIE B HACTOSIMIEH CTAThE ANTOPUTMBI, HANPOTHB, HE IMPUBI3aHbI
HU K JJIMHE, HM K MAIlMHHOMY CJIOBY HIDKENEXKAIleH BBIYHCIUTEIBHONW apXUTEKTYpHI, TAKMM 00pa3zoM
MPENOCTaBISAsT BO3MOXKHOCTD peali3aliyl MapaUICIbHBIX W BEKTOPHBIX IMOJHOCIOBOBBIX CyMMAaTOpOB
C OTIEPEKAIOIINM IIEPEHOCOM YISl ITUPOKOTO HAOOpa BEIYUCINTEIBHBIX CHCTEM, HCTIONB3YsI HA0OP pacIpo-
CTpaHEHHBIX apUPMETHIECKUX MHCTPYKIMH, BBIOJIHAEMbIX HaJl CKaIIPaMH Pa3MEpOM B MAIIMHHOE CIIOBO
WJIM BEKTOPHBIMU OTIepaHAaMH (PUKCHPOBAHHOT'O pa3Mepa.

st aTOro naHHas crarhs (OpMaNU3yeT W MPEACTABISET JBa AJTOPUTMA MapaJuUIeIbHOTO CIIOKEHHS
JUTMHHBIX MOJTHOCTIOBOBBIX 0€33HAKOBBIX LIENBIX, HCIOJb3YS MIMPOKO PacTIpOCTPaHEHHBIE CKaIIPHbIE MHOTO-
sZIepHbIE TIPOLIECCOPBI U BEeKTOpHU3aluio. Pe3ynasraTom sBigeTcs 00600IIeHHe CyMMaTOPOB ¢ ONEPEKEHUEM
nepeHoca, B ocobenHoctu cymmaropa Korre — CtoyHa, 4ToOBI CKJIaJbIBATh YHCIIA, TIPECTABICHHbIE BEKTO-
paMu IPOM3BOIBHON JUTHBI, COCTOAIIIMMH U3 MAIIMHHBIX CJIOB IIPH JOMYIIECHNUH TOTO, YTO 1apa CJIOB MOXET
OBITh CIIO’KEHA aNMapaTHO 3a HOCTOSTHHOE BpeMsl. Takxke nceinenoBaHbl GyHKINOHAIBHBIE TPEOOBAHHS K BEK-
TOPHOMY IIPOLIECCOPY, YTOOBI pEaNn30BaTh TaKOE CI0XKEHHE C TPUPOCTOM IIPOM3BOIUTEIHHOCTH.

Ha mpoTsbxeHNH Bcel cTaThM MCIOIBb30BaHEI ClEAyIONIe 0003HaueHUI. BEKTOPHI, KOTOpBIE Mpen-
CTaBIIAIOT [UTHHHBIE TIENbIE ITMHOMN B N CJIOB, HAXOAATCS B rpyme (Zy,, +), usomopduoii (Z,,, +). B gact-
HOCTH, KaxpIil ckamsip v;(0 < i < n) MOXeT ObITh 100 Ge33HAKOBBIM II€bIM U3 (Zy, +), MO0 3HAKO-
BBIM LIENBIM B pononHenun 10 W. Takxke npencrabieH aaroputM 0e3 BETBICHHUH, ¢ TOMOLIBIO KOTOPOTO
BO3MOXKHO OOHapyKeHHe IIepeHoca IS LIENIbIX CO 3HAKOM, KOTOPBIH OMUpaeTcsi Ha OMTOBOE Mpe/CcTaBlie-
HHE V;. B 3TOM (¥ TOJIBKO B 9TOM) CiTydae mpeamnoaraeTcs, 9ro W sBisercs cTeNeHbpIo Yrcia JBa.

JlomonHUTENBHO TIPECTAaBICHHBIMHE AJITOPUTMAaMH  HCTIONB30BaHbl pa3/iebHbIe H-OUTOBBIC CKAJAPBI
JUTSL BBITIOJTHEHHS! TiepeHocoB. CliejoBaTesbHO, MPEATIONAraeTcs, YTo JeKalias B OCHOBE IUaTopMa IpeiocTaB-
JISIET CIIOCOOBI peaM3aliy LEJTOYHUCIIEHHON b-OUTOBOM apru()METHKHY, T. €. CliokeHust B (Zg, +), rae B = 2b.

B 37001 cTaThe UCIIOIB30BaHbI TPH ONEPAIMN CIOXKEHHUS: OOBIYHOE CKAIIPHOE CIOKEHUE «+», OIpe-
JeNEHHOE B aJINTUBHOM rpy1e (Z, +); moOUTOBOE HCKIIIOYAIOIIEe «UIn», 0003Ha4eHHOE KaK @D, seMeH-
TOB B (Z,n,@D) (T. €. ciioxkenue, roMmoMOp(HHOE IOJMHOMHUAILHOMY ci10keHnIo B {p € Z,[x] | deg(p) < n})
U BEKTOpHOE clioykeHne H BeKTOpoB THHBI 71 B Zjy (C COOTBETCTBYIOIINMH CKAISIPAMH, CKJIAIBIBAEMBIMU
no Moyiio W), obpasyromiiee aaautiBHyto rpymmy (Zy,,H).

Oo0Hapy’keHHe HCTOYHMKOB NepeHoca. Hauanom anroputMa cioKeHHs sSBISETCS MOIydeHne OuTo-
BOW MackH, coJiepaiiieii Habop (iaroB nepeHoca B pe3yJibTaTe CI0KEHHs 3JIeMEHTOB BeKTOpoB. OOHapy-
JKEHUE JIETKO BBINOJHAETCS ITyTEM CPaBHEHMS 3HAUCHNUH BEKTOPOB. I 3TOro He0OX0JMMO pacCMOTPETh
JIBa ciIydasi ¢ y4€TOM 3HAKOBOTO M OE33HAKOBOTO CPaBHEHMH, NMPENOCTABISIEMBIX BEKTOPHBIMH MTPOIIECCO-
pamu. Hanpumep, SIMD pacmmpennst Intel AVX-512 u ARM npenocTaBisifoT HHCTPYKIHH (K IPAMEPY,
VPCMPUD u CMHS) st 6e33HaK0BOTO cpaBHeHUs. C IPYyroif CTOPOHBI, HEKOTOPBIE MPOIIECCOPHI TIO3BO-
JISIFOT CPaBHUBATh TOJIBKO 3HAKOBBIE LENble, Kak B cityuae ¢ SSE-SSE4.2 u AVX2.

CrnoxxeHre NBYX 0€33HAKOBBIX CKAJSPOB X U ) BRI3BIBACT MEPENOIHEHNE TOTa M TOJIBKO TOT/Ia, KOTaa
Vx,y € Zy:x +y < x (TAe cuoxeHue BBIIOoNHAeTCS 110 Moxyro W). Tak kak HeT HUKaKuX APYTHUX 3aBUCH-
MOCTel KpoMe 3aBHCMOCTH MEXITy X U ), TO OOHapy»XeHHne, IPUMEHEHHOE K MHOTOCIIOBOBBIM IIEJIBIM, MOYKET
OBITH BBITIOIHEHO MAapayUIebHO C IPHIMEHEHHEM IT03JIEMEHTHOTO 0E33HaKOBOTO CpaBHEHHUS. To ecTh, nmes
napy n-3J1eMeHTHBIX BeKTOpoB V = (Vg +* Vp_1)T U = (ug -+ up_1)7, a Taxke pynxuuro CMPGT(V, U) =

((vo > ug) = (Vg > un_l))T, KoTopas otobpaskaet (Zj;)? — ZY, obHapyxeHue (iara repeHoca BbIIo-
asietcst ¢ omorso Bezosa C(V,U) = CMPGT(V,V + U) (umu C(V,U) = CMPGT(U, U + V)).

B ciy4ae cpaBHEHHS 3HAKOBBIX BEKTOPOB, OOHAPYKEHHE HEMHOTO 0OJIee CI0KHOE, TaK KaK OHO Tpe-
Oyet paccmoTpeHus Tpé€x ciydaeB (puc. 1). Kak ykazaHo BbIIIIe, gajiee B HACTOSIIEM pasJiesie mpeamoiara-
€TCA, 4TO DJICMCHTBI BEKTOPOB MPEACTABIICHBI B BUJIC Ha6opa 6I/ITOB. le/l BBITIOJTHEHUHU OTOTO YCJIOBUSA
MOJKHO TTOCTYIIHTH CIEIyIonM o0pa3oM. Bo-mepBrIX, eciny caMble cTapiire OUTH 000MX CIaraeMbpIX X U Y
cOpachIBaIOTCS, TO UX CIIOKEHNE HUKOT/IA HE JaCT YCTAaHOBJICHHOTO (hyiara rmepeHoca, moToMy 4TO CIIOKe-
HUE MITAJIIINX Pa3psIoB JacT nepeHoc He 6onee 1. Byaydun mo6aBiieHHOM K HYJIO caMOTO CTapiiero oura
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CYMMBI, 3Ta €IMHHUNA HUKOTJa HE JaCT HOBOTO HEHYJIEBOTO IIEpeHOCA. BO-BTOPHIX, €CIIHM CaMble CTapIlue
OUTHI 000UX CIIaTaeMBIX YCTAHOBJICHEI, TO HX apudMeTHIecKas cyMMa Beernaa Oyet wim 2 (aBoudHoe 10),
nnmn 3 (aBomdHoe 11) ¢ MeBBIM OWTOM, CTaHOBSIIIMMCS 3HAYCHHEM OWTa IEepPeHoca, W ¢ MPaBBIM OHTOM,
PaBHBIM 3HAUCHHMIO [IEPEHOCA, TIOTyYaeMOT0 B PE3YNIbTaTe CIOKEHHU MIaJIIuX Out. B mpotuBHOM ciy4ae,
T. €. KOT/Ia CTapIIie OWTHI X M y OTJIMYAIOTCS, IMOTydaeMblil (har mepeHoca Bceraa OyaeT paBeH (iary,
MOJy4aeMOMY B pe3yJIbTaTe CIO0XKEHHS MIIAJIINX Pa3ps/oB, a TAKXKe MPOTHBOIOJIOKEH CyMME CTapIInX
6uT o Moaymo 2. JIeliCTBUTENBHO, €CIIN CaMblid CTapIINK OUT OTHOTO U3 OIIEPaH/IOB YCTAaHOBJICH, & CaMbli
cTapimmii OUT Apyroro omnepaxaa cOpoIIeH, TO pe3ysbTaT apuPMETHIECKOH CyMMBI Oy/IET paBeH eHHULIC
noc hiar neperoca dosnee Miuaamux OUTOB, T. €. 1 (1Bonunoe 01) wim 2 (qBonuyHoe 10) ¢ JeBbIM OUTOM,
CTaHOBSIIIUMCS HOBBIM (pJIaroM repeHoca, 3HaueHue KOTOpOro MPOTUBOIIOIOKHO ITpaBoMy Outy. [lonaras,
YTO CaMbIi CTapIIMi OUT sIBIsieTCsl OMTOM 3HaKa, MOCIEHS IPOBEPKa MOXKET OBITh coBeplIeHa apudme-
TUYECKAM CpaBHEHHEM CYMMBI ¢ HyIEM. UToOBI M30eKaTh BETBICHHS, 3TO OOHApYXEHHE MOXKET OBITh
MPEICTaBICHO OMTOBBIMU ONEPAIMAMH HaJ X U ): JUIA 3HAKOBBIX LENBIX X U ¥ 3HaUeHHE (hiara nepeHoca
paBHO ((0 >x)A (0 >y))v((0>x)/\(x+y20))V((0>y)/\(x+y2 0)) =0>xA0>y)V
(—|(0 >x+y)A ((0 >x)Vv (0> y))). AHANOru4HO CITy4aro ¢ 0€33HAKOBBIM IEIIBIM, 3TH OHUTOBBIE OTle-

paluy He CO3/Iat0T 3aBUCHUMOCTEH JIaHHBIX M TAKMM 00pa3oM MOTYT OBbITh IpUMeHEHBI K BekTopam SIMD.
B sToM cirygae, uMes aHaOTHYHO 3aJaHHOE BekTopHOe cpaBHeHHe CMPGT (HO A mesbIX co 3HAKOM),

C(V,U) = (c; VAND c;,) VOR (¢ VANDN (¢, VOR c,)), (1)
rae ¢; = CMPGT(0,V); ¢, = CMPGT(0,U); ¢, = CMPGT(0,V + U); O — nyns-Bexrop; VAND, VOR
u VANDN - cootBercTBeHHO, nopaspsansie outossie 1, NJIN u U-HE. U-HE nononuser nepsslit ore-
PaHA ¥ BBIYUCISIET TOOUTOBYIO KOHBIOHKIMIO PE3yIbTaTa CO BTOPHIM OIIEPaHIOM.

CKaJ'IHpHLIe 3HaKOBEIC IICJIBIC ClIaracMbIC
X,y

BepuyTtn Bepuyts x +y>0 BepHyTh

PI/ICyHOK 1- O6Hapy>1<el—me d)nara NIEpEHOCa BO BPEMS BBINTOJIHEHUS CJIOKEHUSA LIEJIBIX CO 3HAKOM B IOINOJTHEHUHA J10 ABYX

Peanusanus nepenoca. OCHOBHOH Npo0ieMol, KOTopast IPensITCTBYeT 3(GPEKTUBHOMY paciapall-
JIETTMBAHUIO U BEKTOPU3ALNH CI0XKEHHS, SBJISIETCS HEOOXOIUMOCTh IIEpeHOca pa3psoB, IOTOMY YTO CJIO-
JKEHHUE pa3/iesIbHBIX Map pa3psoB MOXKET BBI3BaTh MOSBICHHE AOTOJHUTEIBHBIX IEPEHOCOB, YTO CO3/1AeT
3aBHCHUMOCTh JJAaHHBIX CTApIINX Pa3psAI0B OT Pe3yNbTaTa CI0KEHUS MIIaAIINX.

Tem He MeHee KaK TOJIBKO TEPEHOCHI, BRITCKAIOIINE U3 CIIOKEHHS 3JEMEHTOB BEKTOPOB (2 TaKXKe,
BO3MOYKHO, NEPEHOC, BO3HUKIINHA B pe3ylbTaTe MPEAbIIYIIETO CIO0XKEHUS MIAAIIMX YacTell MCXOIHBIX
JUTMHHBIX [IEJIbIX, YaCTH KOTOPBIX MIPEICTaBICHBI BEKTOPHO) ONPEAEIICHBI, MOKHO HCIOIb30BaTh CIEAYIO-
A TOJX0M, YTOOBI 3aMEHUTH 7 MPOBEPOK M MPHUPAIICHUI AIIEMEHTOB BEKTOpPOB Ha [n/b| omepammii
HakoIuIeHus 6uToB, cosnanubix Gpynkuueit C(V, U) (nana Bblilie) B LENOYUCICHHOE 3HAYEHUE, XPAHSIIEeecs
B PErucTpax pasMepoM b OWT, NMO3BOJISIOIINX BBHIIOJIHATH apHU(PMETHYECKOE CIIOKEHHE M BBIYMTAHUE.
[t 3T0r0 MOTyT OBITH MCIIOJIB30BaHBI JIFOOBIE PErUCTPHI 00IIEero Ha3HaYeHUs (MM PErHCTPhl OMTOBBIX
macok K0-K7 u3 AVX-512).

Jlutst KpaTKOCTH B 3TOM pasfielie npeamnonaraercs, uro [n/b] = 1, 4ro cnpaBeuinBo st MHOTHX BEK-
TOPHBIX MPOIECCOPOB. B mpoTuBHOM cityuae, HanmpuMmep, B apaIeIbHON peann3aliil CI0XKEHNS, MOXKET
651Th Mcnionb30BaH MeTon Korra — Ctoyna [2] s mapayuiedbHOM peayKiun b-OMTOBBIX 3HAYEHHUI, Kak
MOKa3aHo B paszene «PacmapasennBaHue.

Taxk KaK pe3ysibTaT CIOKEHHS JTI000T0 KOJTMYeCcTBa O0Jiee MITaIINX pa3psIoB YHCIIa HUKOTIa HE AacT
3HaueHue OoJbIne, 4eM | (70Ka3aTenbCTBO ATOTO aKTa MOXKET OBITh HAWJEHO BO MHOTHX KJIACCUYECKUX
HCTOYHHUKAX, Harmpumep, B [13]), To OuroBas macka, coznannas ¢ynkuueit C(V,U), aukoraa He Gyner
MUMETh OWTBHI, YCTAHOBJIEHHBIE B TEX K€ MO3HLUIX, YTO U JIEMEHTH BEKTOPHOH CYMMBI, KOTOPBIE HY>KHO
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WHKPEMEHTHPOBATh B IIpOIlecce ydeTa nepeHoca. JTo Mo3BoJsieT 00beIMHHUTE (MCIonb3yst ouroBoe NJIN)
macky, noygaemyto ot C(V, U), ToGUTOBO CIBMHYTYIO Ha OJWH OUT BIIEBO, C MACKOMH, COOTBETCTBYIOMICH
MO3UIIASAM 3JIEMEHTOB CYMMBI, KOTOPBIE CO3/af0T (DJIary mepeHoca B pe3yibTaTe epeHoca pa3psaos, U pu
3TOM He OyAeT BO3HHKATH MOTEPS TaHHBIX.

JIJ1s1 3TOro Hy’»KHO CHavalla ONpeIeNUTh Te 3JIEMEHTBI BEKTOpPHOU cyMMBI V' + U, pa3ps sl KOTOPOii Mo-
JIy4eHBI B pe3yJIbTare LeJ0UNCISHHOTO MEPENOIHEHNS, TO €CTh KOTOPbIE MOTYT CO3/1aTh IEPEHOCHL. Tak Kak
MaKCUMaJIbHOE 3Ha4Y€HHE MepeHoca PaBHO €IMHUIIE, TaKHE AJIEMEHTHl nMetoT 3Hadenue W — 1. Cienosa-
TelbHO, BEKTOPH30BAHHOE CpaBHEHHE CyMMBI ¢ BekTopoM [ = (W — 1+ W — 1)T ¢ ucnonssopanuem noa-
X0/1a, aHAJIOTMYHOTO UCIOJIb30BAaHHOMY BBIIIE, MOKET OBITh IPUMEHEHO 3/1ECh, YTOOBI ITOJIYYUTh MacKy

I(V,U) =CMPEQ(V + U, D), 2)
rae VV, U € Zb: CMPEQ(V, U) = (v = o) -+ (Wpy = Up_,)) € Z2.

B menax 3amanus GpopmManbHOM CBA3M MEXIY CKaIAPHBIMU 3HAUCHHUSMH M MX BEKTOPHBIMH 3KBHBA-
JICHTaMH MbI BBOAUM OUEKUUIO Viy,: Zy, = Z,n (BMECTE C €e HHBEPCHEH V') MEKIY COOTBETCTBYIOUIMMH
HATYpaJIbHO H30MOP(HHBIMU MHOKECTBAMH, a TAK)KE HHBCKLHUIO Vo L5 — Z7,.

Teopema 1. Cymma S = Y 1_ s, Wk nByx 6e3smaxoBsix nemsix viy (V) = YrZs v, Wk u viL(U) =

n-lu, W¥, 3zamanmbIx Bextopamu V,U € Z%, c Z!, rne W* — cTemenb ocHOBAaHHMS CHCTEMBI CHHCIIC-
HHS, 3a/1at0Ias 3HAYUMOCTh pa3psiaa JJIMHHOTO CKalsIpa, a Takke oura { € Z,, paBHa
S=vi(V) +vip (W) + ¢ =vip (VB U B (i o v; ")), 3)
rae
e=(+2c+Q) Di€ZLyys, “4)
i=vi(IW, ) nc=v}CW, D).

Jloxazamenvcmeo. I1onoxxuM B kauecTBe 0a3pl MHIYKIMK n = 1. Toraa, 4ToObI y4ecTh BO3MOXKHBIH ¢iar
nepeHoca, nonoxum, uto v, (V) = vy u v, (U) = u, Haxoasrcs Bo MHoxecTBax Zy, X {0} € Zy, X Z,.
Torza crnoxenue vy, (V) u vy, (U) naér cymmy

Vo + Uy (vy + ug) mod W
S’=v‘},,(V)+v1},,(U)=v0+u0=(v0+u0)modW+l JW==V§V Vo + Ug

w w
=} (V MU ((C’))

B kotopoii Bektop (0 ¢)T = (¥& o v3?) (ZV]}V(C(V, U))).
Torna mpubasnenue { K cymme aaér
_ — 2 0 ¢
s=s +C—VW<VEIE|UBH(C)EIEI(i,), 5)
rzie i’ ABseTcs GUTOM HepeHoca, MOJTydaeMOoro Mpu NpubaBieHnu { K IepBOMY JJIeMeHTy Sy € Zy, u3 S’

upasHo { A(sg =W —1) = Ai.3neck ¢ +1i' € Z,, Tak kak wnm ¢ = 1, 1. e. S§ < vy U S < Ug, WIH
i"=1,1.e. {A(sg =W — 1), notomy 410 B Z};; HE CYIIECTBYET 3HAYCHHUI OONBIINX, 4eM Sg = W — 1,

T.e.cAi'"=cAi=0.
(2)53(5') - (céi’) = (c@éAi))' (©)

CrietoBaTesibHO,
dukcHpys UMeroNInecs 3HaueHus Sy 1 W (1 TakuM o6pasom i = (sj = W — 1)), paccMOTpuM ajiu-
THUBHYIO IpyIy G; ¢ MHOXECTBOM

{tIQ{, c € ZN[GEA)A(t = (i +2¢+ ) D D]} S Zye,
JIOTIOTHEHHBIM TPYIIIIOBOH omeparyeil — OMTOBOH CyMMOH 110 MOIYIIO 2.
3amMeTuM, 4To

Vc,(,iEZZ/\—|(L'/\C):(1'+ZC+()EBL'=l@]-2+((i+2c+§)®i)mod2:
J-2+(((eai)eai)=(c@95/\i)-2+(.

[TosTomy onepanus 3aMbIKaeT Gy:
((+2c+D@B)B((+2c+ D DPI) =1 BHAD - 2+48) D ((c D LAY - 2+7,) =
((C1 D) ® (D) Ai) 2+ DG = (i +2(c; D) + (4 D {2)) @i,
e (—|(i Ac ) A=(i A cz)) = —|(i A, @ cz)), U TakuM 00pazom G; uzomopdHua rpymrme G, THHERHBIX
HOJMHOMOB U3 Z,[x] ¢ MHOKeCTBOM

{tIA,c € Z)[-UA)A(t = (c B {ADx + D]} S Zy[x]
u orobpaxenueM G; = Gy,:a-2+ b - ax+ b, xoropoe siBiseTcs OUEKTUBHBIM TOMOMOP(GU3IMOM,
notomy uto (a,x + by) + (ayx + by) = (a; D az)x + (by D by) » 2(a; D ay) + (b B b,), a Hymu

li+2c+{
2
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BO3MOJKHBI TONBKO, Korga ¢ u { 06a paBHbl Hymo, notomy 410 (c B (ADx+{ =0 ((=0)A
((cea((/\i))=0)<:>((=0)A((cea0) —0)o(@=0A(=0) 1 Qe+{+DPi=0s
20+2(A) +{=0&(=0Ac=0.

Crie10BaTesIbHO, NpUMEHeHHe OMEKIUU V5 2 = Y2 o v5 2 k € B (4) naét (5), u Takum o6paszom (3) crpa-

BeUIUBO 11 n = 1.

Torma w3 (5) u (6) creayer, uro SmodW = (vy+ug+{) mod W =v5,(VEHUBJ,
u|S/Wl=c® Ai)= [”22”5] €7,
Teneps, ecmm n > 1, 10Ka3aTENECTBO MOXKET OBITH MOIYYIECHO C MOMOIIBI0 HHAYKINH: ecid (3) u (4)

CIIPaBCIJIMBBI IJIA N, TO OHU TaKXKE CIIPaBCIJIUBBI IJ11 N + 1.

pencrasienue cnaraembix viy' H(V) u vt 1 (U), cootserctBenHO, Kak v;W + vy u u;W + u, (rae

Vo, Ug EZy U VU € Zyn), maér  cymmy S =W +u)W+ Wy +uy+Q) = (vl +u; +

l%J)W+(vo +ug+{)modW = (171 +u; + IWJ)W+(vO+uO+{)modW, roe iy =
v (1(170' uo)) Mo =V (C(Uo, uo))~

n n . — n+10 < 0 )_ n+1< 0 )_

3amerum, uto Vv € Zj, [VW(U) W =vy (v)]’ UVe € Zyn: Gm o vy (e)) = Yo vin(e)) =

n+1 -(n+1)
(i o v ™) 26,
Torna, Ha OCHOBAaHWHU MHAYKIHOHHOI'O IIPEAIMOJJIOKECHNA U JOKA3aTCIIbCTBA HAYAJIBHOT'O ClIyvdas Npu

n=1S=Ww- V%ﬂ (VV—V(nH)(Ul) as| v;("“)(ul) M| (y%u o Vz—(n+1)) ((i1 + 20, + l@]) @

il)) + iy (Vi 00) BV () B Ol 23 (G + 260 + O mod 2) @1 )

n+2 ( vt (vg) ) H < it (ug) ) B ynt2 vyt (((io +2¢+4) D iO) mod 2)
W Vl/_v(n+1) ) VV—V(n+1) (uy) Yw Vz_(n+1) ((i1 +2¢, + lio+22co+<'D fan il)

V2 (V UM (2o Vz—(n+z)) (2 ((i1 +2¢, + l@]) ® i1> + (((io +200+0) B

io) mod 2))) )

Tak xaxk Va,b,k € Ny:(a @ b) - 2k=q- 2@ b-2¥ u va,b € Ny, Vd, c € Z,n,Vk = n: (a P
b) -2+ (c®d) = (a-2¥+c)®D (b-2*+ d), nocnemuss yacts (7) MOXKET OBITH EPErPYIIHPOBAHA:

((i1 +2¢, + [@D EBil)-Z + (o + 2¢0 + Q) ® i) mod 2 = (21‘1 +2-2¢ +

2|20 (ig + 260 + {) mod 2) @ (20 + ig) = ((2iy + ig) + 2(2¢, + o) + ) B (20 + i) =
(i+2c+)Di.

IMoxcranoBka 3Toro pesyibrata B (7) maér (3).

Brruncnenne (3) npenocTaBisieT crnocod pacnapayyieIMBaHus CI0XKEHNUS, KaK OIHMCAHO B CIENYIOINX
pazzienax. To MOXKET JIaTh IIPMPOCT MPOM3BOIUTELHOCTH, ECJIH, BO-TIEPBBIX, BEIYHCIIEHHE Vi - HEHAKIIATIHO
(manpumep, KoTaa 0ToOpaxkeHHUe SIBIIIETCS IPOCTHIM (TIepe- )IIPECTaBICHUEM TeX XKe JaHHBIX H HE BKITIOYAET,

HarpuMmep, KOITMPOBAaHUH U onepanuii BBOAA-BBIBOJIA, YTO MOKET OBITh HAKJIAJHO, HAIIPUMEp, KaK B CIIydae

-(n+1
¢ CUDA), u, BO-BTOPHBIX, €CJIN BEIYUCIICHUS € U (y‘}},“ oV, (n ))(s) a¢exTuBHBL. BimsHue 3THX BRIYHCITE-

HUI CYIIECTBEHHO OIpe/elsieT 00y 3(h(eKTHBHOCTh CyMMATOPOB, KaK TIOKA3aHO HIKE.

PacmapamnesnBanue. Vcronb3ys (3), MOXKHO CIEAYIOIIAM 00pa3oM CIOXHTH JABa JUIMHHBIX [ENTBIX
napajuiesIbHO.

Croxenne nByX nensix X,Y € Zyn» npu W > 2 nun > 0, BkinodaeT B ce0sl mapajuIeIbHOE CII0KEHNE
0e3 epenocos vy (X) H vy, (Y) ¢ ucnonssoBarueM 7 OTOKOB co BpeMeHeM Boimonnenus 0(n/T). la-
Jlee MepeHoc PaspsIoB AOJKeH OBITh BHITIONHEH ¢ npuMeHeHneM (4). Brruncnenue € € Zg (tne B = 2P)
TaKkxke TpeOyeT BO3MOXKHO JUTMHHOTO CIOXKEHHUS OUTOBBIX MAacoK [ U 2¢ + { ¢ MOCIeTyIOIUM OUTOBBIM
CYMMHPOBaHHEM TI0 MOJYJIIO 1iBa ¢ i. [locienHee sBISETCS CIOKEHUEM JABOMYHBIX ITU(P O3 MEePeHOCOB,
KOTOpoe He TpeOyeT OTASNBHBIX YCHIHHA s pacnapatenuBanust. Cymma 2¢ + ¢ Takxke He TpebyeT nepe-
HOCA, TIOTOMY 4TO { SIBIISICTCS OJHOOUTOBOM, @ BEIYUCICHHE 2C TOCTUTACTCS MPOCTHIM OUTOBBIM CIIBUTOM
BJICBO (II0 HANPABICHUIO K CAMOMY CTapIIeMy pa3psily) Ha OJHY TO3HUIHIO0, CICAOBATEIBHO, 2C + { =
(c « 1) @ (. Ho Beruncnenue cymmsl i + (2¢ + {) onsAThb-Taku TpebyeT epeHoca, 9To, B CBOKO 0Yepe/lb,
TOKE MOXET OBITh BBEIIOJTHEHO ¢ ToMomIbio (3). [TonmydaeTcs, 4To UCXOMHOE CIOXKECHHE YHCET pa3Mepa n
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YMEHBLICHO JI0 CIIOXEeHUs urcen i 1 2¢ + { pa3zmepa [nlogy, 2]. Aranorundano sToMmy crnoxenue { u 2¢ +
yMeHbIieHo 10 cnoxkenns [n(logy 2)?] = 1. DTo yMeHblLIEHHE MPOIOIKAETCS JI0 TEX MOP, MOKa pazMep
CIIOKEHMs He JIOCTHTHET 1, 4To TpebyeT OIHOrO CKATAPHOTO CloXkeHHs B Zy,, To ecTh [n(logy, 2)™3*¥] = 1
st max k € Ny. CiemoBarensHo, 061iee KOIMIECTBO CIIOB, IPEICTABICHHBIX B CHCTEME CIUCIICHHMS 10 0C-
HOBaHUIO W, KOTOPBIC HYXKHO CIIOXKHUTH, PABHO

250 [l = 0 () ®)

st Bcex k Takux, uto k < max k, To ecth [(]—

zw)kl > 1, nosTomy

logy n

max k = [loglogzwn] = [m .

XTI -~ T (X+Y) mod W’
FXey—{ [T~ T
YCIT - T] W 8

T R [Inﬂ'“]
ANEENN P G e
i, +2c) mod W

- }

log, W —{ T ~T1]
—(i@2¢,)mod W[l“:-'J Sus n

el L] 1] ! e log, W

1 e
T
[]

m.u k

Iil:L JI]
[ 10 . H max A“ T
( g_ UH(( m.l\J. 2cnu\.{) $ "m.._\l) mGd W%j
l‘:"m:u k |:|

=i =
(log‘”})mu\ K
Pucynok 2 — Cnoxenune X u Y u3 Zyyn mo mogymio W™ ¢ ucrionp3oBanuem (3) 1 mapayuieibHON peIyKIun
Tax xak mapauienpHOe CIoKeHue (6e3 ydeTa €) MOKeT OBITh BEIIIOJIHEHO TapaiuiebHo T MOTOKaMH,

U OAMH U TOT K€ AJITOPUTM HNAPAJUICIBHOI'O CJIOKEHHS BBINOJHACTCA I ClIara€MbIX JId KaKAO0ro k,
TO 06Luee BpEMs, Tp€6y€M06 JUIA BBIIIOJTHCHUA CJIOXCHUSA T IIOTOKaMH, MOXET OBITH OIICHCHO KaK

max k n _ nlog, w-1
k=0 [T(logz W)k] =0 (T(logz W—1))' ©)
IIOTOMY YTO
max k [ ] 0 (Zmaxk ) _ 0 (E (logW Z)max k+1_1 (logz W)max k+1) _
k=0 T(logz w)k k=0 T(log2 w)k T logy 2—1 (log, W)maxk+1

T logy W)X K(1-loga W) ™ (log w)|'%10g2 W "1 _10g, w) T (log, w)' 81082 W ™ (1-log, W)

0 (E 1-nlog, W ) -0 (nlogz w-1 )
T n(1-log; W)/ T(log, W—-1)/"
CHCHyeT 3aMCTHUTh, UTO JIA JOCTHUKCHUA (9) CJICAYCT UCKIIIOUUTL COCTOSIHUC 'OHKU U OIPaHUYHTDH

UCIIOJIb30BaHKE OJIOKMPYIOIIEH CHHXPOHU3AINH IIOTOKOB, MOJIYYaIOIMX JOCTYII K Pa3JIMYHBIM YacTsIM Cre-
HEPUPOBAHHBIX | M C. DTO MOXET ObITh JOCTHIHYTO BHIOOPOM (BO3MOXKHO YBEJIMUCHHEM) 3HAUECHHH

(n 1-(log, w)maxkctt )_ <n 1-(log, w)l Etogz w ]+ >_0(n 1-(log, w)'°8logz W 1 )_

n , ,
——— |, KPaTHBIX pa3Me€py CJIOB, U3 KOTOPBIX COCTABJICHBI L U C. B wactHOCTH, eciiu [ v € peain30BaHbI
T(logz W)k]? ’

B BUJIE BEKTOPOB U3 Z1,, TO l—
A p w> T(logy W)k

BAlOIET0 OUTHI B HAOOpE €ro COOCTBEHHBIX CIIOB.

W3no>xeHHBIH BBIIIE BBIBOJ TaKKe MOXeT ObITh mpuMeHEH K (8) ¢ T = 1 s oneHkn TpeGoBaHMN
K maMatu. KoHKpeTHee, MPOCTpaHCTBO, TpeOyeMoe STHM aJrOpHUTMOM, MCKIIOYas 31 CJIOB CIaracMbIX
¥ CyMMBI (TO €CTh MPOCTPAHCTBO, TpeOyeMoe /IS XpaHEHHsT 3HAUCHH {, ¢ 1 € mod 2™), MoxkeT ObITh Olle-
HEHO BEpXHEH rpaHuLei

J JOJKHO OBITH KpaTHO [log, W mis xakmoro moroka, ycTaHaBid-
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maxk maxk
Z[ Z n+ (log, W)¥ —1 3 k+Zl n—1 J
(log; W)k (log, W)¥ e (log, W)*
= n-1 n—1 (log 2)“‘3"" 1
_ — w _
< =
3| maxk + Z (log, W)" 3 (maxk + log, W logy 2 —1 )
n—1 (logy 2)M¥k — 1
log, W logy2—-1
((ogy 2)™™* —1)(n—1) -1
—3<maxk+l1+ 1= log, W
((log, W)™** — 1)(n — 1) — (log, W)™**
(logz W)maxk+1 _ (10g2 W)maxk

S3<maxk+[

= 3<maxk + ll

-2 n—1
=3|maxk+ |1+ -
< { log, W =1 (log, w)llosioezwl(1og, W — 1)D

< 3 (maxk + [1+ n-2 nol [) =3 (maxic+ |1+ modntl
= o\max log, W —1 n(log, W — 1)1/ fax n(log, W — 1)|/)

BexTopusanus. Kak mokazaHo B JaHHOW CTaThe, CKaIAPHBIC ONEPAlMH HaJ OMTOBBHIMH MacKaMH
i ¥ C, KaK ecJii ObI 3TH MacKH ObLIN OOBIYHBIMH IEIBIMU PA3MEPOM B MAIITHHOE CJIOBO, IAI0T BO3MO>KHOCTD
YBEIMYHUTH MPOU3BOIUTEIEHOCTh BEKTOPH30BAHHOTO CIIOKEHHMS M 0OOTHATH B IIPOU3BOAUTEILHOCTH CyIIIe-
CTBYIOIIME CKAJISIPHBIE PEATN3aIX C IOCIIEI0BATEIBHBIM IIEPEHOCOM.

OT0 3aBHCHUT OT CIIOCOOHOCTH MapajuiebHON (BEKTOPHOM) IaT(GopMbl 3P (HEKTHBHO pealn30BHIBATH
00a 0TOOpakeHHUs, UCTIONB30BAHHBIX B YTBEPKICHHU TEOPEMBI, T. €. Vi (M WHBEPCHIO V') U Yy (Win
KOMIIO3HITHIO Yy © V5 ). Tak 06CTOUT Je10 ¢ HOBBIMH MaCOYHBIMH PETUCTPAMK M MHCTPYKIIUSIMA PACIIIH-
perns AVX-512, koTopble 06ecreunBaoT IPUPOCT B MPOU3BOIUTEIHLHOCTH CYMMAaTOPOB C ONEPEKEHUEM
nepeHoca, 61aroaps UCIoIb30BaHUIO (3).

YpaHeHue (3) TakKe MOKET OBITh HCIOIB30BAHO JUIS YTy UIICHHUS IIPOU3BOJUTEIILHOCTH BEKTOPHOTO
CIIOKEHHS, €CITH, IOMUMO CIIOXKSHUSI, OTOOPAKEHHUS Vyp, U ¥y TAKKE MOTYT OBITH peaii30BaHbl 3 HEKTHBHO
C IOMOIIBIO BEKTOPHOTO Tpolieccopa. B To BpeMs Kak moJiepkka vy, IpUMEHsIeMasi K pe3yIbTaTaM CpaB-
Herns (1) u (2), mmpoxo pacmpoctpanena (Hampumep, PCMPEQ/PCMPGT B SSE2 u CMEQ/CMHI
B ARM), nojjiep:kka MOCJIEIHEr0 3aMETHO OrpaHWuYeHa, U B TO BPEMs KaK €ro peain3alys BO3MOXKHA
C TMIPUMEHEHHEM TaOIIuI] TOKUCKa, OHa TpebyeT oOpallleHus K BHEIIHEH MaMsITH U TaKUM 00pa3oM MOXKeT
ObITh Hea(D(heKTHBHA. DKCIIEPUMEHTAIBHBIM ITyTEM 3HAYUTEIILHOTO YBEJIIMUSHHUS IPOU3BOANTEIBHOCTH I10-
JYYHJIOCh TOCTHYb TOJIKO MPUMEHEHHEM Maco4HbIX omnepanuit Intel AVX-512 nan peructpamu KO0-K7.
Peanmu3anusi KpuTHUecKoro nukia ¢ ucroib3doBaHueM AVX-512 B cunTakcuce Microsoft Assembly
(MASM) npexncraBieHa Ha pucyHke 3. B 3Toit peanusanuu 512-6UTHBIE BEKTOPHBIE BETUUUHBI HAXOSATCS
B ng, 1 3HaYEHHS MacoK — B Z,16 (YTOOBI yUUTHIBATh JOTIOJHUTENLHBIN OUT eperoca u3 (4)).

B apyrux ciyuasx peanuzaius oroopaxennit vi(I1(V,U)) n vy (C(V,U)) nosoasHo npocta ¢ npu-
MEHEHHEM IIHPOKO PaclpOCTPaHEHHBIX MHCTPYKLUH ISl CpaBHEHHs] BEKTOpOB (cM. paszaen 2). Takumu
apisttoTes, Hanpumep, (V)PCMPEQ u (V)PCMPU vy Intel [14, pa3nen 5.2] (tom 2C) u CMEQ u CMHI y
ARM [15], xoTopbIe yCTaHABIMBAIOT OUTHI YACTEH pPErucTpa-MpuEMHUKA B 3aBUCHMOCTH OT TOTO, KaK CO-
OTBETCTBYIOIINE YACTH ONIEPAHJIOB COOTHOCSITCS C TIPETUKATOM CPAaBHEHHS.

C npyroii cTOpoHEI, 06paTHOE TpeodpasoBanue, (Yyy © V3 ), UCTIOIB30BaHHOE B (3), He SBISIETCS [IIUPOKO
PacTpoCTpaHEHHBIM, UYTO JENaeT ero peannsanuio MeHee d3pdexTuBHOM. Tak Kak JUIMHBI BEKTOPOB PETHCTPOB
O0BIYHO MaJIbl, MPeoOpa3oBaHNE BO MHOIHX CITy4asiX MOXKET OBITh PEaIM30BaHO C MTOMOIIBIO TaOJIHIIBI IOHCKA,
KOTOpasi 0TOOpaXkaeT KOPOTKHE CKAJSIPHBIE LIEJIbIE B COOTBETCTBYIOIINE BEKTOPHBIE BeTMIUHBL. OYeBUIHBIM
HEJJOCTAaTKOM 3TOTO CII0C00a SBISETCS HOTPEOHOCTh B CTPYKTYpE JAHHBIX BO BHEITHEH MaMSTH, JOCTYH K KO-
TOPOH MOKET OBITh JOPOTOCTOSIINM, XOTS Takas TabiHIia MOXKET ObITh IOCTATOYHO HEOOJIBINIOM, YTOOBI HAXO-
JIUTHCS B KOMI-TamsTh. Takas peanuzarms 11t 256-0uTHBIX BeKTopoB AVX-2 (¢ n = 4) mokasasna yMeHbIIIEHHUE
MPOM3BOAUTENHHOCTH (pHC. 8) TI0 CPABHEHHMIO C MOCIIEA0BATENEHBIM CyMMAaTOPOM.

HawnbGonee BBITOMHBIM ITyTEM COBMEIICHHMS TapaJUICIFHOTO ITOPUTMA, TIOKa3aHHOTO Ha PHCYHKE 2,
C BeKTOpHU3anuel rokaszaia ceds peayKuus IMoJBEKTOpa 10 MHOXKECTBA OJIMHOYHBIX OMTOB C (TTOJIy4eHHOTO
U3 € CyMMOH HanOoJIee 3HaYaluX 4acTel MOJIBEKTOPOB) U i (KOTOPOE MOKET OBITH ITOJIy4EHO W3 HAKOIUICH-
HOro mopaspsiiHoro Y 3naueHui V;l(l (v;, ui)) 9JIEMEHTOB V; M U; MO/BEKTOPOB, B PE3yNbTATE Jaroliee
2™ — 1, eciu pe3yNbTUPYIONIHI OUT [ YCTaHOBIIEH), 3aITICAaTh C U [ B COOTBETCTBYIOIIHE BEKTOPHI CIIOB TaK,

YTO KaXa0€ CJIIOBO 3aHATO OAHHUM 6I/ITOM, a 3aTeM, UCIHOJIb3Yys HapaUICJIbHYIO PCAYKIHIO, YIIAKOBATH 3TU

n/log; Wi
6utsl B ciioBa: Zy, — L5 — Z[ 71082W1 3 pemenrter pe3ynbTara 3aTeM MOTYT OBITh 0OBEIMHEHB! IS TIOTyde-

HUS € C UCIOJIb30BaHUEM IapaJUICIIFHOTO aJITOPUTMA (pHC. 2) W/UIK BEKTOpHOTO anroput™a (puc. 3). Eciu
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HCIIOJIB30BaH IOCIEAHUH, ITOTpedyeTcss HAlTH C0CO0 yIBOCHUS 3HAUYCHHUS LENIbIX YHCEN, IPEACTABIISIIO-
MMX OUTHI C, KOTOPOE MOJKET OBITH BBIIIOJIHEHO C MOMOIIBI0 HHCTPYKIMHA OUTOBBIX CABHTOB (HAIIpUMED,
(V)PSLL u3 x86-64 mnn SHL n3 ARM) 1 TopH30HTaIBHOI ITepecTaHOBKO 3J1€MEHTOB (COOTBETCTBEHHO,
(V)PSHUF u VEXT).

star

AOF rAX, R memany Index

a2 =1 -1-1-1-1-1-1 -1}, 1.
FYCTEHOBMTL Boo ONTH Zmma
vpltamiogq amm, zmm2, zmm2, OFFh
corw k1, k1 k1 'kl'm = [}
koop_start:

ranmd (= (Vg ¥y WV Vo Yy ¥s Y5 Vo)
vymowdguld rmm0, [V + rax]

samml = {lUg Uy Uz Uy Uy Ug Ug Lz}
wrsondipalld zrim1, (U + rx]
BEKTONHDE CRONCOHMWE:

rammd = anmd B zmml

vpaddq znm0, 2nmd, zmm1l

kD == wCMPGTmm1, zvmil)) = ¢
vpempug k0, zmm0, amml, 1
mddwr kO, kO, kD ;KO = kD + k)
hoorw kX, kD, k1 ; kO := kO + [

skl o= wNCMPEQ(zmmd, zmm2)) = |
vpempadgq k1, ammo, znm2

b k), ), k1 kO i= K+
orw kl, ki, k1 ;kl imidaklime
ammd = ammid B {y.* o v ¥ HE mod 29

vpsubg z7mm0 {k1}, 2zmmQ, z7mm2
dim b kL /2% = e ) 2Y]
shrw ki1, k1, 8

Wt 8 8 By B B B 8) i=zmmi
ymowdgubd [5 + mx], ammid

add rax, 64

CImp rRx, rg

e loop_gtart

Pucynok 3 — BekropHoe cinokenue X u Y, npunayiexarux Zy,n, no moayito W™, ocaoBanHoe Ha (3) ¢ HCII0JIb30BaHUEM
uHCTpYKIMKA AVX-512 111 BEKTOPOB U MacOK

JKcnepuMeHThI. M3MepeHns IpoU3BOAUTENFHOCTH aJITOPUTMOB OBUTH BBIIIOJTHEHBI HA KOMIIBIOTEPE
¢ mporeccopom Intel Core 19-10980XE ¢ 18 ¢usnveckumu sapamMu ¥ BKITFOUYEHHONH MHOTOIIOTOKOBOCTHIO
anep, ¢ Buaeokaproit NVIDIA Tesla K40m CUDA mnop ynpasnennem Ubuntu Workstation 20.04.3 LTS.

W3mepenns ObUTH BHIIOJIHEHBI B BUE Pa3HUIIBI MEXKAY ABYMS 3HAUSHUSIMU CUETUYMKA TAKTOB IIPOIIEC-
copa, nojay4yaemMbIMu ¢ noMoIbio uHCTpykiuu RDTSC.

PazHbIM peanu3anusam napauiesIbHbIX 1 BEKTOPHBIX aITOPUTMOB CIIOKEHHUS ObUIN JJaHBI HAOOPHI CITy-
YaHBIX JaHHBIX, MPEJCTABISBIINX cllaraeMble pasMepamu oT 64 Oait mo 8 ruradait. M3mepenus ObuH
BBITIOTHEHBI 10 pa3 11 KaKI0To SKCIEPHMEHTA, a 3aTeM YCpeAHEeHbI. Pe3ynbTaThl, Ipe/ICTaBICHHBIE B CTa-
ThE, SBIISIOTCS CPETHUMH apU(PMETHIECKIMH.

W3MepeHns Npon3BOAUTEIEHOCTH MapaUIeIbHOTO aJIrOpUTMa (pUC. 2) IEMOHCTPHUPYIOT YBETHUCHHE
MIPOU3BOUTENLHOCTH JUTMHHOTO CJIOKeHUs (puc. 4).

OxHaKo N3MepeHHs TOKa3bIBAIOT HU3KYIO MacIITaONpyeMOCTh TapajuIeIbHBIX aJITOPUTMOB KakK C BeK-
TOpU3AIHEH, Tak ¥ 6€3 BEKTOpH3aIHH (PHC. 5), JOCTUTAIONNX COOTBETCTBEHHO YCKOpEeHUH oxoJo 2,1 1 2,2,
KOTJa QITOPUTMBI BBIITOJIHSUIACE JUIS CIIOKEHHS ABYX §-TUraOaiTHBIX BENWYHH |1 MOTOKaMH BRIITOTHEHHS
Ha KommbioTepe ¢ 18 dusnueckumu saapamu. Tem He MeHee MOKa3aH YCTOWMYMBBIN MPHPOCT IMPOU3BOIH-
TEJNBHOCTH, KOTJa UCTIONb3YEeTCs NapajiebHbll CyMMAaTOp MO CPaBHEHHIO C MIPOU3BOAUTENBHOCTBIO MO-
CJIeZIOBAaTENILHOIO CyMMAaTOpPa U aHAJIOTMYHO, KOT'J1a UCIIOJIb3YETCs MapalieIbHOE CIOXKEHHE C BEKTOPH3a-
et AVX-512 no cpaBHEHHUIO CO BCEMHU APYTHMMHU CyMMaTOPaMHu.
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1e9

Pashuua so spemenn RDTSC

0 2 L 6 8
Pa3mep & Baiit 1le9

Pucynok 4 — Bpemsi, 3aTpaueHHOE Ha BBIMOTHEHHE CJI0KEHHS ABYX JUTMHHBIX BETHYHH C UCIOIb30BaHUEM ITapalieIbHOTO
ITOPUTMA, TIOKa3aHHOTO Ha PUCYHKE 2, BBIMOJHEHHOTO 36 JOTHYECKUMH sapamMu (TYHKTHPHAS JTUHUS ), CPAaBHEHHOE
CO BPEMEHEM, 3aTPAYCHHBIM TEM XKE ATTOPUTMOM, HO TAKUM, YTO KKIbIN TOTOK BBIMOJHSI BEKTOPU30BaHHOE CIIOKCHHUE
(puc. 3), cozgaBast mapy OUTOB i ¥ C IJIsI PEKYPCUBHOTO CIIOKEHUS ¢ TpUMeHeHUeM (4) (TOuKa-IyHKTHD), H CO BpEMEHEM
BBIITOJTHEHUS MTOCIIEOBATEIBHOTO CIOKEHHUS C UCTIONB30BaHueM HHCTpYKIHKH ADC (criomnHas JTHHUS )

2.2 p——————T

2.0 1

=
@
!

YckopeHue
=
(=]

=
~
!

1.2 4

1.0 1

0 5 10 15 20 25 30 35
MoToKu

Pucynok 5 — YckopeHns, JOCTUTHYTHIE C HCHOJIB30BAaHUEM TTapaJUIEIFHOTO CyMMaTopa 6e3 BEeKTOPH3aIiH (CIUIONIHAS
nuHUA) U ¢ (MHKTUpHAs THHUs) Bekropusanueir AVX-512 Ha koMnbiotepe ¢ 18 ¢usudeckumu (36 JIOTHISCKUMH)
SApaMu Ipoleccopa

Yro kacaeTcs BEKTOPU3AIMH HAa OJTHOM IIPOLECCOPE, MPUPOCT NPOU3BOIUTEIEHOCTH 3aMETEH JI0 TEX
MOp, TOKa MOTEPU BPEMEHH Ha B3aUMOJICHCTBHUE C MaMSThIO HE HAYMHAIOT MPEBOCXOIUThH IPHUPOCT MPOH3-
BOAMTEIHLHOCTH, YTO MMPOUCXOIUT HA OTMETKE 0KOJI0 8 M0 Ha Kaxkj0e ciaraemoe (puc. 6).

Kpowme toro, peanmzanus napamiensHoro cinoxerns ;i1 CUDA naét nmpupocTt mpou3BOIUTENFHOCTH,
MOKa3aHHBIA Ha PUCYHKE 7, KOTOPBI HE YUUTHIBAET BpeMsi, TpeOyeMoe Ha Iepe/iauy JaHHbIX Yepe3 HINHY
PCI-E. Ongnako kak TOJBKO HAaYWHAETCs Tepeada JaHHBIX depe3 ImuHy, Hampumep, korma y CUDA
YCTPOMCTBA HEJOCTATOYHO MAMSTH JJIsl XpaHEHHs BCEX JaHHBIX cpasy (T. €. 000MX CllaraeMbIX, CyMMBI,
a TaKke HabopoB OWT i, ¢ U € n3 (4) Ha KAXKJIOH UTEpalMH MapaIIeIBHOTO0 anropuTMa (puc. 2)), Mpou3Bo-
JIUTEJILHOCTD CJIOXEHUsI OBICTPO MajiaeT.
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Pucynok 6 — Bpewms1, 3aTpaueHHOE Ha BBIIOJHEHHE CIOXKEHHS ABYX UIMHHBIX BemduH, 10 8 Mb cirydaifHbIX JaHHBIX
Ha cjaraeMoe ¢ ucroib3oBaHrneM AVX-512 peanu3anuy BEKTOPHOTO AITOPUTMa U3 PUCYHKA 3 (MyHKTUpHAS JIHUSA),

CpaBHEHHOE CO BPEMEHEM BBITIOTHEHHSI TOCIIEJOBATENBHOTO CIIOKEHHS C UCTIONb30BaHueM HHCTPYKImu ADC (crutomHast
JIMHUS )

Crenyet OTMETHTD, YTO BCE HCCIIEIOBAHHBIC PEATU3aAIUH JTUHHOTO CIIOKESHUS 3HAYUTEIHHO PEB30-
IIUTH B MPOU3BOAUTEILHOCTH cliokeHune oubnmuoreku GNU Multiprecision Library (GMP) Bepcuu 2.6.0
[16], cobpanHOIi ¢ COOTBETCTBYIOMUMHE (hiaramu moepkku AVX-512, naxe eciii U3MEPSHUS HE YUUTHI-
BarOT OOMEH JJaHHBIMH, BBITIOJTHAEMBIH BBI30BAaMU MpPZ_import 1 mpz_export. ITo NoKa3aHO HA PUCYHKE 8.

1le8

4.0 4

Pasnuya Bo Bpemenu RDTSC
e S
[=] w [=] w o w

o
[
s

o
o
L

0 1 2 3 4 5
Pasmep B Baiit 1le8

Pucynok 7 — U3mepennas npousBoautensHocts CUDA peanu3anuy (IyHKTHPHAs! JTMHUSA ) CIIOKEHUS C UCTIONb30BaHUEM
NVIDIA Tesla K40m, cpaBHEHHAs ¢ MOCIIENOBATEIFHBIM CJIOKEHAEM Ha MPOILIECCOPE C MCIOJIB30BAHUEM HHCTPYKIUU
ADC (crmommnast muanst). Bpemena mit CUDA He y9uTHIBalOT OOMEH JAHHBIMH MEXIY XOCTOM H YCTPOHCTBOM
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— ADC
=== SMP
—-= AVX2

----- SSE4.2 (NO LUT)
— GMP
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Pucynok 8 — [Ipon3BoANTENBHOCTS [UIMHHOTO CIIOKEHMS ¢ momorbio 6ubmrnorekn GNU Multiple Precision (GMP)
[16] B cpaBHEHHHU C MPOU3BOAUTEIILHOCTBIO Apyrux peanuszanuid. [lokazarensHa npoussoautensHocts ADC u SMP
B CPaBHEHUH C JIPyTUMHU pe3yJIbTaTaMU

3akirouenue. [1Inpoko pacrpocTpaHEeHO MHEHHUE, YTO CIOXEHHUE MMOJHOCIOBOBBIX JUIMHHBIX IIEJBIX
MapauIeNIbHO, U B OCOOCHHOCTH C MCHOJIb30BAaHUEM BEKTOPH3ALNH, HEIIPAKTHYHO N3-32 HEOOXOIMMOCTH
MePEeHoca, KOTOPBIN CO3/1aET B3aUMOCBSI3U MEXAY pa3psaaMu ciiaraeMblX U cyMMbL. C OHOH CTOPOHBI, 3TO
MOJKET OBITh CIPaBEAJIMBO, IOTOMY YTO paclapajuleJMBaHHE U BEKTOPHU3aLUsS MOXET ObITh MPHUMEHEHa
TOJIBKO YaCTUYHO U LIEHOW YBEIMYEHHUS CIOKHOCTH alropuTMa. TeM He MeHee CYIIECTBYIOT Pa3jInuHbIe
MIPUMEHEHHUs, HAallpUMep, B BBHICOKOTOUHBIX HAYYHBIX BBIYHCICHMSAX, BKJIIOYAs Te, KOTOPbIE OCHOBAHBI
Ha BEIIECTBEHHOH apudmeTHke, 00paboTke HU(PPOBBIX CUIHAJIOB U KPUNTOTpaduH, Te CI0KEHUE MOKET
CTaTh KPUTHYHBIM JJIsl IPOU3BOIUTEIBHOCTH 1 SHEProdddexTHBHOCTH. B 3TOM Citydae cii0)XHOCTb peastu-
3alli¥ MOKET CTaTh MIPUEMIIEMOM MIIM MOXET OBITh CHIDKEHA, Kak MOKa3aHo B [3, 6, 7].

OnHako CyIIECTBYIOIIHME MCTOYHUKH KOHIECHTPUPYIOTCS Ha allllapaTHOM peau3allié CyMMaTOpOB
Y MCHOJB3YIOT pachapauielIiBaHue Ha YPOBHE OUT, TpeOysl cliennaai3MpOBaHHOTO alnapaTHOro obecrie-
YeHUs JIS BBITTOJTHEHUSI CIIOKEHNUS ¢ MaJlol 3anepskkoi. [IpeacraBineHHast CTaThsl, ¢ Apyroit CTOPOHBL, (o-
KyCHPYETCsI Ha NCTIOJIb30BAaHUH HECTICIIMAIN3UPOBAHHBIX CKIIPHBIX M BEKTOPHBIX IIPOIIECCOPOB, KOTOPHIE
00J1a/1a10T MUHIMAJIBHBIM Ha00pOM OOBIYHBIX apU(PMETHIECKNX WHCTPYKIMH JJISl TOCTHIKEHUS TOXOKUX
MPUPOCTOB MPOU3BOAUTENLHOCTH. [109TOMY Ipe/yIokKeHbI alrOPUTMBbI M MX GpOpMalbHbIi aHanu3. B yact-
HOCTH, €CJIM JUIMHA cjoBa paBHa | OuT, T. e. W = 2, Torna u3 yTBEepKICHHSA TEOPEMBbI 1 MOXHO JIerKo
BBIBECTH [TOJTHOCIIOBOBBIE CYMMATOPHI, BRITOJHSIOIINE BEKTOPU3AIMIO HA YPOBHE OHT, C ONepeKeHUEM TIe-
peHoca (onucanHble, Hapumep, B [S]). [IpencraBneHHbI napauieTbHBIA aNTOPUTM, MIOKa3aHHBIN HA PH-
CYHKE 2, COOTBETCTBYET OAHOMY M3 HuX [2] u [7].

DKCIIEpUMEHTBI, IPOBEEHHBIE IS U3MEPEHHS IIPOU3BOAUTENHHOCTH PE3YIIHTaTOB ITOJTBEPKIAI0T IPO-
THO3 (9) u3 crarbu. B ocobennocTt AVX-512 ¢ ero ammaparHoi peainsanueii vy depes oreparyn Haj OuTo-
BBIMH MAacKaMH IIOMOTaeT 3HAYUTENBHO YBEIMYNUTH IIPOM3BOANTENHHOCTD CIIOXKEHNSI, OCOOCHHO KOT/Ia CIIOKe-
HHE peaJln30BaHO Ha MHOTOSIIEPHOM Tporieccope. [lapasensHas peanmzanyst 6e3 HCIIOIB30BaHNS BEKTOpH3a-
UM, XOTh U HE OUEHb MacIITadupyeMa, IPEA0CTaBIISIET 3HAYUTEIIBHBIHN MPUPOCT IIPOU3BOIUTEIHHOCTH IO CPaB-
HEHUIO C TOCJIeIOBATENIFHBIM CKAJIPHBIM CIIOXKEHHMEM, PEATTI3YIONIM aJITOPUTM C TIOCIIe/IOBaTeNIHHBIM Tepe-
HOCOM, JTayK€ €CIIN K TIOCTIeAHEMY TPHMEHEHbBI METOBI ONITHUMH3AIINH, TAKHe KaK pa3BEPTKA IIHKIIOB.
IIpupocTs! MPON3BOIUTENHFHOCTH TaKXKE UMEIOT MECTO, KOT/Ia CIIOKEHHE BBITTONHASTCS HA YCTPOU-

ctBe CUDA, moka OTCyTCTBYIOT Iepenadyu mapaMeTpoB MEXKIY XOCTOM U YCTPOMCTBOM. Bee peanmzanmm
3HAYUTEIHHO IPEB3OIIIH B IPOU3BOAUTEIBHOCTH CI0KEHHUE, peam3oBaHHoe B onbmmoreke GNU Multiple
Precision (Bepcus 6.2.0), gaxke eCiii IMIOPT ¥ HKCHOPT ONIEPAHIIOB M Pe3yNbTaTa He yUUTHIBAINCH IIPH U3-
MepeHnH BpeMeHH. [1oBepXHOCTHBIN aHamu3 ucxoqHoro koga GMP, a Takke ero qu3acceMOIMpPOBaHHOTO
HpeJCTaBICHUs I0Ka3al, 4YTO MHOTO BPEMEHU 3aHHMMAET PECTPYKTypH3alMs U NepepacipeesieHle JaH-
HBIX C BBIIIOJTHEHUEM CIIOKEHHS B HECKOJIBKHUX Pa3HBIX LUKJIAX C IIOCIEI0BATENbHBIM MEPEHOCOM.
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HccnenoBaHbl 0COOEHHOCTH MPAKTHYECKOW pean3aiii METO/I0B ayTeHTH(HHKAIINK ¥ OTIO3HABAHUS HCTOYHHKA CO-
OOLIEeHNH, OCHOBaHHBIE HA WCIIOJIL30BAaHUU KOAMPOBAHMS B PeXKHME CIEIUIeHHs 00KoB. [IpnéMHUK BBIONHSAET 00pa-
6OTKY KOJIOB IOCTYHAIOIINX COOOLICHUH U (POPMUPOBAHHE CTPYKTYPUPOBAHHON HX MOCNEI0BATEILHOCTH HA OCHOBE M3~
BECTHBIX CTATHCTHYECKHX XapaKTEPHUCTHK MOTOKA COOOIICHHIT OT OTIPABUTENS M IIOCTOPOHHUX MCTOYHHKOB. IIpH 3TOM
13 00pabOTKH UCKITFOYAETCsl YaCTh COOOIIEHHH, HCXOIS U3 XapaKTePHCTUK C(OPMUPOBAHHOH K TEKYIIEMY MOMEHTY Bpe-
MEHHU CTPYKTYPHUPOBAHHOMN MOCIIEJOBATELHOCTH U 3HAUECHHUS CIICIMATIEHOTO HHIEKCHOTO TIOJIsL, SBISIOIIErOCsS HEOThEM-
JIEMO#i 4acThiO KoJa ayTeHTH(hUKaImy coobmieHns. Peanusaius MeTona tpebyeT (OpMHUPOBAHUS U XpaHEHUS BO BHYT-
pEHHel MaMsTH MOTyJaTeNs JUHAMHYECKIX CIHCOYHBIX CTPYKTYP, OMUCHIBAIOIIHMX (hOPMUPYEMbIe MHOXKECTBA COOOIIIE-
Hus1. Co3aHa OpHTMHANIBHAS MaTeMaTHIeCKasi MOJIENb 3aI0OTHEHHs BHYTPEHHEH TaMsITH TI0JTydaresis, IT03BOJIMBILIAs OLle-
HHTB CIIO)KHOCTH ()OPMUPYEMOI TUHAMUYECKOH CTPYKTYpBL. [TosTydeHHbIe Ha OCHOBE MaTEMaTHYECKOTO MOICIMPOBAHHUS
PEe3yNbTaThI MOKA3aJIU, YTO HCKIFOYCHHE U3 00pabOTKH YaCTH MOCTYNAOIMX COOOIICHNH MO3BOJIAET CHU3UTH 3aTPaThl
HaMATH NpuéMHIKa B 3—4 pasa, COXpaHsisi IOCTOBEPHOCTh AyTeHTU(UKAIMK HA YPOBHE, IPHEMIIEMOM JIJIS IPOTOKOJIOB
CBSI3H, HICTIOJIB3YEMBIX B 3HEProd(GEKTHBHBIX CETSX Mepeiadn JaHHbIX ¢ GOBIINM PaJUyCOM ACHCTBHSI.

KioueBble cjioBa: ayTeHTH(UKALMS, COOOIICHHE, KOAUPOBAHHE B PEXXUME CLCIUICHUS OJIOKOB, pecypcHas
CIIO’KHOCTD
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The features of the practical implementation of authentication methods and identification of the source of mes-
sages based on the use of coding in the mode of block coupling are investigated. The receiver processes the codes of
incoming messages and forms a structured sequence based on the known statistical characteristics of the message flow
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from the sender and from outside sources. At the same time, a part of the messages is excluded from processing, based
on the characteristics of the structured sequence formed by the current time and the value of a special index field, which
is an integral part of the message authentication code. The implementation of the method requires the formation and
storage in the recipient's internal memory of dynamic list structures describing the message sets being formed. An orig-
inal mathematical model of filling the recipient's internal memory has been created, which made it possible to assess
the complexity of the dynamic structure being formed. The results obtained on the basis of mathematical modeling
showed that excluding part of incoming messages from processing reduces receiver memory costs by 30—40 %, while
maintaining authentication reliability at a level acceptable for communication protocols used in energy-efficient data
transmission networks with a long range.
Keywords: authentication, message, coding in block coupling mode, resource complexity
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Beenenue. Heo0X0aMMOCTh JOBEPEHHOTO B3aUMOJICUCTBUSI My KOMIIOHEHTaMH CHUCTEM JUCTAaHIIH-
OHHOT'O MOHUTOPHHIA M YIPABJIEHHUS CUCTEMBI ABJISIETCSI OCHOBON KOPPEKTHOTO BBINOJIHEHMS TaKOW cCHCTe-
Mol e€ GpyHKIuU. J{711 9TOro B cocTaBe KaKIOr0 KOMIIOHEHTA CHCTEMbI peaIn3yeTcsl MOIYJIb OTIO3HABAHUS,
o0ecreunBaoLIniil onpe/ielieHne HCTOYHUKA TIOCTyNarolieil nHopMalyu 3a c4ET UCIIOIb30BaHUSI IPOTOKO-
70B ayteHTHUKayy [1]. B To jxe BpeMst 0COOEHHOCTH peann3anny yKa3aHHBIX CUCTEM YIPaBJIEHHs, TAKHE
KaK HCIIONIh30BaHNE OECIIIOTHBIX JICTAIONINX alapaToB [2], HCKYCCTBEHHBIX CITyTHHUKOB 3eMIIH [3], BBICO-
KOABTOHOMHBIX CPE/ICTB KOHTPOJISI COCTOSTHUS (PM3MIECKOH Cpe/ibl M TEXHOJIOTHUECKHUX MPOLieccoB[4], MoryT
HAaKJIaIbIBaTh CEPbE3HbIE OTPAHUYEHHMS Ha PEATM3aIHIO IPOTOKOJIOB M BEIOOP MX MaTeMaTHIECKOro Oasuca.

TpeboBanus 1Mo HU3KOM BEIYUCIUTENHLHOM CII0)KHOCTH M HEOOIBIIIOMY 00BEMY IepeiaBacMbIX KaJlpoB
JIAHHBIX (10 HECKOJIBKMX OAaHTOB) BEIHYKAAIOT HCIIOI30BaTh AITOPUTMBL, 00ECTIEUNBAOIIIE BEICOKYIO J0-
CTOBEPHOCTB IIPU pa3Mepe I0JIsl, COAEPKALIEro ayTeHTUPHIUPYIOLLYI0 HH(OpMaIio, 10 HECKOJIILKUX OU-
TOB coo0mIeHus [5, 6]. B X OCHOBE JISKUT ONpeieieHHe HCTOUHHKA He €MHUYHOTO COOOIIEHNS, a OocIie-
JIOBaTEJIbHOCTH COOOMLIeHU, chopMUpPOBaHHBIX OJHUM oOTmpaButeneM. CamMu COOOLIEHHUS KOJUPYIOTCS
B PEXUME CLEIUICHUS OJIOKOB, T. €. KOJ| ayTeHTH()HUKAMK COOOIICHUs COAEPIKUT HEKOTOPBIN LU(POBOI
OTIEYaTOK HE TOJIbKO WAEHTHU(HKATOPA OTHPABHUTEINS, HO U HPEIBIAYILEr0 OTIPABIEHHOTO COOOIICHHUSI.
PaznuyHble Bapualyy Takoro MoX0/a, 3aKIF0YAlNIHecs] B IPeoOpa3oBaHuy COIEPKUMOTro HH(HOpMaILIH-
OHHBIX TIOJICH B COOTBETCTBHHU C HEKOTOPBIM KIJIIOYOM U (DOPMHUPOBAHUH XEII-TIOCIIEI0BATEILHOCTEH, OITH-
chIBatoTCs | B paborax [8—10].

[IpakTHyeckas peanu3aiys KOAUPOBAHUS B PeXKUME CLETUICHNS OJIOKOB sl OO3HABAHUS HICTOYHUKA
MOCJIC/IOBATENILHOCTH COOOIIEHUH TpeOyeT mocieoBaTeIbHOH 00pabOTKH IOCTYNAIOIUX COOOLICHUH,
(hopMHpOBaHUS U3 HUX TMHAMHUYECKHX CHHCOYHBIX CTPYKTYP, KOTOPBIE MPH TOCIEIyIOIIeH poBepke Oy-
IyT MHTEPIIPETUPOBAHBI KaK MTOCIIEI0BATEIFHOCTh COOOIIEHHH OT 1esieBoro ucrounuka [11]. 3to tpedyer
BHE/IPEHHS B COCTAB YCTPOHCTBA-IIONyYaTel sl TOTIONHUTEFHON Oy(hepHOH maMsATH IJIs1 BpeMEHHOTO Xpa-
HEHHA KaK CAMHX OJIOKOB JaHHBIX, TaK U C(POPMHUPOBAHHBIX M3 HUX IPOMEXYTOUHBIX PE3YIbTATOB BHIYHC-
nernii. Kpome Toro, mpunsTHE pemeHnst 00 NCTOYHHUKE MOITYYSHHBIX JAHHBIX MPOUCXOJUT C HEKOTOPOH
3a/IepXKKOH, CBA3aHHON C HEOOXOIMMOCTBIO HOITHOCTHIO CQOPMHUPOBATH M3 COOOIICHUI AMHAMHYECKYIO
CTPYKTYpPY ¥ IPOHM3BECTH €€ MpoBepKy. [IprHaAIEe)KHOCTh COOOIICHNS €AMHCTBEHHOM MOCIEA0BAaTEIFHO-
CTH TpeOyeMOM JUTMHBI N SBJISETCS KPUTEPUEM YCIICITHOM ayTeHTH(UKAIINHY eT0 HCTOYHHKA. B To ke Bpems
npu GOPMHUPOBAHUH MOCIIEAOBATEILHOCTH KOJIb Ay TEHTU(PHKALIMH COOOIIEHUH [[eJIEeBOT0 HCTOYHUKA MO-
TYT CIIy4aiiHbIM 00pa3oM COBNAIATh C KOJAMH ayTeHTU(HUKALUHN COOOIEHHI TOCTOPOHHUX UCTOYHHUKOB,
B Ka4eCTBE KOTOPHIX MOTYT BBICTYNATh KaK 3J0YMBIIIJICHHUKH, TaK U OTIMYHbIE OT HCTOUYHHUKA U MTPUEM-
HHMKa KOMITOHEHTHI paclpeieJIeHHbIX CUCTEM, 0OMEHMBAIONIMXCS HH(pOPMaIHeH 1o 00IeMy KaHaly CBSI3H.



24 CASPIAN JOURNAL: Control and High Technologies, 2022, 4 (60)

JIJ1s pacCMOTPEHHOTO HaMH IEJIEBOTO KiIacca IMoTydaTesiel, IIPeICTaBIMIONMX cO00i BRICOKOABTO-
HOMHBIC BEIYUCIUTEIHHBIE YCTPOMCTBA C HEBBICOKOH MPOU3BOAUTEIFHOCTHIO M ANMIAPATHON CIIOKHOCTHIO
JIOBOJIEHO OCTPO CTOWT IpoOJieMa CHIDKEHHS 00BhEMa 3a/eHCTBOBAHHON PETHCTPOBOM mamsaTH. B stoit
CBSI3W OBUT MPEIJIOKEH METOJ], B OCHOBE KOTOPOT'O BHEAPEHHE B KOJ ayTEHTU()UKAIIUHN COOOIICHAS HEKO-
TOPOTO WH/IEKCA, ONPEACTISAIONIECT0 PACIOI0KEHNE KOHKPETHOTO COOOIICHHS B TIOCIEJOBATEIIEHOCTH (Op-
MHPOBaHHOW OTHpaButesieM. Ha OCHOBaHMM 3HAYEHUs STOTO WHIEKCA COOOILEHUE MOXKET OBITh MCKIIIO-
YEHO 13 00pabOTKH, TaK KaK MEK1y HHAEKCOM ITOCTYNAIOMIEero COOOIIEHHMS JIerajIbHOTO OTIIPABUTENS M HH-
JieKcaM# COOOIIeHHNH, MOMEIIEHHBIX PUEMHHUKOM B BBIIICONMCAHHYIO AUHAMUYECKYIO CTPYKTYPY HMe-
€TCsl 3aBUCHMOCTh, MO3BOJISIIONIAs C BEICOKOW BEPOATHOCTBIO ONpPENENATh JUaNa30H 3Hau€HUH HHIEKCOB,
KOTOPBIMH B Ka)KAbIH MOMEHT BPEMEHH MOT'YT 00J1a/1aTh COOOIeHu s oTnpasuTens [12].

®opmyauposka 3agaun. [IycTs nmeercs nmocae0BaTeIbHOCTh COOOIICHUH, MIepelaBaeMbIX OT OT-
npapuTens nomydatemo S = {S;},i = 1..n. Kaxmoe cooblieHne cocTOMT U3 MHYOPMAIMOHHOH 4acTH,
KoJla ayTeHTH(UKAIMK, TIPEICTABISIONIEro co00i KOmorpaMMy M3 JaHHBIX MPEIbIAYIIETO COOOIICHUS,
1 KOJIa TTOPSAKOBOTO HOMeEpa i COOOIIeHHs B TocieaoBaTeNsHOCTH. COOOIIEHHs IOCIeJOBAaTENFHO Iepe-
JAIOTCA OTIIPABHTENEM B KaHAJN CBS3H. Tak Kak Moxaenb Aiutoxa [13], ucrmomszyemast Uil OpraHU3aIiim
oOMeHa JaHHBIMU B COBPEMEHHBIX OCCIPOBOIHBIX CETAX, MPEAYCMaTPUBAET COXPAHEHHUE TTOCIIEI0BATEIIh-
HOCTH IIepejaddl COOOIICHH, TO CYUTAEM, YTO B TAKOHU JK€ ITOCIIEAOBATEIFHOCTH OHU TOXOIAT IO TOJTyda-
TeJIsA, IOMUMO COOOIICHUIT IIeTICBOT0 HCTOYHHKA H3-3a ACHHXPOHHOTO TOCTYTIA K KaHay cBsi3H [ 14]. Yncno
TaKHX COOOIICHUH SBISICTCS CITydaifHOH BEIMIMHOM, OTIpeiesIeMOi mapaMeTpoM K — OTHOIIIEHHEM 00IIei
MHTEHCUBHOCTHU (pOpMHUPOBaHHUS COOOIICHHI B CCTEME K MHTEHCUBHOCTH (POPMHUPOBaHHUS COOOLICHHI OT-
NpaBHUTENIEeM, U JJIsl OECIIPOBOAHBIX CETel mepenaud MOXKeT OBbITh OmHcaHo pacrpezaeieHueM I[lyaccona
[15, 16]. [TonyuaTens mocaen0BaTENBHO MPOBEPSET Kaxa0e mocrymnatomiee coodmenue. [Ipu sTom Beiae-
JSIETCSI €T0 MOPSAKOBBIN HOMep J° [12], mpoBepsieTcst yClIoBuUe:

Mpax — Wpaer < < Mipax + 1, (1)

rae Wy g — 9MCII0, Ha KOTOPOE MOPSAKOBBIH HOMEP COOOLICHUS MOXKET OBITh MEHbIE M,y 0y, 1 < Wy < M;
M 4, — MAKCUMAITBHBIA HHIEKC BCEX MOCTYIHBIINX COOOILCHUH.

B cityuae ecnu 1u1s1 Kojia ayTeHTUHUKAIHK cOO0eHus C ° BBIMOIHIETCS YCIOBUE:
s .
c° = F(Si):maX(L Mmax - Wback) i< Mmax: (2)
rae F— ornepanus KOAUpOBaHUs COO6H.ICHI/I$I §; € HOPSAAKOBBIM HOMCPOM i, IMOCTYIIUBIICC COO6H.[CHI/I€ n0-

GaBisieTcs B IIEMOYKY TIOCTIe COOOIICHHUS S;

Jo6aBneHne coOOOIIEHHS B IIETIOYKY NPOMUIIOCTPUPOBAHO HAa pPHUCYHKE 1, IJe IITPHUXOBKOH
0003Ha4YeHbI COOOILEHHUS OTIIPABUTEIISI, YEPHBIM — TeKyllee oOpabarsiBaeMoe NoyydyaresieM COOOIIeHuE,
0eNbIM — HOCTOPOHHHE COOOIIEHNS, 100aBICHHBIC B LIETIOUKY.

Takum oOpazoM QopMmHpyeTcsi JIepeBO COOOLICHHH, M KPUTEPHEM ayTeHTHYHOCTH IIOCIeNO-
BaTEIbHOCTH COOOIICHUS SBISCTCA CIUHCTBEHHOCTh ITyTH UTMHOW # OT KOpPHS JiepeBa O CaMoro
yIaNEHHOTO ero aneMeHTa [17].

Mnax‘ Wback i—2 i- 1 2y 1 Mmax

— e - O O——  —O©O

Pucynok 1 — ®opmupoBaHue Hemnoyek cooOmeHU

B [19] nokazaHo, uto Hambosee MpUEMJIEMOI C TOYKH 3PEHHSI CKOPOCTH BBIIIOJHEHUs OIeparyui
(hopmupoBanus 1 00pabOTKH MOCIIEN0BATEIBHOCTEH COOOIIEHNI SABIIETCSI KOMOMHIPOBAaHHAS KOCBEHHAS
OpraHu3aIysl MaMsTH, TPH KOTOPOH caMU COOOIIEHWsS XpaHATCS B OyQepHOH omepaTHBHOW HaMATH,
a MOCIIeI0BAaTEIFHOCTH MPEACTABIISIIOT COO0H MaTPHILy PErHCTPOB, COACP)KAIINX yKa3aTeI Ha COOOIICHNS
B Oydepe W MOMONHUTEIHHYIO HH(POPMAIHIO, HEOOXOMUMYIO IJI MPOBEPKH KOMOB ayTECHTH(HUKAITUH
MOCTyMaloMmux coolmenuii. [TapameTpom, BIHSIONIMM Ha 3aTPaThl PETUCTPOBOI MAMATH AJIS XpaHEHUS
JiepeBa, ABISIETCS €ro MaKCHMajbHas IIMPHWHA I, MAaKCHMaJbHOE YHCIIO COOOIICHWH C OAWHAKOBBIM
MOPSIKOBBIM HOMEPOM, T00aBICHHBIX B CTPYKTYPY.
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OmeHKH 3aTpar MaMATH AT XpaHEHUs IeToveK (BETBEH APEBOBHIHOI CTPYKTYpHI) IJISI METOZOB,
HE YUIHUTBHIBAIOIINX TOPSIOK IMOCTYIUICHHS coo0meHmi, mpuBeneHs! B [20]. Torma kak orpaHn4eHne Yncia
00pabaTeiBaeMBIX TIOJyYaTelIeM COOOIICHHUH, ITOMUMO TIOBBIIICHHS JOCTOBEPHOCTH ayTCHTH()HUKAIINU
NpUEMHNUKA, CHW)KAeT WIMPHHY rpada M, COOTBETCTBEHHO, PECYPCHBIC 3aTpaTbl Ha €ro XpaHEHHE
u 00paboTky. Ilpy 3TOM AN MpakTHYECKOH peaM3aluyl MPEACTaBIsIET MHTEPEC OLEHKA BEPOSTHOCTH
JOCTIIKCHUSI IMPHHBI JIepeBa OIPEACIEHHOIO YMCJIA, TAK KaK UMEHHO OHa OIpeJelsieT BEpOSTHOCTD
BO3HHKHOBCHUSI OIUOKH MepenoiaHenus Oydepa [21, 22].

Monean (opmMupoBaHusi MOCTOPOHHUX BeTBeii. OLEHKY MakCUMaJbHOW HIMPHHBI JPEBOBHUIHOMN
CTPYKTYpHI OyleM BECTH M3 CIEAYIOIMX cooOpaxeHHi. [lycTh MBI MMeeM HEKOTOpOE pacIpeseieHHe
BEPOSITHOCTEH YKCiIa IOCTOPOHHUX BETBEH JIPEBOBUIHOM CTPYKTYPHI B MO3ULUK i — 1:

Pi_1(ki—1) = f(ki—1) ki_1 En, 3)
rae k;— 1 — 9ucIo MOCTOPOHHHUX COOOUICHUH B IPEBOBUAHON CTPyKType ¢ mHAeKcoM i— 1. Torma mocto-
POHHIE COOOIICHNS B MTO3UIHMH i OyIyT BETBSIMH JITHHOH 1, IPUCOETUHEHHBIMHU K COOOIIEHHUIO NCTOYHNKA
¢ uHAEKCOM i- 1 u 6iokaMu, MPUCOSTUHEHHBIMU K 3TUM k;— 1 Gnokam. Umcno mepBrIx OyaeT pacmpene-
JIEHO 110 3aKoHY [lyaccoHa ¢ MHTEHCHBHOCTBIO 27H . K, rne H— nnuHa xozna ayTeHTH(UKAINU B cOOOIIIe-
HHH, TIEPEAAHHOMY OT OTIpaBHTENs, K — OTHOLIEHNE OOIIEro 4ncia MepelaHHbIX 110 KaHaATy CBSA3H CO00-
HICHUH K YUCITy COOOILIEHU 77, IEpeJaHHOMY OT OTIPaBUTEIIS:

PO = KLY et @

B o01mmem citydqae ¢ HEKOTOPOH MOTPEIIHOCTHIO MTapaMeTp K MOKET pacCMaTpHBAThHCS KaK YUCIIO B3a-
MMO/ICHCTBYIOIINX B paclpeAeaEHHOI cucTeMe KOMIOHEHTOB.

Pacnpenenenns yucina BTOPBIX MOTyYMM HA OCHOBaHMH CIEIYIOINX paccyxaeHuil. Pacipenenenue
YHciIa COOOLIEHUH, TPUCOSAMHEHHBIX K IepBoMy U3 k;— 1 coo6merm

P, = P () e 5)
AHaJIOTUYHO U1 BTOPOTO:
Pacnpenenenne yncna cooOmeHUH, HpI/ICOGI[I/IHeHHBIX K miepBoMy u3 k;— 1 coobmiennii:
B, = P e (6)
Pacnpenenenue uucia cooOIeHHH, HpI/ICOGJII/IHéHHLIX K IBYM JaHHBIM:
B = 3o B B o

CoO0TBETCTBEHHO, MOJTy4aeM PEKYPPEHTHYIO (hOpMYITy JUIsl paclpeiesieHns Ynuciia COOOIIeHUH, TpH-
COEIMHEHHBIX K V COOOIEHUSIM ¢ MHAEKCOM i— 1:

(v} _ i p) plo-1)
Bii =X R BY (®)

U3 sToro nomyyaeM peKyppeHTHYIO GOpMYITy ISl YHCIIa TOCTOPOHHUX COOOIICHNH C OTIpeeIEHHBIM
WHJIEKCOM

Py(k;) = kl P{l QO}P«)_)[:

Po(ko)“”—e-“‘”. ©)

Jansbie GopMysbl MOTydeHbl 0e3 y4éTa BO3MOXKHOCTH OTPAHHYCHHUS MHOXECTBa 00padaThIBACMbIX
cooOuennii. Ecim ske TakoBoe BBOJIUTCS, TOT/A, C YYETOM TOTO, YTO Y OCTOPOHHUX COOOLICHHUH HHJICKCHI
CITyJaitHbI, CHUKAETCSI MHTEHCUBHOCTH MOCTYIUICHHUS COOOIIEHNH B (opmyle (4) U CTAaHOBUTCA PaBHOI
K - Wyaer /1 [12]. ®opmyna (9) B pe3ynbrare IPUOOPETET CICAYIOMINI BUI:

Pulkd) = Lo P

(K-z Wback)ko _K-Z_ Whack
Po(ko) —— e oo (10)

Pe3yabTaTsl H X o0cyxaenns. YrcieHHbIe 3HAYSHUS] BEPOSTHOCTEH (POPMUPOBAHUS ONpeaesEH-
HOTO YMCiIa BETBEH, COAEpIKaliX IIOCTOPOHHHE COOOIIEHHS, B IPEBOBUAHON CTpyKType (puc. 1) mis ox-
HOro Ha0opa 3HAYCHUH AJIMHBI KOAA MMOJIs ayTeHTH(UKamy H, JUIMHBI IETIOYKH 7 1 Tapamerpa K cooOre-
HU TIpUBEEHB! B Tabiue 1.

OTMeueHo, YTO NP TeOpeTHYEeCKH onpeaeaéHHoil B [20] anune koaa ayreHtudukauun H > log, K
HauWHasi C TIOPSIKOBOTO HOMepa cooOmeHus i = 4...6 uU3MEHEHHWs BepOsSTHOCTEH (QOopMHUpOBAHHS
nocroponnux BetBet P;(k;) wMewstores HesHauutenabHo. Torma cumrtaem, urto P;(a) = P;..(a),
a — HaTypajbHOE yucio, i > 7.
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Tabmuma | — UnciaeHHbIe 3HaYeHAS BEPOSITHOCTEH (OPMHUPOBAaHUS OTIpeIeIEHHOTO Yucia BeTBei (H =7,
n=15K=30)

[opsaxoBBIil HOMEp COOOLIEHHS B IIETIOUKE
1 2 3 4 5 6 7 8 9
0 0 0,79 0,75 0,74 0,74 0,74 0,74 0,74 0,74 0,74
%’E 1 0,18 0,21 0,21 0,21 0,22 0,22 0,22 0,22 0,22
é ?E 2 0,02 0,03 0,03 0,03 0,03 0,04 0,04 0,04 0,04
% E 31 1,69:10° | 3,87-103 | 4,42:10° | 4,55-10° | 4,58:103 | 4,59-102 | 4,59-10° | 4,59-103 | 4,59-10°3
2 419,94:105 | 3,87-104 | 4,67-104 | 4,87-10% | 4,91-10 | 4,93-10% | 4,93-104 | 4,93-10* | 4,93-10°

VI3 naHHBIX BEPOATHOCTEH MOXKHO ONPEACSIIUTH BBICOTY MaTPHULBI PETHCTPOB (€€ IIMpHHA paBHA IJIMHE
[ETIOYKN COOOIICHUH 71), KoTopas obOecmednBana OBl pa3MENICHHE BETBEH IPEBOBHAHON CTPYKTYPHI
¢ TpeOyeMoii BepOsTHOCTBIO BOSHUKHOBEHHUSI OLTHOKH IIEPETIONHEHHUS, TO €CTh CHTYALUH, IIPH KOTOPOI YHCII0
c(OPMHUPOBABIIMXCS MOCTOPOHHUX BETBEH MPEBBIIACT YHCIO PETHCTPOB IMOJyYaTess, MpeaHa3HaYeHHBIX
JUT UX XpaHeHus. HeoO0XoauMo ompenennTh Takoe YUCIIO b, MPU KOTOPOM BEPOSTHOCTH OIMUOKK HE mpe-
BBIIIAET 3HadeHue PERR;

, , n -
1= 304 P () < PERR,i > 7(x + @) = iy () x<a" %, (11)
Pe3ynbTatel, ONMyYeHHbBIC ISl OMHOTO HAOOpa 3HAYCHHH JUIMHBI IETIOYKUA COOOIICHUH, TPUBEACHBI
B Tabnuue 2.

Tabnuua 2 — HeoOXomuMoe 4MCIO PErHCTPOB Ul XPaHEHHs SJIEMEHTOB MOCTOPOHHUX BeTBeH (n =15,

PERR = 10-2)
HK | 2 5 13 25 40 60 80 110 140 170 200 240
5 1 3 5 14 15 15 25 37 42 71 86 117
6 1 2 3 3 4 4 4 9 13 14 19 24
7 1 1 2 2 2 2 2 3
8 1 1 1 1 1 1 2 2 2 2
9 1 1 1 1 1 1 1 1 1 1 1 1

CHmxenue napamerpa Wy, YMEHBIIAET HHTEHCUBHOCTh 100aBIICHNS COOOIIEHHUI B IPEBOBUIHYIO
CTPYKTYpY, YTO BBIPAXKAeTCS B CHIYKEHHH TPeOyeMOro 4HCiIa PETUCTPOB XpaHEHH. 3a CYET OTpaHUIECHUS
MHOXKeCTBa 00pabaThiBaeMbIX COOOLICHHMI YMEHBILIAETCsl KOJMYECTBO IMOCTOPOHHUX BETBei, Onaropaps
3TOMY CHMKAIOTCS 3aTpaThl MaMSATH IPUEMHHKA.

3aBUCHUMOCTH TPeOyeMOTo 4YMclia PETHCTPOB [UIS XpaHEHHs OIHcareneil APeBOBUIHON CTPYKTYPHI,
(hopmupyemoii B IpUEMHHUKE, OT JUIMHBI MOJS Koja ayTeHTH(uKanuu H u oTHomeHus K oOriero gucia
MepeIaHHbIX COOOMIEHNI K YMCTY COOONICHNH, IEpEeJaHHOMY OT OTIPaBUTES], IPUBEICHA HA PUCYHKE 2.
Bunno, uto B obnmactn H =~ log, K HaOmromaeTcst kpaTHOe CHIDKeHHE (B 3—4 pasa) TpeOyeMoro 4dmcia
peructpoB (1o 5 ... 10), 4To menaeT BO3MOXKHOW peasM3aliI0 PacCMaTpUBAEMON CXEMBl XpaHEHHS
JPEBOBUIHOM CTPYKTYPBI B IIEJICBOM KJIACCE YCTPOMCTB — BHICOKOABTOHOMHBIX BBIYMCIIATEIISX.

Jpyrum cnencTBueM CHIDKEHHSI 4uciaa 00pabaThiBaeMbIX COOOIICHHH SBISETCS BO3MOXKHOCTH
YMEHBIICHUS pa3Mepa Iojisl Koja ayTeHTH(HKanuu cooOmenns. [y cooOmeHnit JIMHOW B HECKOIBKO
JIECSITKOB OMTOB YMEHBIIICHHUE €T0 Ha | —2 61Ta MPUBOANT K IMMOBBIIICHHUIO TPOITYCKHON CITOCOOHOCTH KaHaa
CBSI3H, MTOBBIIIEHUIO aBTOHOMHOCTH PainoTIepeNaroneil anmaparypsl 1 CHIYKEHNIO BEPOATHOCTH KOJUTH3NH
B KaHaJIe CBS3M.
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PucyHnok 2 — 3aBuCHMOCTD 3aTpar mamMaTé Ha 00pabOTKy 3aBUCHUMOCTH OT pa3Mepa CTPYKTypHPOBAaHHOTO MHOKECTBA
WHQOPMAIIMOHHBIX OJIOKOB W mapamerpa o0paboTku cooOmeHuit  Wygen: @) Wyaer =15 6) Wyger = 0,6 -1,
6) Wback = 0,3 n

3akarouenne. IlpoBenéHHbIE HCCIEAOBAHUS MO3BOJNMIM YCTAaHOBHTH 3aBUCHMOCTH  MEXIY
napaMeTpamu 00pabOTKH KOJOB ayTeHTH(HUKAIINY 1 TpeOyeMbIM 005EMOM BHYTpPEHHEH MaMsITH MPUEMHIKA,
YTO TO3BOJISIET CHHTE3UPOBATh MIPUEMHUKH, OTIMYAIOIINECS, C OMHOW CTOPOHBI, OTCYTCTBUEM M30BITOYHBIX
PECYpPCOB TIPH M3BECTHBIX IapaMeTpax pPadOoThl CHCTEMBI TUCTAHIMOHHOTO MOHHTOPHHTA H YIPABIICHHS,
a C IpyToi CTOPOHBI, 0OecIIedeHIeM HI3KOH BEPOSATHOCTH HEXBATKU PECYPCOB I 00pabOTKU COOOIICHHUIA.
Hcnomp3oBanre MeToAa OTpaHUYCHUS YHCIAa 00padaThiBaeMBIX COOOIICHHIH, B OCHOBE KOTOPOTO JICKUT
WCTIOJIb30BaHKE CBOMCTB MOTOKA COOOIEHUH OT OTHpaBUTENS K MPUEMHUKY, TTO3BOJISIET CHU3UTH B 3—4 paza
TpeOyeMblii 00BbEM NamsITH NPUEMHHMKA M YMEHBUIMTh Ha 12 OuTa pasMep Koiaa ayTeHTH(UKAIUN
Ha TEOPETHYECKH OTPEACIEHHOI IpaHMIlE NMPUMEHUMOCTH METOJOB KOJMPOBAHMSA B PEXUME CIEIUICHHS
OJIOKOB JUIsl ayTeHTU(HKALUK YIAIEHHBIX HMCTOYHMKOB. Kpome TOro, pesyibrarhl, MOJyYeHHbIE Ha pac-
CMOTPEHHOW MOJIEH, MOATBEPAWIN MOITYyYEHHYI0 B 0o0Jiee paHHHUX HCCIIEJOBAaHMAX SKCIOHEHIHATbHYIO
3aBUCHMOCTH KOJIYECTBA MOCTOPOHHUX BETBEH OT M3MEHEHHUS] MHOKECTBA 00padaThIBaeMbIX COOOIIIEHHIH.
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PaGota nocasimeHa npo6iemMe KOHTPOJI ayTeHTH(PUKAIMY MCTOYHUKOB JJAHHBIX B paclpe/ieIeHHBIX HH(OPMaIoH-
HBIX CHCTEMaX, UCIIOJIB3YIOIINX KAaHAJIbI CBSI3H C HU3KOU NPOITYCKHOI CIOCOOHOCTEIO. 1lerbio HeceoBaHus SBISIETCS CO-
3[JaHNE MOJIEIIN OIpeIeIIeHNs] HICTOYHNKA COOOIEHHH B YCTPOHCTBE-IPHEMHIKE, TTO3BOJLTIONIEH Ha OCHOBE aHAJIN3a XapakK-
TEPUCTUK PacTIpeIeNICHNs] BpeMEeHH MOCTYIUIEHHS COOOIIEHMIT TOBBICHTD JOCTOBEPHOCTH ONPEENeHHs HCTOUHUKA. VieH-
TH(UKALMS HCTOYHHKA COOOIIEHNH MPOM3BOAUTCS Ha OCHOBE CTATHCTHYECKOTO aHaIM3a 3HAUYCHHI MeTaJaHHbIX. B naHHOM
HCCIIEIOBAHNH METAIaHHBIMU SIBJIFOTCS. HHTEPBAJIbl BPEMEHH MEXTy MOCTYNHBIIIMH COOOMIEHNSIME. 3a OCHOBY MOJETN
B35ITa M3BECTHAS MOJEIIb CUCTEMBI IIOCTYIUICHUS COOOIIEHUH OT MHOKECTBA UCTOYHHKOB B ceTaXx LoRaWAN. Onpenenenue
HCTOYHHKA TIPOU3BOAMIIOCH C IIOMOIIIBIO METOI0B KOJMPOBAHHS B PEXXHME CLEIUICHHUS OJIOKOB, KOTOPBIE 00eCTIeInBaroT 60-
JIee BBICOKYIO JIOCTOBEPHOCTH MIICHTH(HKALMK JUTsl COOOIIEHNH HeOOIBIION JTMHBI, XapaKTepHBIX [UIS YKA3aHHOTO THIIA
cereil. C MOMOIIBIO YMCIIEHHOTO MOJIEIMPOBAHKs OBbUIN ONpPE/IENICHbI 3aKOHOMEPHOCTH H3MEHEHHMSI CTaTHCTHYECKUX XapaK-
TEPUCTUK BPEMEHH ITOCTYILICHHSI COOOIICHHH B CIIydae BO3HUKHOBEHHS OIIMOKH MeHTHHKami. B pesynbrare copmy-
JIMPOBAHBI KPUTEPHH MPUHSTHS PELICHUS B ClIydae HEBO3MOXKHOCTH TIPOBEICHHUS WACHTHU(HUKAINMN Ha OCHOBE 00pabOTKH
COJIEP’KIMOTO HICHTU(DUKAIMOHHBIX MoJei. IToroM npoBeIeHHBIX NCCIIEA0BAHMIT SIBITIOTCS BBIBOIBI O BO3MOKHOCTH TIPH-
MEHEHHS] MOJIENU KaK CPEJICTBA MOBBIICHHS JOCTOBEPHOCTH MPOLEAYPhI Ay TCHTU(HKAIINH, BBIIOIHIEMOH TS YIaIEHHOTO
cyObekTa MH(POPMALMOHHOTO OOMEHa B YCJIOBHUSX, KOTJa HCIOJB30BaHHE OOBIMHBIX KPHITOrPAQUIECKUX aITOPHTMOB
He 1aéT TpeOyeMyro JOCTOBEPHOCTb,  UCIOJIB30BAHNE B COYETAHUH C METOAMH KOJUPOBAHMS B PEXKHUME CLETUIEHHS CO00-
IMeHN 00eCTIeYnBacT CHIDKEHHE BEPOSTHOCTH BO3HHKHOBEHHS OIIMOKHM IO CPAaBHEHHIO C METOJAMH, BBITONHSIOIINMHI
UICHTH(HKALMIO TOJIBKO O pe3ysbTaTaM 00paboTKH UISHTH(HKATOPOB CaMUX COOOIIEHHI. Pe3ynbTaT sKcreprMeHTab-
HBIX MCCIIEIOBAaHMI TIOKA3aJl BO3MO)KHOCTB IPH IIOMOIIH pa3pabOTaHHONH MOJIEIH ITOBBICUTH JOCTOBEPHOCTH ONPEIENICHHS
AYTEHTUYHOCTH HCTOYHNKA COOOIICHHUH, CHIKEHYIS YHCIIa TIEPECTIPOCOB, BO3HUKAIOIINX IPH 00HAPY)KEHHH OLIMOOK, YMEHB-
IICHHH Pa3MepOB JONOJHUTENBHBIX HOJIeH HASHTU(UKATOPOB B KXKIOM COOOIICHHHL.
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The paper is devoted to the issue of authenticity control of data transmitted via open communication channels. The
study is aimed at building a model for determining the message source by the receiver, which allows for improving the
source determination reliability by analyzing the message arrival time distribution characteristics. The message source is
identified by statistically analyzing metadata, which herein are the time intervals between messages received. The metadata
processing model is based on the well-known model for receiving messages from a target source in LoRaWAN networks.
In this case, the source is determined by coding in the block chaining mode, which ensures higher identification reliability
for small packets typical for the specified network type. The criteria have also been formulated for deciding when identi-
fication by processing the identification field contents is impossible. Studies have shown the efficiency of the source iden-
tification model within various ranges of message chain formation parameters. As a result of the study, an authentication
model has been developed, based on the analysis of the message arrival time at the receiver. Using it in combination with
coding in the message chaining mode reduces the error probability compared to the techniques performing identification
by only processing identifiers of the messages themselves. The experimental study results have shown that the model
developed allows improving the message source authenticity determination reliability and reducing negative acknowledg-
ment occurring in the case of error and the size of additional identifier fields in each message.
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BBenenune. Bricokuii TemIl pa3BUTHS HH(MOPMAIMOHHBIX TEXHOJIOTHH, MOBCEMECTHBIH IEpPEXoj
Ha AJIEKTPOHHBIE ()OPMBI XpaHEHHS U Niepeiaur HHPOPMAINH, a TAK)KEe TeHJCHIIMH K aBTOMaTH3aLlUH BCeE-
BO3MOJKHBIX TEXHOJOTUUECKHX MPOLIECCOB CIIOCOOCTBYIOT TOMY, YTO 0€30MacHOCTh MH()OPMALUOHHBIX Ce-
TEH, CETEBBIX CEPBUCOB M PACTIPEIEIEHHBIX CHCTEM CTAHOBUTCS MPpo0sIeMoii Bc€ OOJIbLIETO Ynciia pa3ind-
HBIX M0JIb30BaTENICH U OpraHru3alui.

B BBIIIEYyNOMSIHYTBIX CHCTEMax B MPOLIECCe B3aUMOACHUCTBUS yCTpoicTB [1], kak mpaBuio, Tpedyercs
mporeaypa MpOBEPKH MOMIMHHOCTH. [IJI 3TOT0 MPOEKTHUPYIOTCS MEXaHU3MBI ayTeHTU(UKANWH. Tpaauiu-
OHHBIM METOJIOM OTIPEICIICHNSI NCTOYHHKA ITOCTYMANINX B MPUEMHAK HHPOPMAIIMOHHBIX COOOIICHNUI SIB-
JSIeTCsl BBE/ICHHUE B COCTaB TaKMX COOOUICHHUH CIICIIHAIbHBIX TOJEH, CONepKAINX B SIBHOM FITH 3aKOJHPO-
BAaHHOM BHJC HJICHTU(PHUKATOP UCTOYHMKA. B CETeBBIX MPOTOKOJIAX, T/Ie pa3Mep SAMHUIIEI B3aHMOICHCTBHS
COCTaBJISIET HECKOJBKO KII00AHT, a oIMH — 1Ba OafiTa JOMOIHUTEIbHOW HH(pOpMAY He3HAYNTEIFHO CKa-
JKyTcs Ha 00mmeM 00bpéMe HHPOPMAITHH, TO U IPOTOKOJIOB, B KOTOPHIX pa3Mep OJI0Ka OTpaHUYeH HECKOIIb-
KUMU JIeCSITKaMy 0aiTOB, JOTOJIHUTEIIBHBIE OIS OyIyT OKa3bIBATh CYILIECTBEHHOE BIIMSHUE Ha MPOIYCKHYIO
criocoOHoCTh KaHana [2, 3]. Kak cinenctBue, BOIPOC MCCIICAOBAHMS, MEXaHU3MOB ayTeHTH(UKAIIMK B pac-
npeneaéHHbIX CUCTEMAaX C HU3KOW MPOITYCKHOM CIOCOOHOCTBIO aKTyalleH, TaK Kak BO3HHKAET Mpobema KO-
HOMHH PECYPCOB CHCTEMbI 0€3 MOHIKCHUS TOYHOCTHU MPOICYPhI ayTeHTU(DHKAIIUH [4].

Llenb naHHOW pabOTHI — CO3/aHKME MOJAEIH KOHTPOJISI ayTEHTHYHOCTH COOOILIECHUH, MepeiaBacMbIX
MO0 OTKPHITHIM KaHaJaM CBSA3M B paclpeesIEHHBIX CHCTeMaX, KOTopas TI03BOJIIET HA OCHOBE aHAIM3a Xa-
PaKTEPUCTHK pacIpeIeTICHAS BpEMEHH IIOCTYILUICHUS COOOMICHN TOBBICUTH TOCTOBEPHOCTH ONPEIACTICHHUS
ructoyHuka. OCHOBOM UCCIENOBaHUS CIYKUT FUIOTE3a O BO3MOXKHOCTH UCIIOJIb30BAaHUS TAKUX XapaKTepH-
CTHK paclpeeeH s, Kak Kod(PHUIIHMESHTH aCHMMETPHH U 3KCIIecca U KOPPEKTHOW WACHTU(DHUKAIINN He-
CaHKIIMOHUPOBAHHBIX COOOIICHUI Ha OCHOBE aHAJIN3a BPEMEHHBIX 33IePIKEK MEXKTY HIMU.

MeTtoasl 1 MaTepuabl. PaccMOTpUM cucTEMY € OTKPBITHIM KaHAJIOM CBSI3U, B KOTOPOH B3auMOIeH-
CTBYET MHOXXECTBO YCTPOMCTB, CPEM KOTOPHIX IeNIEBOM HCTOYHHUK COOOIIEHU I 1 IPUEMHHUK HH(OPMAITHH.
3agada NpUEMHUKA B TAaHHOM MOJIENN — KOHTPOJIUPOBATh ayTEHTHYHOCTH, IIEIOCTHOCTh M OPSIIOK CIIE0-
BaHUS BCEX MOCTYMAIOIIUX COOOIIEHHU OT IeJIeBOro ucTouyHuKa. CxeMa B3aUMOACHUCTBHS MpeCTaBICHa
Ha pUCyHKe 1.

IleneBoif HcTOWHHK  —% OTKPBITEIA KaHAT CBs3H —# YCTPOHCTBO - IPHEMHHK
7'y Y i

HcTouHHK coo0meHHit 1 —--—--—-- !

HcTOUHHK cOO0ImeHHit 2 -———-—-—-——-——-

HcToUHHK cOO0MeHHA n -———————————————~

Pucynok 1 — Cxema B3auMOJEHCTBHS yCTPOICTB B MH(POPMALIMOHHOI cHCTEME
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LeneBoit HCTOYHUK COOOIIEHNUH, TEHEPUPYS CIUHHIIBI CETEBOTO B3aMMOJCHCTBHS C YCTPOHCTBAMH,
J00aBIIsIeT K HAM 3HAa4YCHUE XenI-(DyHKIIMH OT 3TOTO COOOIICHMS, HA MPHEMHOIN CTOPOHE TaKKE BBHIUUCIIS-
eTCsI 3HaUeHHE XeMI-(Q)yHKIIUA OT MOIYICHHOTO coolmmeHus [5, 6]. IMUTOBCTaBKA Ka)KIOTO ITOCTYTIHBIIIETO
COOOIIeHNsI CPaBHUBACTCS C MMHTOBCTABKOH (XemeM) BCeX YK€ MPUHATHIX COOOIICHHH. Y CIOBHEM
JUTSL BKIIFOUCHHUS COOOIICHHMS B MTOCIEAOBATEILHOCTD SBIISIETCS TIOJIHOE PAaBCHCTBO XeIla (MMUTOBCTABKH),
c(hOpPMHUPOBAHHOTO U3 IAHHBIX MPEABLAYIIEro OJI0Ka LEMoYKu coxepxumoro [7, 8].

PaccMoTpuMm Mozenb, B KOTOPOH Ha HEKOTOPBI MPOMEXYTOK BPEMEHH Ha yCTPOWCTBO-NPUEMHHUK,
MOCTYMaeT MHOeCTBO coolmieHnid. Ha nmepBom stane B Oydepe naHHBIX GopMUpyeTcs LUPPOBOE Mpe-
cTaBjleHHe C(HOPMHUPOBAHHBIX IOCIEIOBATEIBHOCTEH COOOIIEHNH B BHAE rpada BpEeMEHHOro ceaHca
G = {V,R}, B XOTOpOM /' — MHOXECTBO COOOIICHHUI, MOCTYMUBIINX HA MPUEMHHUK, a R — MHOXECTBO 3HAYC-
HUH BPEMEHHBIX 33JICPIKEK MEXIy COOOIIEHHSIMHU U3 MHOKecTBa V. IIpu 3TOM cooOuieHusl, B KOTOPBIX
HE BBITOJIHSIOTCS yCIIOBHS PaBEHCTBA 3HAUEHUH MMHUTOBCTABKH, HE BKJIIOYAIOTCS BO MHOXKECTBO BEPIINH
rpaca. HoBoe cooOrieHne, morydeHHOe IPUEMHAKOM 72;, T00ABIIET BEPIINHY V; B MHOXKECTBO V/, coenu-
HEHHYIO ¢ pebpoM (v, V') U3 MHOXKECTBA R, €CIIM IMHTOBCTABKH 72; H JIFOOOTO IPYrOT0 COOOIICHHUS /1 TIOJI-
HOCTBIO COBMaAaoT. Bec momyuusmerocs pedpa rpada, paBHbIH BpEMEHHOMY HHTEPBAIY MEXIY COOTBET-
CTBYIOIIIMU COOOIICHUSIMH, OTIPEEISIETCS 110 clienyonelt popmye:

Tormvy = tW) = t(Wiz1) . (1)

Ha nHaganpHOM 3Tane QyHKIMOHUPOBAHMSA CHCTEMBI HEOOXOJMMO OINPENCIUTh IapaMmeTp N, LnHy
rpada ceaHca — 3HaYE€HHE JIMHBI TIOCIIEI0BATEILHOCTH TEX ETOYEK COOOIIEHNH, KOTOphIe OyIyT IIPOX0-
JIUTh IPOBEPKY ayTCHTHYHOCTH.

B OydepHOM XpaHuMIMIEe MPUEMHNAKA COAEPKHUTCS MPEACTABICHHAS B BHEC MAaTPHUIBI PACcCTOSHHI
nHpopmanus 06 OpueHTHPOBaHHOM Tpade. MaTpuiia paccTosSHUN B ITOJTy4YHBILIEMCs rpade ceaHca ¢ -
HOM LIETIOYKH 7 B 00111eM BHE OyIeT BBITIISIETD CIIEAYIOLIMM 00pa3oM:

To0 To1 -~ Ton
M= Tio 711 - Tin . 2

Tmo Tmi - Tmn
3HayeHue KaKA0ro 3jeMeHTa (2) ry— BpeMEHHON MHTepBal MEXy HMOCTYIUICHUSIMH Ha NMPUEMHHUK

cooOuenus ¢ unaekcoM / u k. Eciu B rpade npucyTCTBYET TOJIBKO OHA MOCIIEA0BATENILHOCTD COOOLICHUH
JUIMHOW N, BCEe COOOLICHUs IENMOYKH CUUTAIOTCS ayTeHTU(GHIMPOBAHHBIMHM, U UX MOXHO OTIIPaBUTH
Ha JanbHeHIyo o0paboTKy B cucTeMe.

B curyarmu, xorza ¢ KaXJpIM HOBBIM MOCTYIIHBIIIEM COOOIIEHHEM OTHO3HAYHO ONIPEAEsIeTCs €ro Mpu-
HAJ[IC)KHOCTH K [ETICBOMY HCTOYHUKY, HH(POPMAIIHS U3 IIEPBOTO CTOJONA U IIEPBOI CTPOKU YAAISETCS U J0-
TIOJTHSICTCST CTPOKOH C MHIEKCOM A M CTOJIOIOM C HHACKCOM 7 (B TAKOM CITydae COIepKIMOE MATPHIIBI HE Me-
Hercs). Kak Tonpko mosBisieTcst cooOIIeHne, KOTopoe HEBO3MOKHO OJTHO3HAYHO HICHTH(UITPOBATH, MaT-
pHILIa H3MEHSETCS JIUIIE TOOABICHHEM CTPOK M CTOJIOIOB, /IO TE€X 0P, ITOKa B rpade He 00pa3yeTcs ABa HAY-
X TTOAPS] OJHO3HAYHO OIIpeeTIEHHBIX OTIEIBHBIX cooOmeHus. TakimM oO6pa3om, pasmep MaTpulm! (2) au-
HaMHUYHBIN. B cutyanum, koraa B Oydep npruéMHIKa MTOIagatoT TOJIBKO OJHO3HAYHO Ay TCHTU(HUIINPOBAHHEIC
co00IIIeH s, pa3Mep MaTpHilsl coctarisieT N X N, rae N — mapaMeTp JUTMHbI rpada ceaHca.

ITocne Toro xak MpUEMHHK MOITYYHI HECKOIBKO MAYIINX LEJIEBBIX COOOIICHUH, HEOOXOIUMO BhIie-
JIMTh BCE TIOCIIEOBATEIBHOCTH coo0meHuit ainHoi N. 'paduyecku 3To mpeicraBieHO Ha pUCYHKE 2,

ISt HArJIsigHOCTH ¢ N = 5.
/’[4

s

PucyHok 2 — I'paduueckoe oToOpaxkeHne MPUMEPOB PSIOB COOOIICHUH Ha TPUEMHHKE

3
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Ha pucynke 2 npezncraBneHsl ABe cuTyanud. [IyHKTHPHBIMU BEpIIMHAMH 0003HAYEHBI COOOIIEHNS,
MPUIIEIINE He OT LEeJIEBOT0 UCTOYHNKA U HE HyXXJaromuecs B 00padoTke. Ha BepxHEM puCyHKe cyiie-
CTBYET OJHO3HAYHAS [TOCIIEIOBATEIHHOCTD COOOMIEeHNH mnHOW N = 5. 3TO 03HAYaEeT, YTO BCE COOOIICHUS
Ng-N-N2-N3-N4 OTIPABJICHBI OT IIEJIEBOTO UCTOYHMKA U UX HEOOXOJMMO OTIIPABUTH Ha JAIBHEHIIYIO 00pa-
60TKy. MHas cuTyanus Ha HIOKHEM PUCYHKE. MeXIy COOOLIEHMSIMU #; U 13 Ha IPUEMHHK IPHUIILTA JBa
COOOIIEHHUS C COBNAIAIOIIMMHA HMHTOBCTaBKaMU 12 U 1z . Takum 0Opazom, mory4yaercst, 4T0 He0OX0AUMO
CPaBHHTH JIBE BEIOOPKH UUCEII #;12t3t4 ¥ ¢t '3 'ty VI ONIPE/ICINTD ayTEHTUYHYIO.

CrnenoBaTenbHO, B BBIIICONMCAHHON MOAETN BO3HUKAET 3aaua CPAaBHEHUSI HECKOJIBKUX OJMHAKOBOM
JUIMHBI HEOOJIBIIMX YHCIOBBIX IIOCIEIOBATEIBHOCTEH, paszianyaromuxcs HeckoubkuMu (1...3) smemen-
tamu. M3 Toro ¢akra, 4TO yCTpOMCTBA-UCTOUHUKH B CHCTEME I'€HEPUPYIOT COOOIICHHS 110 MOJIENH THIIA
ALOHA, MOXHO czienaTh BBIBOJ, YTO 3HAUYEHHsI BPEMEHHBIX HHTEPBAJIOB OyIyT UMETh CBOM XapaKTepH-
CTHKH pacripeneneHus [9].

B paborax [10] uccnenyroTcst XapakTepUCTHKHA MOMEHTOB BBICOKHX TIOPSAKOB JJIS KITACCH(UKAIIAH pa3-
JIMYHBIX 3aKOHOB PacIpeieNICHNs], B TOM YHCIe TT0 K03 GHIreHTaM acuMMeTpuH U 3kcrecca [11]. B marHBIX
paboTax MccenytoTcs BO3MOXHOCTH MICHTH(UKALINY THIIA PAacHpeelIeHHs U €T0 apaMeTpOB, HCIIOIb3Ys
MH(OPMAINIO O MEPBBIX YETHIPEX BHIOOPOYHBIX MOMEHTAX, ¢ NPHUMEHEHHEM JIMHEWHBIX NMpeoOpa3oBaHMUi
ciBura u Macurraba. BeIBoJbI, IOJTy4eHHBIE B pE3yIbTaTe MCCICIOBAHNNA OHOPOIHOCTH CITydaifHbIX BBIOO-
pok [12] n aHOMaNTbHBIX 3HaU€HUHT BEIOOPKH, TOJYUYSHHBIX N3 HA00POB BBIOOPOK [ 13], MO3BOIMIM BEIIBUHY T
TUIIOTE3y O BO3MOXKHOCTH HCIIOJIb30BaHUS TAKUX XapaKTEPUCTHK pacipeaesIeH s, Kak Koa()(hUIMESHTHI aCUM-
METpPHUH ¥ dKCIecca, ISl KOPPEKTHOM UIeHTH(DUKALIMK HECAHKIIMOHUPOBAHHBIX COOOLICHHH.

YucaenHoe MoaeaupoBanme. 11l pOBEPKU FUIIOTE3 00 UCTIOJIB30BAHUH XapaKTEPUCTHK paciipese-
JICHUS BBICOKOTO MOPsiAKA OBLIM UCIOJIb30BaHBl MaTEMaTHUECKUE MOJEIH, YUUTHIBAIOIINE PeabHBIE 0CO-
OCHHOCTH TPOCKTUPOBaHKs HHDOpMAIMOHHBIX cucTeM LoRaWAN, koTopsie ObUTH U3I0KEHBI B pab0Tax
[14, 15]. B mamHBIX paboTax MpUMEHSETCS PACHpPOCTPAHEHHBINH MOAXOM K MOJCITHPOBAHUIO METOMAa IO-
cryna - o mozenu Trrna ALOHA [16] o6o0mmiaeTcst Ha ciydail MHOKECTBA BUPTYaIbHBIX KaHaJIoOB. B maH-
HBIX paboTax MPEAIoJaraeTcs, 4YTo COOOIIEHNS B CETH TCHEPUPYIOTCS COTIACHO ITyaCCOHOBCKOMY IIPO-
IiecCy, pa3essieMOMY MEXIy HECKOJIbKHMH BUPTYaIbHBIMA KOMMYTallHOHHBIMY KaHaJIaMu. B omnuckiBae-
MOH MOZENHN Nepegada JaHHBIX TPOMCXOAUT B PEKUME C TIOATBEP)KIACHUSIMH, a TAaK)KE€ BMECTE C METOAOM
MOBTOPHBIX Nepenay ¢ HammuueM 3¢ dexTa 3axBaTa KaHaja.

B naHHOM wuccleqoOBaHMM, AHAIOTHYHO APYIMM pPabOTaM, KOTOpbIE MOCBSIICHBI TEXHOJIOTHUH
LoRaWAN [14, 18, 19], paccmaTpuBaetcs cieayromuuii cueHapuii pabotsl cetd LoORaWAN. B 6ecnipoBoa-
Ho¥ ceHcopHO ceT LoORaWAN, B koTOpoii rpynma u3 S ycTpoHCTB-UCTOYHUKOB TepeaéT Ha MPUEMHUK
COOOIICHHUS TT0 KOMMYTAI[HOHHOMY KaHaJy, KOJHYECTBO CeHCOpOB B cetu — 10 10000. s nepenaun co-
0O0IIeHU T CEHCOPBI-UCTOUHUKH UCTIOIB3YIOT CUTHAIBHO-KOAOBbIE KOHCTPYKIINH, a 3a7aueii NpuéMHHKA SB-
JSETCS OTIpeIeNIeHIe ayTEeHTHYHOCTH COOOIICHNH OT IEeJIeBOro ucTouHuKa [ 19].

AHanu3 TaHHBIX IS ONPE/IeNICHHS PEIIAIOIIETO MIPaBHiIa YCIICIIHON ayTeHTH(UKAINH JUT ETTIOUKH
co00IIeHNH 110 BEIOOPOYHBIM KO3 QHITEHTaM aCHMMETPHH 1 3Kcliecca YA00HO HaYaTh ¢ MOMOUIBIO Tpa-
(uKa, Ha KOTOpPOM B 00IIEH cHCTeMe KOOPIUHAT FOPU30HTANIbHASA OCh — KO3((QUINEHT aCHMMETPHH, BEp-
THKaJIbHAst — KO3 QUIMEHT dKcrecca. [ nmpuMepa npeacTaBiIeHa o0masi TeHICHIUS TTOBEICHNS 3Haue-
HUH B o0ImIeli cucteme KoopanHAT ¢ mapamerpamu S = 100, N = 30.

Ha pucynke 3 cneBa B o01iel cucteMe KOOpAWHAT MIPECTaBICHO MHOKECTBO 3HAUEHHH, PaCCUUTaH-
HBIX JUIS IIETI0YEK IeJIEBBIX HCTOYHHUKOB, a Ha PUCYHKE CIIpaBa — 3HAUCHHS aHAJIOTHYHBIX MTOCIIEI0BATEb-
HOCTEH, B KOTOpPHIX Oblla 3aMEHEHa OJHA €IMHHIIA CEeTEBOTO B3aMMOAEHCTBH. BpemeHHON MHTepBai
B TAKOM CITy4Jae BBIUUCIIAJICS CIEAYIOUINM 00pa3oM:

t; = random(0; t;+t;) 3)
tj = (t;+t) — t{ )]

B nausbix Gopmysax t; — BpEMEHHOM MHTEPBAT MEXy MOCTOPOHHUM COOOIIEHHEM U TOCIEIHUM
OJTHO3HAYHO ayTEHTH()HUIIMPOBAHHBIM COOOIIEHHEM (aHAJIOT t) HA PHCYHKE 2), a t]f — BPEMEHHOM UHTEpBal
MEXIy MOCIIEeIYIOINM OJHO3HAYHO ayTCHTU(HUIIMPOBAHHBIM COOOIICHNEM U TIOCTOPOHHUM COOOIIEHUEM
(amaror t; Ha pucynke 2). B cBoto ouepens, t; — BpEeMEHHON MHTEPBAI MEK/Y IIEIEBBIM COOOIICHHEM,
MapaiebsHO KOTOPOMY IIPUXOAUT TOCTOPOHHEE COOOIIEHNE, ¥ IOCIETHIM OJHO3HAYHO ay TeHTH(HUITHPO-
BaHHBIM COOOIIEHNEM (aHaIIOT t, Ha PUCYHKE 2), t; — BpDEMEHHOK MHTEPBA MEXKIY TTOCIENYIOIIHAM OJIHO-
3HaYHO ayTEHTH(HUIIMPOBAHHBIM COOOIIEHHEM U LIEJIEBBIM COOOIEHNEM, TapaUIEIbHO KOTOPOMY PUXO-
JIUT ITIOCTOpPOHHEE coolIeHne (aHaor t; Ha pucyHke 2). Random — gyHKuus BeIOOpa cirydaifiHOH Beiu-
YUHBI B YKa3aHHOM JIMaNa30He 10 3aKOHY PABHOMEPHOI'O pPaclpeieIeHusl.
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3HaveHUA JUIA [CIOYCK OT NECICBOI'0 HCTOYHHKA 3navyenus Jus IIOCTOPOHHHUK HCTOYHHKOB

KosdduimeHT sKcmecca
Koaddumuent sKcIecca

2 2 3

-2 =1 L] 1 3 =3 -2 =1 0 1
Koaddpunear aciMMeTpul KoaddunmentT acumMmeTpun

Pucynok 3 — IIpumepsl 3HaYCHUI dKciecca U KO3 GHUIUEHTa aCHMMETPUH ISl LENIeBbIX U MOCTOPOHHUX LEMOYEK
cooOmeHuni

W3 pucyHka 3 MOXHO CHeNaTh BBIBOJ, YTO KOX(HUIMEHT dKCIECca MOXKET BBICTYIIATh B Ka4eCTBE
KpUTEpHS U ayTCeHTU(PHUKAINN JAaHHOW MOJIENTH U YTO CYIIECTBYIOT YYaCTKH KOOPAMHATHOM IIOCKOCTH,
B KOTOPBIX 3HaYCHUS K0 (DUIIHEHTOB BEAYT cedst onpeneéHHpIM o0pa3oM. [IpoBenéHHbIC UCCICTIOBAHNS
MOKa3aJI1 BO3MOXKHOCTb UCIIOJIb30BaHHS CpaBHEHHsI K03()(UIIMEHTOB aCHMMETPUH U dKCLiecca JUisl ayTeH-
TUQUKAIMK B pacrpeeEHHbIX CEeTsIX, @ UMEHHO MPOCIIEKUBACTCS X YMEHBIICHHE IIPH 3aMEHE HECKOJIb-
KHX 3JIEMEHTOB BO MHOKECTBE 3aJEPIKEK.

B xo/1e 4HCIIeHHBIX SKCIIEPUMEHTOB OBIIIO YCTAHOBIIEHO, YTO CYILIECTBYIOT CUTYaIMH, B KOTOPBIX KOA(]-
(unueHT acuMMeTpun 1 K03 GULUEHT SKCIecca ISl HOCTOPOHHEH [ETIOYKH COOOIEHHUH TOYTH TrapaHTHPO-
BaHO YMEHBILIAIOTCS TI0 CPABHEHUIO C 11eJIeBO LIenoukoi. J[oms nonagaHus B JaHHBIN JOBEPEHHbBIN HHTEPBAI
3aBHCHT OT BEIOpaHHBIX KpUTEpHeB. B kauecTBe KpuTeprs ObUT BEIOpAaH MHOKUATEIH 71 TS YCIIOBHS:

(K3 1>1m K3 ). (5)

B nanHoM yenoBun Ky — k03 GUIMEHT dKCIecca, pACCUMTAHHBIN [UIS 1I€ICBOH IIEMOYKH COOOIIECHHIA,
a K3 — koadduimenT skcuecca, paCCIUTaHHbIN ISl AHATIOTHYIHOM IIEMIOYKU C TOCTOPOHHUM COOOIICHHEM.
Takum 06pa3oM, BEIITOTHEHNE yCIOBUS (5) yKa3bIBaeT Ha MPUHAJICKHOCTD [EMOYKH COOOIEHHH K 1ene-
BOMY HCTOYHHKY.

Kak BusHO 13 pucyHka 4, HanboJiee ONTUMAJIBHBIMU IPUHUMAIOTCS 3HAYEHUsI, KOria K03 HUINEHT
9KcIIecca IIOCTOPOHHEH 1IEMOoYKH OOJIbIIe B JIBA pa3a, YeM KOIPQUIMEHT LEeJIeBOi LeIOYKH.

0,9 R . _______—___'_'_———
0,8 -

0,7 ' '
0,6
0,5
0,4
0,3
0,2
0,1

o

1 1,4 1,6 1,8 2 2,2 2,4
MHOXHUTCIIb M
ssssee YI0BETBOPAIOT KPUTEPUIO == = YCrnewHocTb ayTeHTUdUKa LUK

VYenenHocTs ayreHTHDUAKALUA, %0

Prcynok 4 — 3aBHCHMOCTD yCIEMIHOH ayTeHTH(HUKAINN OT BEIOPAHHBIX KPHTEPHEB

Jons ycrenHo# ayTeHTH(UKAIINH 3aBUCHT OT KOJMYECTBAa YCTPOWCTB B CETH. Pe3ynpTaTsl TaHHOM
3aBUCHMOCTH PEJICTABJICHBI B Ta0JIHIE, MOJECIUPOBaHUe poBoqmiock mpu yeinosud (| K3 | > 12 - Ky |)
u N =30.
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Tabnuna — 3HaueHns yCTIeIHON ayTeHTU(UKALUY IJIs1 Pa3IMYHOTO KOIWYECTBA YCTPOHCTB B CETH

S, K0JI-BO YCTPOIiCTB, INT S| 10| 15|20 | 25| 35 | 40 50 200 | 500 | 1000 | 10*

VYcenennas 94,

o 70| 73| 77| 78 | 81 8 | 90| 914 | 93 959 | 97,5
ayTeHTUUKAIMSA, Yo 8

B X0/1€ UnCNIeHHBIX KCIIEPUMEHTOB, KaK MOXHO Ha0JII0AaTh B Ta0iuIle, ObUIO YCTaHOBJICHO, YTO Pe3-
KU poCT ycremHoi ayTeHTH(uKanuu B cetd uAET ao nokaszarens S = 40. IIpu atom poct ycnenrHoi
ayTeHTH(UKAIMY POAOIKACTCS C YBEIMISHUEM KOJIMYECTBA YCTPOUCTB B CETH, HO HAMHOT'O ME/IJICHHEE.

Pe3ysbTarsl M UX 06cyKaeHHe. Pe3ynbTaThl YMCICHHOTO MOACIUPOBAHUS MOKa3aJIH, YTO HaMITydIIee
0OHapy KeHHE LIeNICBOH LIETIOYKH COOOLIEHHH JOCTUTaeTCs IPH MCIIOJIb30BaHUH CIIEAYIOLIEro MpaBmia;

auth = (K, >Ky) and (I K3 1>12 - K3 1), (6)
rae Ky i K3 — k09GO QUIHEeHTH aCHMMETPUH U 9KCLECCa, PACCINTAHHBIC IS LEMOYKH COOOIICHHH, OTIpe-
JIeJICHHOW B Ka4eCTBe LEJICBOM TI0 paccMaTpuBaeMoii Metoauke; Ky u K3 — KO3 GUIIMEHTE aCHMMETPUH
M 9KCIIeCCa, PACCYMTAHHBIE JUIs HECAHKLIMOHMPOBAHHOM IETTIOYKH COOOIIECHHH.

Jlpyrumu croBamMH, B CUTYalusiX, Ilie U3 ABYX LEMOYEK, Y KOTOPHIX KOI(PPHUIUCHT KCLecca OHON
I[ETMOYKH OOJIbIIe OoJiee YeM B J1Ba pa3a Kod(hHUIMEHTa APYrod NENOYKH (TaKux cUTyaruii okono 40 %
(puc. 4)) uenesas 1emo4YKa COOOLICHUH Ta, B KOTOPOI KO PHUIIMEHTHI KCLiecca U aCHMMETPUH OOJIbIIe.
Hwke Ha pucyHKe 5 mpezcTaBlieHbl 3aBUCUMOCTH YCHEUTHOM ayTeHTH(UKAIMK U TONaJaHusl B JOBEpPH-
TEJIbHBIA UHTEPBAJ OTHOCUTENBHO JJIMHBI Lenouku N npu S = 40.
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Pucynok 5 — 3HaueHus ycremHol ayTeHTH()UKAITN

Ha pucynke 5 nmoxasana 107151 yCTIEIIHBIX ayTeHTU(GHUKAIMK U T0JI CUTYaIU, TOAXOAAIINX TOH KPH-
Tepuii (5). 13 rpaduka BuaHO, 9TO TEHJICHIUS K BO3PACTAHUIO YCIIEIIHOCTH ayTeHTU(PHUKALNH JOCTUTaeT
BeposTHOCTH 0,9 mpu N = 30, a gond cuTyanuii, yA0BIETBOPSAIOUINX KPUTEPUIO NPU 3HAUEHUH m = 2,
He MeHseTcsl. MakcuMalibHOM 3()(heKTHBHOCTH alNTOPUTM B pacpeleNiEHHON CEeTH yCTPOWCTBAMH IOCTH-
raeT HauuHas ¢ MOCIeA0BaTENbHOCTH JUIMHON N = 30, BHE 3aBCHMOCTH OT KOJIMYECTBA YCTPOICTB.

3akJirouenne. B nanHoii pabore Oblia MmpeasokeHa METOAMKA MOBBIIICHHUS HAAEKHOCTH OIpe/ielie-
HHSI ICTOYHUKA [ETIOYKH COOOIIEHHH 110 OTKPHITOMY KaHally CBsi3H. ONHCAaHHBIA METO O3BOJISIET YBEIH-
YUTh BEPOSATHOCTH OIPEIEICHHSI UCTOYHMKA HA OCHOBE BPEMEHHBIX MHTEPBAIOB MEXKIY MOCTYIJIEHHUEM
COOONIEHNH K yCTPOUCTBY-TIPUEMHUKY, B CIIydae HEONPeaeIEHHOCTH KpUTITOTPaQUIEeCKUMH MPOTOKOTIAMH
MEXIy IBYyMS WM Oojiee BapuaHTaMU TPYII COOOIIeHHA. Pe3ymbTaThl MPOBEAEHHBIX HCCIEI0BaHUN
W YHUCJIICHHOE MOJIEIMPOBAaHHUE TI03BOJIIET YTBEPKAATh, YTO MCIIOJIH30BAHNE BPEMEHH HOCTYIUIEHHUS CO00-
LICHMS] B KAUECTBE METAIaHHBIX JUJIs IOBBILIEHUS BEPOSITHOCTH ONPEEIICHNS] UICTOYHHUKA U MOJIENb OLICHKH
BBIOOPKH C MCIIOJB30BAHNEM MOMEHTHBIX XapaKTEPHCTHUK BBICOKOTO MOpsAAKa (TaKUX KaK KOA(PHUIHEHTHI
ACUMMETpPHH M DKCIIEcca), MO3BOJISIOT YMEHBIINTh PE3yIbTUPYIOIIYIO OIIUOKY, ONpPEAEIeHHYIO Ul UC-
MOJIB3YEMBIX MIPOTOKOJIOB ayTeHTU(HKAINH, 0K0JI0 40 %.
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IpeanoxeHHbIH METO MPE/IoNaracTcsl A UCIONb30BAHUS KaK BCIIOMOTaTeIbHbIA METOJ IS all-
TOPUTMOB ayTeHTU(HUKAINH TAaHHBIX B HHPOPMAIIMOHHBIX CUCTEMAaX, B KOTOPBIX HAJIOKEHHBIE OrpaHUUe-
HUSL HE MO3BOJISIOT JOCTUYb MPUEMIIEMOM I CHCTEMbI IOCTOBEpHOCTH. Mcronb30BaHue aHa3a MeTa-
JIAHHBIX MOKET MPUHECTH MPAKTUYECKYIO MOJb3Y, KOTOPas MOXET 3aK/II0YaThCs B YMEHBIICHHN pa3Mepa
Ko/la ayTeHTU(UKAIIMOHHBIX COOOIICHNH Ha HECKOJBKO OWT, 4TO Hambojee aKTyalbHO IS MPOTOKOJIOB
CBSI3U C HU3KOH MPOIMYCKHOM CITOCOOHOCTHIO.
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HbIx BapuaHToB SARS-CoV-2. IlokazaHo, 4TO NOJy4YE€HHBIE TEOPETUUYECKHE 3aBUCHMOCTH XOPOILIO COIJIACYIOTCS
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Deterministic mathematical models of epidemic diseases allow us to study the macroscopic propagation effect of
these epidemics spreading in human society. The unequivocal, demonstrativeness and simple nature of these models
make them attractive for analysis and provide information for the managing development of the epidemic. The deter-
ministic mathematical models are an instrument for investigating the population dynamics of individuals in an epidemic
environment. A mathematical SEIRD model describing the dynamics of the spread of viral infections is proposed,
taking into account the emergence of new strains. This SEIRD-model it allows us to take account the ability of infected
individuals to contagion others in the latent period of the disease progression, which is very important because the
disease spreads covertly. The number of infected individuals is much higher than the number of registered cases. The
solving is performed in the Maxima computer algebra system (CAS). The possibility of using this SEIRD model to
predict the spread of the infection COVID-19, taking into account viral variants of SARS-CoV-2, is shown. It is shown
that the obtained theoretical dependencies agree well with the available data for Moscow.
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Bgenenue. /leTepMIHACTCKHE MaTeMaTHIECKAE MOJICIH SMAACMUIA 3200 IeBaHU TIO3BOJISIOT U3ydaTh
MAaKpOCKOIIMYECKHE SBJICHHS PAcCIpPOCTPAHEHUS 3TUX SMHIECMHH B deloBedeckoM ooOmiectBe. OqHO3HAU-
HOCTb, HAIVILAHOCTB M IIPOCTOTA 3THX MOJEJICH AENAl0T NX MPUBJICKATEIbHBIMY ISl aHAJIM3a U TO3BOJISIOT
HOJIyYUTh MH(OOPMAIHIO JUTsl YIIPaBiIeHHs! IpoTekanueM snuaemun. H. Beitu 3ametun, 4To OCHOBHOE 3Ha-
YEHHE ITUX UCCIIEAOBaHUN COCTOUT B TOM, YTO OHM CBSI3aHBI C pabOTOI OpraHOB OOIIECTBEHHOTO 3/paBo-
oxpanenus [1]. [Ipu co3manuM Takux Moneneil AenaeTcs psSA YHPOILICHUH: pa3BUTHE SIHUIEMUHN H3ydaeTcs
B OJTHOPO/IHOM HENPEPHIBHO ¥ PABHOMEPHO NEPEMEIIMBAIOIIEHCs OOJIBIION IPYIIITE, YTO TTO3BOJISIET paccMar-
pHBaTh OOIIME MPOIECCHI PACTIPOCTPAHCHUS SMHUICMHUU B yIpolieHHO#H dopme. s ycnenrHoit 60phObI
C DMUEMUSIMH 3apa3HbIX 3a00JI€BaHUI HEJOCTATOUYHO OHUX TOJBKO MPOPHIAKTHYECKIX MEPOTIPUATHI HITH
JIEKapCTBEHHOTO JICUCHUSI, HEOOXOIMMO TAK)Ke YUHUTHIBATh, YTO CYIIECTBYIOT SITHIEMUOJIOTHMYECKHE MPO-
671eMBbl, KacaroIuecs: pacpoCcTpaHeHHus 00JIe3HH B 1eloM. /sl CHCTEMBI 3paBOOXPAHEHHUSI OYCHb Ba)KHA
BO3MOXXHOCTB KOJIMYECTBEHHOM OIIEHKH Pa3JIMYHBIX MEPONPHATHI 10 O0pEOe ¢ anuaeMueii, Hanpumep, BBe-
JICHUS KapaHTHHA, OCYIIECTBICHNS BaKIMHAIMK U 1p. PaccMarprBas Oombline TPYyMIbl, MOKHO MONyYaTh
JIOBOJIEHO OOIIFE MOJETH PAacIpOCTPAHEHHS SMUAEMHIN B OOJBIINX ITOMYISAIUAX, HA OCHOBE KOTOPBIX M BO3-
MO’KHO OCYIIECTBIICHHE OOIIEH OIIEHKH IPHMEHAEMBIX MEPOTIPUATHH IJIsl CHCTEMBI 37[paBOOXPAHEHHSI.

B 1927 r. B cBoeii pabote W. O. Kermack u A. G. MacKendrick co3nanu 1 uccnenoBaiu MoJeib, Ipe.-
CTaBJIIIOLIYIO CO00# cucTeMy TU(PEPSHITNATBHBIX YPABHEHUI ¢ HAYaIbHBIMU YCIOBHSMH, KOTOPYIO Ha3bl-
BaroT kiaccuyecko SIR-mozensto [2]. H. Berinu (Norman T. J. Bailey) uccnemoBan Moienu A€ T€pMUHUCT-
CKOTO THIIa, OTIMCHIBAIOIINE MPOCTHIE SMTUIEMHH, SIHIEMHIO 00IIETo THIIA, TIOBTOPAIOIINeCs duaeMun [1].
L. Edelstein-Keshet moapo6Ho paccmorpen SIR-mozens (Susceptible — BocnpunmunBeie, Infected — unbu-
upoBaHHble, Recovered — BbI3opoBeBine nHAUBUIYyMbl) U ee SIRS- u SIS-monudukanuu [3]. OH noka-
3aJ1, 9TO MPH HEKOTOPBIX yeiaoBusx SIRS-monens npuodpetaer Bua SIR-monenn Kermack m MacKendrick.

PazButuem SIR-momemn sBisrorcs Ttakke SEIR- (Exposed — marentnsie), MSEIR-momenmun
(Maternally derived immunity — HaJeleHHbIC IMMYHUTETOM OT POXIIEHHST) [4].

I[Ipu m3ydenun 3aboneBanmss COVID-19, BeieBacmoro Bupycom SARS-CoV-2, mpemnararotcs
Kk paccmorperuto SIRD-momenmn (Dead — ymepmme) u SEIRD-momenu [5, 6]. PaccmatpuBaemast B [6]
SEIRD-Mofenb oTiryaeTcs TeM, YTO MapaMeTphl, XapaKTePU3YIOIINE 3apaKeHUEe U CMEPTHOCTbD, 3aBUCST
OT BPEMEHH, HO HE YUUTHIBAIOT CHOCOOHOCTh MH(UIMPOBAHHBIX MHANBUIYYMOB 3apakaTh BOCIIPHUMYH-
BBIX MHJIUBUIYYMOB B JJATEHTHOM (MHKyOaIrmoHHOM) niepuoze. Ilpennoxkennas B uctounuke [7] amst usy-
YeHus snuaeMun guxopanku J6omna SEIRD-Monens oTaugaeTcst TeM, 9To XOTS U YYUTHIBaeT HAIUIHUE HH-
JUBHIyYMOB, HAaXOJAIINXCS B JATEHTHOM IEPHOJE, HO HE YUUTBHIBAET CIIOCOOHOCTh 3TUX WHAMBUIYYMOB
B JIATEHTHOM IIEPHO/IE K 3apaKEHUI0 BOCIPUUMYINBBIX HHIUBUIYYMOB.

PaznuyHbIe 1eTEPMUHUCTCKHE MOJEIH MPEACTABISIIOT COO0I HHCTPYMEHT HCCIIeIOBAaHUS JMHAMUKI
YHCIIEHHOCTH MHMBHUIYYMOB B YCIIOBHSX 3IIUAEMHYECKOI 0OCTAHOBKH, B YACTHOCTH IIMPOKO HCIOJIB30-
BINCH KaK NP W3y4EHUH T'eMOpparuueckoil auxopaaku J6ona [7, 8], Tak U NpH U3y4EHUH SIIUAEMHUA
3aboneBaemoctu COVID-19 [5, 6].

IMocranoBka 3agaun. HeoOxoaumo paspaborats SEIRD-Mozens fnHaAMUKK pacripoCTpaHEHHs BU-
PYCHBIX HH()EKIMH, yIUTHIBAIOILYIO HAIMYNE HHANBUIYYMOB, HAXOSIINXCS B JIATCHTHOM IIEPUO/IE, U BOC-
MIPUUMYMBBIX HHIUBUAYYMOB, CIIOCOOHBIX K 3apa)KCHMIO, YTO Ba)KHO, MOCKOJIBKY 3a00JIeBaHHE PACIpo-
CTpaHSETCs CKPBITHO, M YHCIIO HHOHUIIMPOBAHHBIX HHANBUAYYMOB OOJBIIE 3aPETUCTPUPOBAHHBIX CITY4aeB.
Ha ocnoge pa3zpabotannoit SEIRD-mMonenu Heo0X0AuMO ITpOaHaIHM3UPOBATE BIUSIHUE TTOSIBICHIUS Pa3HBIX
mTaMMoB Bupyca (BapuantoB Bupyca) SARS-CoV-2 Ha passurue snuaemun COVID-19. [Ins oneHku
aJIeKBaTHOCTH IIPEIUIOKEHHONH MOJENH HeOOXOAMMO CPaBHUTH TEOPETHUECKHE PE3yJbTATHl C JaHHBIMHU
0 KOJIMYEeCTBE HHQHUIIMPOBAHHBIX, MOJTYYECHHBIMH 110 T. MOCKBE.
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Pemenue 3a1auu. AHaau3 JaHHBIX M0 pacnpocrpanennio COVID-19 B r. Mockse. Paccmatpu-
Bas rpa¢uku 3aboneBaemoct COVID-19 B 1. Mockse (puc.1-3) B mepuoz ¢ 6 mapra 2020 1. 1o 6 oKTI0ps
2022 r. (945 neHb), MOXKHO YCIIOBHO BBIICIHTH CIEAYIOIMINE OAUHHAMIATE eprnooB: 1) ¢ 1 mo 124 nens —
TIEPBEIH MTOIBEM U CIaJ 3a00JIeBaeMOCTH (TakK Ha3biBaeMast 1-s1 «BoiHaY); 2) ¢ 125 mo 200 neHs — nepuon
Mexnay l-it m 2-if «BomHamMm»; 3) ¢ 201 mo 355 meHes — BTOpOH mombeM W cmaz 3a00JeBacMOCTH
(2-s1 «BoTHAY); 4) ¢ 356 1o 400 neHb — epuo Mexty 2-i u 3-it «BomHaMu»; 5) ¢ 401 o 520 nens — TpeTnit
NOABEM M criajl 3abosieBaeMocTH (3-51 «BosHa»); 6) ¢ 521 mo 570 neHp — nepuon Mexay 3-i u 4-it «BoI-
HaMu»; 7) ¢ 571 o 630 aeHb — YeTBepTHIi MOABEM U CHaj| 3a00JIeBacMOCTH (4-51 «BosHAY); 8) ¢ 631 1o 670 —
nepuos Mexay 4-it u 5-i «BomHaMm»; 9) ¢ 671 no 740 neHb — MATHIM MOIBEM U caj 3a00JeBaEMOCTH
(5-51 «BomHAY); 10) ¢ 741 o 860 neHb — meproa MEXIY S5-i U 6-if «BoHaMI»; 11) ¢ 861 mHA — musuiics
U, CKOpee BCEro, 3aKOHYMBIIMKCS HA MOMEHT ITyOJIMKaI[MK 3TOH paboThI IIECTON MOAbEeM U cHaj| 3a0oJe-
BaeMOCTH (6-5 «BOJTHAY).
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HAOJIFO1aeTCsI PE3KUil MOIbeM 3-i «BOJIHBID» 3a00JICBaHMSs, KOTOPbIH OTHOCUTCS KO 11 4acTu 3-i «BOJIHBIY.

10000 H
5000 3aboneeaemoctb & MocKee no gHAM o~ —
. [ / r
8000 ——3afonesaemocte B MocHBe {
7000 no gHAM ,

6000 | | I

= LS R
i A J NN L
N [ !

0 100 200 300 400 500 600
DeHb

KonwMecTso caydaes No AHAM

Pucynoxk 2 — Pa3zButue snuaemuu ¢ 6 mapra 2020 r. no 8 Hoa6ps 2021 r. mo gusIM
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Taxoke MOKHO OOHAPY)KHUTB, YTO BOCEMOU MEpHOJ (IPOMEKYTOK MEXAY 4- U 5-H «BOJTHAMMI)) MO-
JKeT OBITh PacCMOTPEH KaK HACIOCHHE MPOJOJDKAIOIIETOCS CIafa CeapMoro mepuona (4-if «BOIHBD)
W HAYMHAIOIIETOCS YXKE OJHOBPEMEHHO MOIBhEMa JIEBATOrO mepuoza (5- «BOJHBI»); TO €CTh NPHUCYT-
ctBytoT | u Il wacTu 4-i «BomHB, T1e 11 gacTe 4-if «BONHBED», OHA kK€ BOCBMOM IIEPHO, — 3TO HACIOCHHE

JIBYX MEPHOMIOB: CEILMOTO U JICBSITOTO, YTO M MIOKa3aHO Ha rpaHKe pucyHKa 3.
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Pucynok 3 — Pazputne snuaemun ¢ 6 maprta 2020 r. mo 19 staBaps 2022 1. o 1HIM

IlocTtpoenue maremarndeckoii Moaenu pacnpocrpanenuss COVID-19. Paccmorpum nerepmu-
HHUCTCKYI0 MaTematiueckyro SEIRD-monens (S — BocnpunmunBeie, E — TaTeHTHBIC, ] — THUIUPOBAHHEIE,
R — BBI37IOpOBEBLINE, D — yMepILIKe) SUIeMUH 3a00IeBaHusI.

Ha pucynke 4 npencrasneHa 6;10Kk-cxeMa npoiieccoB paccmarpuBaemoii SEIRD-mozaenu, rie u — npu-
TOK BOCHIPUUMYUBBIX UHAUBUYYMOB, KOTOPBIMH MOIOJIHAETCS IPyTIIA.

|
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Y

2

Pucynok 4 — briok-cxema SEIRD-monmenu

27
s

[Tapametprr paccmaTpuBaemoit SEIRD-Momenn npeacTaBieHs! B TaOIHIIE HIKE.

Tabauna — Tabnuia napamerpos SEIRD-Momenu

Ne mepexona Ilepexon CkopocTh nepexoaa
1 S,E)—>(S-1,E+1) P SE,
2 S, E)—(S-1,I+1) P2 ST
3 (E,D—>(E-1,1I+1) 0E
4 (LR—>U-1,R+1) 12
5 (I,D)y—>(I-1,D+1) Al

Otmuuue paccmatpuBaeMoii 31ech SEIRD-Moenu oT moIoOHBIX IETEPMUHUCTCKUX MOJIEIIEH B TOM, UTO
nmaaHass SEIRD-Mozenb Mo3BOMISIET YYUTHIBATH CIIOCOOHOCTD B JIATCHTHOM TEPHOJIC HH(PHITUPOBAHHBIX UHIH-
BUIYYMOB K 33apa)KCHUIO BOCHPUUMYMBBIX MHIUBHIYYMOB. SEIRD-mMozenb cBOAMTCS K pelIeHHIO 3aJayu
Kot uist crcTeMBI ISITH OOBIKHOBEHHBIX (D (hepeHIMAIBHBIX YPaBHEHHUI MIEPBOTO MOPSIKA C HEU3BECTHHIMU
S(9), E(%), I(f), R(f), D(f) n navaneubiMu yenoBusmu S(0) = n, E(0) = a, 1(0) = b, R(0) =c u D(0) =d.
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ds(t)
= PSOE® =B SOIO + 1,
dE(t)
— = B SOE® + B, SOI®) - 6E(©),
dI(t)
dR(t)
dD(t)
SPTE AL(2).

31ecs BBeIEHHBI ClIeAyIomue KOdQPUIUEHTHL: fi U > — XapaKTepU3yIOT 3a00JIeBa€MOCTh B OTHOPO/I-
HOH TPYyIIIE B JATEHTHBIN M aKTHBHBIN NEPHOBI 3200I€BaHHS COOTBETCTBEHHO, KOTOPHIE B CyMMeE 00pa-
3YIOT MOJIHBIM MEPHOA; 0 — XapaKTepH3yeT Mepexo] HHANBUAYYMOB U3 JIATCHTHOTO NEPUOJA B MEPHOX
C aKTUBHBIM IIPOTCKaHNUEM 3a00JICBaHUS; ) — XapaKTEPHU3yeT YObIIb HHANBUIYYMOB 13 TPYHIIEI (M30IHPO-
BaHHBIX, BBI3JJOPOBEBIIMX U CTABIIMX HEBOCIIPUUMUYUBBIMY K HHPEKIIMHU B PE3yIbTaTe MMMYHU3ALUH); A —
XapakTepu3yeT yObUTb HHAMBHIYYMOB B pe3yJIbTaTe CMEPTH OT MH(QEKLUUHU B TPYIIIE; i — XapaKTepU3yeT
MOCTOSIHHBIN TPUTOK BOCIIPUUMYMBBIX HHIUBUAYYMOB, KOTOPBIMU MOIOJHAETCS TPYMIIA.

Koappunuenr f1 — BepoaTHOCTh 3apakeHHs: OT UHOUIIMPOBAHHOTO MHIAMBUAYYMa, HaXOISIIErOCs
B JIATEHTHOM Iiepuoje, Oyaer paseH 1 = qi/(T1n); koadpduuueHT f> — BEepoSITHOCTD 3apaKeHHUs OT UHAUBU-
JyyMa, HaXOJSIILEToCsl B aKTUBHOM IepuoJie, Oynet paBeH 2 = ¢q2/(T2n); g1 ¥ g2 — UHIEKCHI pEPOAYKINT
B JIATCHTHBIN W aKTUBHBIN MEPHOIBI 3a00JIEBaHISI COOTBETCTBCHHO, q1 # q2; T1, 1> u T — NaTeHTHEIH, aK-
TUBHBIH U MTOJTHBIA BPEMEHHBIE TIEPHObI 3a00I€BaHIS; /1 — 00BEM PacCMaTPUBAEMOH IPYTIIBI OTHOPOIHO
nepeMeImBaommxcs nHIuBHIyyMoB. Koaddunnent J = 1/7) xapakTepusyeT CKOpOCTh Iepexoia u3 Jia-
TEHTHOTO TIeproja B akTUBHEIN nepuoa. Koagdumuent y = 1/T — ckopocTs BbI3noposienust. Koahpunn-
€HT { — YUCII0 BOCIIPUMMYHBBIX HHAUBHUIYYMOB, KOTOPBIMH HOTOIHsIeTCs Tpynmna. Koadduiment 4 MoxHO
MPUHATH KaK yCTAaHOBHUBIINICS MPOLEHT OT YK€ HHPUIHUPOBAHHBIX HHANBUIYYMOB.

IIpuTox HOBBIX BOCHPHUMUYUBBIX HHIAUBUAYYMOB (1) B 00IEM CiIyyae He ypaBHOBEIIHMBAETCs THbe-
JIbI0 MHAWBUYYMOB, YAAJIEHHBIX U3 nomyisuuu (A7), u, Takum o0pa3oM, 00beM MOMYJISIIUY HE OCTAeTCs
nocrostHHbIM (S(¢) + E(f) + I(f) + R(¢) + D(t) + u # const). B Hacrosmieii pabore A MPOCTOTHI Be3ze
CYHUTAaEM, YTO ITOCTOSIHHBIA IPUTOK BOCTIPUMMYHUBBIX HHAUBUIAYYMOB OTCYTCTBYET (1 = 0), HO BOBICUCHHE
TAKOBBIX WHAMBUAYYMOB IPOUCXOAUT MO MEpE MX HAKOIUIEHHS, KOTOPOE CBA3AHO C TOSBIEHHEM HOBBIX
mramMmmoB COVID-19 u nafgenueM ypoBHS HMMYHHU3AIMH HHANBUAYYMOB C TeUEHHEM BPEMEHH.

PaccmarpuBaemas 3meck SEIRD-Mozens Obu1a arpobupoBaHa Ha JaHHBIX 110 TIEPBO BCITBIIIKE 3200-
JIeBaHWs, IPOUCXOIUBIIEH B Topo/ie YXaHb npoBuHINH Xyoei [9, 10]. B mepro 310l BCIBIIKA BCS TIPO-
BUHIMA XyOeil Haxonmiach B YCJIOBUSIX KECTKUX KapaHTHHHBIX MEPONPHUATHH, a BAPHAHT BUPYCa HE U3-
MEHSUICS C TOUKH 3PEHUS] KOHTAarnO3HOCTH (3apa3HOCTH). PacdeTs! BEIMOIHAINCH € IOMyIIEHHEM, YTO Hep-
BOHAuUaJIbHas Tpymma uMeeT o0beM n = 11 MIIH BOCIIPUMMYHMBBIX WHIUBHIYYMOB, TIOCKOJIBKY BCIIBIIIKA
MIPOMCXOIIJIa B 3HAYUTETIHHON Mepe B TOpo/ie YXaHb MPOBUHIMHK XyOel, HaceJIeHne KOTOPOTro COCTaBIIET
npumepHo 10-12 muH. Bpemennsie nepuonst 7 = 30, T = 14 u T» = T-T) naueii. Koapduuuent yobum
MHJMBHYYMOB B PE3yJibTaTe CMEPTH OT MH(QEKIHU YCJIOBHO IMPHHSAT MOCTOSHHBIM M paBHBIM 2,5 %
OT YHCa 3aperuCTPUPOBAHHBIX WH(UIMPOBAHHBIX HMHAMBHIYyMOB — A = 0,025. Uupekcw g1 = 2,0
u q2=5,5. Bpemennoii nepuox passurus snunemun — 200 gueit. [IpuTok BOCIIPUUMYHBHIX HHIUBHIYYMOB
otcyTcTBYeT (1 = 0), Tak Kak IMOYTH cpa3y BBEACHBI KECTKHE KapaHTHHHBIE MeponpusIThs. Yncio 1aTeHT-
HBIX UHAUBUAYYMOB — @ = 100. BbII0 yCTaHOBIIEHO, YTO MAKCUMYM MOJENBHOW KPUBOI JUHAMUKHU YHC-
JICHHOCTH COOTBETCTBYET MAKCUMYMY JIaHHBIX, UMEIOIINXCS U1 KUTaHCKOH MPOBUHIMK XyOeii.

IlockonbKy UHAMBUAYYM SIBJISIETCS PACIPOCTPAHUTENEM BUpPYyCa KaK B JATEHTHOM, TaK U B AKTUBHOM
NepHo/Iax 3a00JIeBaHMs, HEOOXOIMMO YUUTHIBATH JMHAMUKY HHOUIMPOBAHHBIX MHIWBHULYyMOB B JIATCHTHOM
W akTHBHOM neprozaax. Ha rpaduke pucynka 5 npencrasnensl: kpusasi «expos SEIRD» — nunamuka nadu-
IIMPOBAHHBIX MHMBUyyMOB B JJATEHTHOM niepuoie 3aboneBanust; kpusas «inf SEIRD» — nunamuka nndu-
IIIPOBAHHBIX B aKTHBHOM IiepHo/ie 3aboneBanus; cymMmmapHas kpuBast «sum_SEIRD» — muramuka nHGHUIN-
POBaHHBIX MHAWBUIYYMOB B JJATEHTHOM M aKTHBHOM TlepHoax 3abosieBaHus 1o paccmarpuBaemoit SEIRD-
MOJETH; { — JUINTETIBHOCTh DSIHIEMHH B JHAX. BHAHO CcMelleHHe MakCUMyMma CyMMapHOH KpHuBas
«sum_SEIRD» B 6osiee panHue cpoku, Hexenn kpuBoid «inf SEIRD», 1 3To yka3biBaeT Ha TO, YTO MaKCH-
MaJlbHasl Harpy3Ka Ha CHCTeMY 3[paBOOXPAaHEHUS HACTYIIAeT PaHbIIe CPOKOB, OITYUYSHHBIX C TIOMOIIBIO MO-
JieNIel, He yYUTHIBAIOIINX BIUSHHUE PACIPOCTPAHEHUS BUPYyca MHAMBUIYYMAaMH, HAXOAAIMMUCS B JATCHT-
HOM HiepHo/ie 3a00JIeBaHus, a TAKKE Ha TO, YTO 9Ta MaKCHMaJIbHasi Harpy3Ka COOTBETCTBEHHO OY/IET BBILLE.


https://en.wikipedia.org/wiki/Basic_reproduction_number
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Pucynok 5 — Pesynbratsl pacuera no SEIRD-monmenu

Taxoke OBITIO YCTaHOBIICHO, YTO 3apETUCTPUPOBAHHBIE CIy9ad COCTABIIIIOT 0KoJIo 15 % obmiero ko-
JIUYecTBa MHOUIMPOBAHHBIX HHANBHAYYMOB. [I0CKONBKY MHIMBUAYYM SIBIISETCS PAacIIpOCTPAHUTEIIEM BHU-
pyca Kak B JJaTEHTHOM, TaK U B aKTHBHOM IIEpHO/axX 3a00JI€BaHMs, TO B MOAEIH HEOOXOANMO YIUTHIBATH
KOJIMYECTBO MH(HUINPOBAHHBIX HHANBHIYYMOB B JIJATCHTHOM M aKTUBHOM II€PHOJaX, KOTOPBIE SBIISIOTCS
pacmpocTpanuTesiMu 3adoneBanus. 3adoneBanne COVID-19 xyke muarHOCTHPYyeTCs B TATSHTHOM IIepH-
0JI€, YTO YUHUTHIBACTCS] YMEHBIICHHEM BIMSHUS 3apETHCTPUPOBAHHBIX MHOUIIMPOBAHHBIX MHIUBHIYYMOB
B JIATCHTHOM Iepuo/ie 3aboneBanus Ha 50 % B 00LIEM KOJIMUECTBE 3apErUCTPUPOBAHHBIX HHPHUIIUPOBaH-
HBIX MHAMBUYYMOB, IIPEJICTABIISIIONIEM CO00it CyMMY HH(UIIMPOBAHHBIX KaK B IATEHTHOM, TaK ¥ B aKTUB-
HOM TIepHO/Iax 3a00JICBAHHSL.

Hcnonw3yem paccmatpuBaemyto 31eck SEIRD-mozaens 1uist onucanus pa3BUTHs SIIHISMUH 320071eBa-
Hust COVID-19 B Mockse. bynem paccMaTprBaTh BpEMEHHOM MEpHOJ pa3BUTHUS MUAeMUN B 941 neHs
(c 6 mapra 2020 r. 10 2 okTs0ps 2022 T. BKIIOUYUTEIHHO). BpeMsi TaTeHTHOr0, aKTUBHOTO U TIOJHOTO TIe-
pHOIOB 3a00JIEBaHUS MOYTH HA BCEM PACCMATPUBAEMOM BPEMEHHOM HHTEPBAJIE COCTABISIET, COOTBET-
ctBeHHo, T'= 30, T1= 14 u 7> = T-T) nHeH, 3a UCKIIOUYEHUEM TOrO MEPHUOAA, KOIra MOSBISETCS IITaMM
«oMuKpoH». KoadduienT yobum HHIMBUIYYMOB B PE3yJbTaTe CMEPTH OT MH(MEKIMH YCIOBHO MPUHST
TaKOKe IMOCTOSTHHBIM M PaBHBIM 2,5 % OT YHcIIa 3aperucTPUPOBAHHBIX HHPUINPOBAHHBIX HHANBUIYYMOB —
A =0,025, 3a UCKITIOYEHNEM TIepPHOJIa, KOT/IA YIKE IOSBIISETCS ITAMM «OMHKPOHY.

C nosIBIeHHEM IITAMMa «OMHKPOH» BPEMEHHBIE NEPHOIBI M3MEHIINCh U MPUHATHI CICAYIOIINUMHU:
T=30, T1=6 u T»= T-T) nue#. bpuI0 MPUHATO, YTO JATEHTHBIN MEPHUOJ JUIA 3TOTO IITaMMa B CpeIHEM
cocrasiser 6 aueit. KoadduureHt yobun HHIMBUIYYMOB B pe3yJIbTaTe CMEPTH OT MH(PEKIIMH C MOSIBIIE-
HHEM IITaMMa «OMHUKPOH» YCIOBHO MPUHST MIOCTOSHHBIM U paBHBIM 1,0 % OT 4nciIa 3aperucTpupoBaHHbBIX
MHQUIMPOBaHHBIX HHIUBUIYYMOB — A = 0,01.

Pemenne cucrems! ypaBHeHHH paccMmatpuBaemoit SEIRD-Mozmenn ocymectusiocs ¢yHkimen rk
n3 Onbmmorexkn «dynamics» CBOOOTHOTO MPOTPAMMHOTO OOECIIEYCHUS — CHCTEMBI KOMITBIOTEPHOU aj-
reOpsr CAS Maxima; ¢pyrakuus rk pemaer 3amgaay Komm merogom Pyrare — KyTTa derBeproro mopsaka
To4HOCTH [11]. CKpUHILOT Hayana 0JHOTO U3 BApUAHTOB PELEHUS NPEACTABIECH HA PUCYHKE 6.

s nepBoro nepuoja B Ka4ecTBe HaYaIbHbBIX YCJIOBUH NpUHATO a = 2000 — KOJIMYECTBO JATEHTHBIX
MHJMBHYYMOB B Hadase pa3BUTHS dnuAeMun. HauanpHble yclIoBUs B 4acTH JJATEHTHBIX M HHQHUIIMPOBAH-
HBIX UHIUBUAYYMOB KaXI0r0 NOCIEAYIOLIET0 NepHOAa ONPEAEISIOTCS IPEbIIYIIIUM IEPHOAOM Pa3BUTHUS
3aboneBanus. OOBEM 1 pacCMaTPUBAEMOM TPYIIITHI OTHOPOIHO MEPEMETTUBAIONUXCS BOCIIPUUMYHBBIX WH-
JTUBHUIyYMOB TIOAOMpAscs A KaXaoro nepuoja. J{is mepBoro nepuoja npuHATO n = 2,1 MJIH 4Yel., HH-
nekcel ¢1 = 1,5 u g = 2,5. JInsa Broporo nepuona — n =1,0 miH den., uaaekcs g1 = 0,27 u g2 = 0,45.
Jnst Tpetbero mepuona — n = 6,0 mitH ven, uHAEKCH g1 = 0,69 u g> = 1,15. [lng geTBepToro nepuoaa —
n = 1,0 MaH gen., uagexcel g1 = 0,27 u ¢> = 0,45. B ATHII EpUOJT IPH PACCMOTPEHUH PACIIPOCTPAHESHUS
mrTamMma «aib(a) B KayecTBe MIPOTHO3UPYEMOro 00beMa Pyl HHANBHIYYMOB PACCMATPHBAJICS 00beM
n = 2,0 MiH yein., unaekcsl 1 = 0,42 u go= 0,70.


http://maxima.sourceforge.net/index.html
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—-=> /% PemeHHe Samaur off STUMASMWUM C OOMOUBK GyHEUMKM rk. */

/* OfosHadeHuA: 5 (susceptible) - BoCHpMMM4YMEBEEE, */
/* B (exposed) - marenTHue, I (infected)- wHduuMpoBanHbe, */
/* R (recovered] - er=gopoeeBmme, D (dead) - ymepume, t - Bpema B OHAX */

kill({all): fpprintprec:9;

--> /* Barpysra 6uonuoTerr dynamics */
load (dynamics) ;

——» norma:0.15; normal:0.15; (normal/norma): expos:0.5;

--» /* Upcno JMAaTeHTHBX, YMCNO BOCTPMMMUMBEE (1) */
a:2000.0; n_1:2100000.0-a7; T:30.0; T1:14.07 TZ2:T - T1l; qgl:l.5; g2:2.5;
m 1:124-0+1;

-=» /* Ko3ddMUMeHTH NpolopUMOHANIBHOCTH (1) */
hetal:igl/(T1*n_1); betaZ:gZ/(TZ*n_1); beta:iq/(T*n_1); gamma:1/T; mu:0.0;
lambda:gamma*0.025; delta:1/T1;

--» /% Buamor dyHruum rk, SEIRD-momens c betal, betaZ u mu, expos - 0.5 (1) */
r_lirk([-3* (betal*E+betaz*I)+mu, 3* (betal*Et+betaiZ*I)-delta*E,
delta*E-gamma*I-lambda*I, gamma*I, lambda*I],
[s,E,I,R,D],[n_1,a,0.0,0.0,0.0],[t,1,m 1,1]);:

——» /* UMcao JaTeHTHEEXR, YMCNO0 BOCHPHMMMYMERIR (2] */
n 2:1000000.0-r 1(m 17[37: T:=30.0; T1:14.0; T2:T - T1; gl:0.27; g2:0.45;
m_2:200-124+1;

Pucynok 6 — Cxkpunmor pemernns B CAS Maxima

Ha mpoTtsbkeHHH MSITOrO MepHoJia MPOU30ILIO0 BEITECHEHHE ITaMMa «aib(ay IITaMMOM «IEIbTay.
VYuursiBas, uto B Mockse B koHIle MapTe 2021 roa mosiBHIICS MITaAMM BHPYCa «ICIbTa, OBUIH EPECMOT-
PEHBI pe3yJIbTaThl pacyeTa KOJIMUeCcTBa 3a00JIEBIINX B ISThIN nepuon (3-1 «BoaHay). [Ipunsro, yro Ha 401
nesb (10 anpens 2021 r.) pa3BUTHS STHIEMIH 3a00I€BaeMOCTh IITAMMOM «aJib(ay pa3BHBaIach IO BapH-
anty n = 2,0 MJIH 4YeJl., Ha4aJbHBIC YCIOBHUS B YaCTH JIATCHTHBIX W MH(HUIIMPOBAHHBIX MHIUBHIYYMOB
JUTSL 5TOTO NEPUOJa ATl ITaMMa «alib(a» OMPEIesUINCh T MPEIbIAYIEMY IIEPHOY.

OmHOBpEeMEHHO CUMTanock, uto Ha 401 meHs yxe Obuio 250 yemoBek, KOTOPHIC SBISUTHCH JIATCHT-
HBIMH HOCHUTEJISIMH IITaMMa «ZIEbTa, [I03TOMY B KaueCTBE HAYaJIbHBIX 3HAUCHUH JJISI ITAMMA «IICTbTa
B IIATHIN TepHOJ IPUHATO @ = 250 — KOJIMYECTBO JIATEHTHBIX HHAUBUIYYMOB, 71 = 3,0 MJIH Yell., HH/IeKCHI
q1= 1,68 u ¢>=2,80. CymMmmapHbIil TOABEM B pe3ybTaTe OJHOBPEMEHHOI'O MPOTEKAHMs 3a00JIeBaeMOCTH
TOJT IECTBHEM IITAMMOB «alTb(ha» U «IeTbTa» MPeaCcTaBIeH KpuBor «Moens Ui ‘ienbTa’» Ha pUcyHKe 7.
Kpusas «Moneins s ‘anbda’» nmokaspiBaeT, Kak 3a00J1eBaeMOCTb O ASHCTBUEM IITaMMa «alib(ay cra-
JIaeT U BBITECHACTCS 3a00JI€Ba€MOCTBIO MO JISHICTBHEM IITAMMA «IEIbTaY.
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Pucynok 7 — CpaBHEHHE pacCueTHBIX JAHHBIX CO CTATHUCTHYECKMMH AaHHBIMH B nepuox ¢ 6 mapra 2020 r.
1o 6 centsops 2021 r.

PaszBuTHE 11IECTOTO, CEBMOTO M BOCBMOTO TIEPHOA0B MPOUCXOIUT MOJI ICUCTBUEM IITAMMA «JIETHTaY,
TaK KaKk OH BBITECHseT mpenpyaymue mrammbl. Lllecroit mepuon: n = 1,0 muH 9en., uaAekco g = 0,27
n q» = 0,45. Cenpmoii nepuoa: n = 4,0 muH vein., unaekcsl g1 = 0,84 u ¢» = 1,4. Bocbmoii mepuon
JUTSI ITamMMa «aenbtay: n = 1,0 MutH gen., uaaekcest g1 = 0,27 u g, = 0,45.

OIHOBPEMEHHO €O IITAMMOM «EJIbTa» B BOCBMOM NEPUO/ MOSBISETCS ILITAMM «OMUKPOHY, ISl KO-
TOPOTo B Ka4eCTBE HA4YaJIbHBIX 3HAUYCHHWH B BOCbMOM mepuos Ha 631 nens (26 nos6ps 2021 r.) npunsaTo
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a =5 — KONWYECTBO JIATCHTHBIX HHANBUIYYMOB, 7 = 6,0 MiH 4en, nHAeKCH 1 = 1,8 u g2 = 3,0. [leBsToIii
MEPHO/ Pa3BUBACTCS KaK MPOJODKCHAE BOCKMOTO IIEPHO/Ia B IPUCYTCTBUU MPAKTHIECKU TOIBKO OIHOTO
mTaMMa «OMHAKPOH» U TPEACTaBIsIeT COO0H OabeM U criaf 3a00JIeBaeMOCTH 5-1 «BOJHEI. J{eBATHIH Te-
puoa — mTaMM «OMHUKpoH»: 7 = 1,0 MiH gein, uanexcs g1 = 0,27 u g2 = 0,45. JIecsThIii epHox SBISETCS
MPOJODKCHUEM JIEBATOTO IIEPHOJA W pa3BHBACTCA B MPUCYTCTBHHM TOJNBKO INTAMMa «OMHKPOHY:
n =4,5 MuH uen, uaaexcel g1 = 1,02 u g2=1,70.

OOmuit BUJ KPUBBIX, MOJEIUPYIOMINX Pa3BUTHE SITUIEMHUN Ha BCEM IPOTsDKeHUH ¢ 6 mapta 2020
roja 1o 2 oxta6ps 2022 roja npeacTaBieH Ha pucyHke 8. Ha 3ToM pucyHKe npencTaBlIeHbl TPU pacueTHbIE
KpuBbIe: «Moaens s ‘anpda’», «Mogens ans ‘nensra’» U «Moaens st ‘oMukpoH’». Kpusas «Moaenb
JUISL ‘eTbTa’» TOCTPOCHA C YYETOM OJHOBPEMEHHOTOo mpotekanus ¢ 401 nHs 3a005ieBaeMOCTBIO IITaM-
Mamu «anbha» u «aenbray. Kpusas «Moxens A1 ‘OMUKPOH’» MOCTPOEHA C YYETOM OJHOBPEMEHHOTO
npotekaHus ¢ 631 1Hs 320051€BaEMOCTHIO ITAMMAMH «IETBTA» U «OMHKPOHY.
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Pucynok 8 — CpaBHeHHE pacUeTHBIX TAaHHBIX CO CTATUCTUYECKUMH JaHHBIMH B TIepHO. 10 2 oKTA0pst 2022 roga

Pucynok 8 mokassiBaet, uto paccmatpuBaeMas SEIRD-Moens X0poIo OmuchiBaeT CTAaTUCTUIECKUE
nmanHbIe 10 3a0osieBaemocT COVID-19 B Mockse B miepuon ¢ 6 mapta 2020 roga mo 2 oktsopst 2022 roaa
U TI03BOJISIET YUNUTHIBATh BIUSHNUE Ha Pa3BUTHE SMHUIEMHUN HOBBIX IITaMMOB BUpyca SARS-CoV-2.

3axkarouenue. [lokazaHa BO3MOXKHOCTh HCIIOJIB30BAHUS Ha IIpUMeEpe ropoa MOCKBEI ITpeiaraeMon
JleTepMUHUCTCKON MaTemarmueckoit SEIRD-monenu, yuuTsiBaromeil Haduune WHANBUAYYMOB, HaXOJs-
IIUXCS B TATEHTHOM TIEPUO/IE, U BOCTIPUUMYHBBIX MHAUBHYYMOB, CIIOCOOHBIX K 3apaKE€HUI0, JUIS OMUCa-
HUS pa3puTus snuaemun 3adoneBanus COVID-19 ¢ yaeTom BIHSHUS Ha pa3BUTHE TPOIOIIKAIOIICHCS SITH-
JleMuH pa3HbIX mrammoB Bupyca SARS-CoV-2. AnekBaTHOCT NpeyIOKEHHON MOJIEH OLIEHEHA Ha pHU-
Mepe UMEIOIIIXCS TaHHBIX 0 3a00JeBaeMOoCTH B T. MOCKBe.

Bbubauorpadguyeckuii cnucox

1. Beiinu, H. Maremaruka B Ouosioruu u meauide / H. Beiian. — Mocksa : MUP, 1970. — 326 c.

2. Kermack, W. O. A Contribution to the Mathematical Theory of Epidemics / W. O. Kermack, A. G. McKen-
drick// Proceedings of the Royal Society. — 1927. — Vol. 115, Ne A771. — P. 700-721.

3. Edelstein-Keshet, L. Mathematical Models in Biology / L. Edelstein-Keshet. — Philadelphia : SIAM, 2005. —
586 p.

4. Hethcote, H. W. The Mathematics of Infectious Diseases / H. W. Hethcote // SIAM Review. — 2000. —
Vol. 42, Ne 4. —P. 599-653.

5. Fanelli, D. Analysis and forecast of COVID-19 spreading in China, Italy and France / D. Fanelli, F. Piazza
// arXiv:2003.06031v 1 [g-bio.PE]. — 12 Mar 2020. — Pexxum mocrtyna: https://arxiv.org/pdf/2003.06031.pdf, cBo6ox-
HBIA. — 3arnaBue ¢ 3kpaHa. — S3. annt. (gara oopamienus: 07.10.2022).

6. Piccolomini E. L. Monitoring Italian COVID-19 spread by an adaptive SEIRD model / E. L. Piccolomini,
F. Zama // medRxiv preprint. — Version posted 6 April 2020. Pexxum mocrtyma: https://www.medrxiv.org/con-
tent/10.1101/2020.04.03.20049734v1 (nara obpamenns 07.10.2022), ceoOoxHsIil. — 3amaBue ¢ skpaHa. — S13. aHIII.

7. Sxymesa, O. A. Maremarideckasi MOZIeNb dMUIeMUH Jxopagku D6oma / O. A. fxymiesa // DnexkrpoHHAs
OubnmuoredHass  cucteMa  OTKpbIToro  jnocrtyna  «HayuHbelii — KoppecmoHmeHT». —  Pexum  jpocTyna:


https://arxiv.org/pdf/2003.06031.pdf

CASPIAN JOURNAL: Control and High Technologies, 2022, 4 (60)

https://nauchkor.ru/pubs/matematicheskaya-model-epidemii-lihoradki-ebola-587d36545f1be77¢c40d58cd2,  cBobox-
HBIH. — 3araBue ¢ 3kpana. — 3. pyc. (nara oopamenus: 07.10.2022).

8. VYpaxosa, K. A. Maremarnueckoe MOIETUPOBAHIE PA3BUTHS SITUIEMHUU TeMOpparndeckoi Tuxopaaxku J6oma
B 3amanHoit Adpuke / K. A. Ypakosa, II. B. Xpamos // AnbmaHax coBpeMeHHO# Hayku u obpasoBanus. — 2017. —
Ne 4-5 (118). — C. 97-99. — Pexxum noctymna: https://www.gramota.net/articles/issn_1993-5552 2017 4-5 25.pdf, cBo-
GomHbIH. — 3armaBue ¢ 9kpaHa. — 3. pyc. (mara obpamenus: 07.10.2022).

9. MaptesHoBa, A. E. Maremarnueckas mojens snunemun 3adoneBanus COVID-19 / A. E. MaprtesHoBa
/l 64-1 MexnyHapoaHas HayuHas koHpepennus AI'TY, nocesameHnas 90-neTHeMy roOWIe0 co THS 00pa3oBaHUS
AT'TY. Acrpaxans, 20-25 anpesst 2020 rona : ¢6. cT. — Actpaxans : U3n-so AI'TY, 2020.

10. Martianova, A. E. Mathematical Model of the COVID-19 Epidemic / A. E. Martianova, V. Yu. Kuznetsova,
I. M. Azhmukhamedov // Advances in Social Science, Education and Humanities Research. — 2020. — Vol. 486. —
Pesxxum mocryma: https://www.atlantis-press.com/proceedings/rtcov-20/125945667, cBoGoaHbIit. — 3arnaBue ¢ 3KpaHa. —
S13. anrn. (mara obpamenus: 07.10.2022).

11. Maxima, A. Computer Algebra System / A. Maxima. — Pexxum noctymna: https://maxima.sourceforge.io/in-
dex.html, cBoGomHBIH. — 3arnaBue ¢ 3kpaHa. — S3. aHm. (mara oopamienus: 07.10.2022).

References

1. Beyli, N. Matematika v biologii i medicine [Mathematics in Biology and Medicine]. Moscow, MIR Publ.,
1970. 326 p.

2. Kermack, W. O., McKendrick, A. G. A Contribution to the Mathematical Theory of Epidemics. Proceedings
of the Royal Society, 1927, vol. 115, no. A771, pp. 700-721.

3. Edelstein-Keshet, L. Mathematical Models in Biology. Philadelphia, SIAM, 2005. 586 p.

4. Hethcote, H. W. The Mathematics of Infectious Diseases. SIAM Review, 2000, vol. 42, no. 4, pp. 599—653.

5. Fanelli, D., Piazza, F. Analysis and forecast of COVID-19 spreading in China, Italy and France.
arXiv:2003.06031v 1 [q-bio.PE], 12 Mar 2020. Available at: https://arxiv.org/pdf/2003.06031.pdf (accessed
07.10.2022).

6. Piccolomini, E. L., Zama, F. Monitoring Italian COVID-19 spread by an adaptive SEIRD model. medRxiv
preprint, version posted 6 April 2020. Available at: https://www.medrxiv.org/content/10.1101/2020.04.03.20049734v1
(accessed 07.10.2022).

7. Yakusheva, O. A. Matematicheskaya model epidemii likhoradki Ebola [Mathematical model of the Ebola
epidemic]. Elektronnaya bibliotechnaya sistema otkrytogo dostupa "Nauchnyy correspondent” [Electronic library sys-
tem of open access "Scientific correspondent"]. Available at: https://nauchkor.ru/pubs/matematicheskaya-model-epi-
demii-lihoradki-ebola-587d36545f1be77¢40d58cd2 (accessed 07.10.2022).

8. Urakova, K. A, Khrapov, P. V. Matematicheskoe modelirovanie razvitiya epidemii gemorragicheskoy
likhoradki Ebola v Zapadnoy Afiike [Mathematical modeling of the development of the Ebola hemorrhagic fever epi-
demic in West Africa]. Almanakh sovremennoy nauki i obrazovaniya [Almanac of modern science and education].
Available at: https://www.gramota.net/articles/issn_1993-5552 2017 4-5 25.pdf (accessed 07.10.2022).

9. Martyanova A. Ye. Matematicheskaya model epidemii zabolevaniya COVID-19 [Mathematical model of the
COVID-19 disease epidemic]. 64-ya Mezhdunarodnaya nauchnaya konferentsiva AGTU, posvyashchennaya 90-let-
nemu yubileyu so dnya obrazovaniya AGTU. Astrakhan, 20-25 aprelya 2020 goda [64th International Scientific Con-
ference of ASTU, dedicated to the 90th anniversary of ASTU]. Astrakhan, AGTU Publ., 2020.

10. Martyanova A. E., Kuznetsova V. Yu., Azhmukhamedov I. M. Mathematical Model of the COVID-19 Epi-
demic. Advances in Social Science, Education and Humanities Research, 2020, vol. 486. Available at: https://www.at-
lantis-press.com/proceedings/rtcov-20/125945667 (accessed 07.10.2022).

11. Maxima, A. Computer Algebra System. Available at: https://maxima.sourceforge.io/ru/index.html (accessed
07.10.2022).



YIIPABAEHHE B OPTAHHU3AIIHOHHBIX CHCTEMAX

V]IK 51-74

PA3PABOTKA MEXAHU3MA OBOCHOBAHU S BLIBOPA TEXHUUYECKHUX PEIIEHUA
JJISI OBBEKTA HH®PACTPYKTYPBI, IIO3BOJIAIOIIEI'O ONIEHUTHh YPOBEHb
EI0 OCHAIIEHHOCTHU C YYETOM TPEEOBAHUI
MAJIOMOBUWJIBHBIX I'PYIIII HACEJIEHUA
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B nanHo#1 paboTe npeacTaBieH HOBBIN MOAXO0J K PEIICHHIO 33124 OLIEHKH IIPUCTIOCOOTIEHHOCTH 00BEKTOB HEIBH-
JKIMOCTH /ISl MAJIOMOOWIIBHBIX IPYIIIT HACEISHUs. ABTOPOM HpeJCTaBIIeH HOBBII MOIX0/] OLIEHKH JOCTYITHOCTH 00IIIe-
CTBEHHBIX 3aHHUI1 sl MAJIOMOOMIIBHOTO HAaCENIeHHs, KOTOPBIH OTJIMYAeTCsl TeM, YTO YPOBEHb JOCTYITHOCTH OIpeIes-
eTCsl He KOMIUJIEKCHO, KaK B COBPEMEHHBIX METOJIMKaX, a MOAJIEMEHTHO. Beb, Kak IOKa3bIBaeT IPAaKTHKa, OTCYTCTBHE
OJIHOTO 3JIEMEHTa MOXKET CTaTh PEHIAONINM (PaKTOPOM B peanbHOH BO3ZMOXKHOCTH MPUMEHEHHS U HCTIOIb30BaHMs Oar
00BeKTa 4esoBeKOM. [IpoBeneHO0 KOMIUIEKCHOE MCCeoBaHUE (QH3KYIbTYPHO-030POBUTEIFHOTO KOMIIIEKCA, BBIIB-
JICHBI HEJIOCTATKU B KaUECTBE HEOOXOJUMOCTH YCTAHOBKH HEKOTOPBIX 3JIEMEHTOB M OTCYTCTBHS Psi/ia TPEHAKEPOB, UTO
SIBJIICTCSI OCHOBHBIM ITOKa3aTelIeM KadecTBa JOCTYITHOCTH Cpefbl Ul 00BEKTOB CIOpTa. bhin npeanokeHs peKOMeH-
Jall¥ B OTHOLICHHH YJTy4IICHUS ITapaMeTPOB ¢ HU3KOHW KOMILTIEKCHOH OLIEHKOH.

KiroueBbie ciioBa: pa3spaboTka MexaHH3Ma, 00OCHOBAaHHE BBIOOPA, TEXHUYECKHE PELICHUs, MAIOMOOHIIbHbIE
TPYNITBI HACETICHHs, KOMIUIEKCHOE OI[CHHUBaHHE

DEVELOPMENT OF A MECHANISM FOR JUSTIFYING THE CHOICE
OF TECHNICAL SOLUTIONS FOR AN INFRASTRUCTURE FACILITY,
ALLOWING ASSESSING THE LEVEL OF ITS EQUIPMENT, TAKING INTO ACCOUNT
THE REQUIREMENTS OF LOW-MOBILITY GROUPS OF THE POPULATION
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This paper presents a new approach to solving the problems of assessing the fitness of real estate for low-mobility
groups of the population. The author presents a new approach to assessing the accessibility of public buildings for the
low-mobility population, which differs in that the level of accessibility is not determined comprehensively, as in modern
methods, but piecemeal. After all, as practice shows, the absence of one element can become a decisive factor in the
real possibility of using and using the benefits of the object by a person. A comprehensive study of the sports and
recreation complex was conducted, shortcomings were identified as the need to install some elements and the absence
of a number of simulators, which is the main indicator of the quality of accessibility of the environment for sports
facilities. Recommendations were proposed for improving parameters with a low integrated assessment.

Keywords: development of the mechanism, justification of the choice, technical solutions, low-mobility groups
of the population, comprehensive assessment
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Beenenne. OHUM U3 aKTyaJIbHBIX HAIpPaBICHUH HA CETOHAIIHMNA MOMEHT SBIISICTCS Pa3BUTUE JOCTYII-
HOM ropozIcKoit cpesibl uist Beex kKareropuit HacesneHus. C 1990 r. mpou3BosITCsl Hay4YHBIE UCCIIEI0BaHUS B 00-
JIaCTH co31aHKs KOM(OPTHOM rOPOJICKOM Cpe bl st MaoMOOMIIBHBIX Tpyrin Hacenenus (MI'H), a umenHo ap-
XUTEKTYPHO-IUTaHUPOBOUHBIX pelieHuid. Ha ocHOBaHMM MOTy4eHHBIX UCCIIEeA0BaHUI CO3/IaHbl ONIPEACIICHHBIE
HOPMATHBHBIC KOMILICKCHI, TO3BOJIIOIINE 00SCIICYHBATh HEOOXOIUMBbIC TPEOOBaHUSI st (HOPMHUPOBAHUS KOM-
(hopTHOI MHPPACTPYKTYPHI IS JIFONIEH ¢ orpaHmdeHHBIMEU BosMoskHOCTsMEL C 2011 1. B Poccmiickoit ®exnepa-
I OCYIIECTBILIETCS TOCYIapCTBEHHAs MporpamMma «JlocTyrHas cpeziay, OCBSIIEeHHas HPOSKTHPOBAHUIO Oe3-
GapeepHoit roposckoit cperpt ast MITH. K 2025 1. mmanupyeTcest 00yCTpouTh 00BEKTH HHKCHEPHOH, COIHAITb-
HOM ¥ TpaHCTIOPTHOH MH(PACTPYKTYPhI B IPOIIEHTHOM COOTHOIICHUH 110 61,8 %.

Muorue GpyHIaMeHTaIbHbIE TEOPETHIECKUE TPY/IBI IIOCBAIIECHBI IpoOIeMaM 00ecIedeH s JOCTYITHON
Cpenbl Ul MHBAJIUIOB. Pe3ylbTaThl M BBIBOJABI UCCIEIOBAHUS CYLIHOCTH, COAEPXKAHUSI U OCOOCHHOCTEH
obecrnieyeHusl IOCTYIHOM CpeJibl JJIsi MAIOMOOHIIBHBIX IPYIIIT HAcENeHHs OIMcaHbl B paboTax Gpuiiocodos,
COIIMOJIOTOB, OPTaHU3aTOPOB, IKOHOMHUCTOB U MpakTUKOB ynpaeieHus: A.B. [Ileronesoii, A.A. CanbHUKO-
Bo#t, O.A. Hukudoposa, C.M. Mouanuna, K.23. Cadponosa, O.Il. Konsimeroii, C.B. Kanomunoii,
C.A. Cazonosotit, E.A. TTonysHoBoi, C.C. CMopoaunoBoii, M.A. Cemenkunoii, H.A. Mykosaunoii, P.B. Hu-
konaeBoii, JL.D. Cynranoroii, A.B. Urnatosa, /I.B. JIoobruera, JLI'. Babenko, B.H. ApmeiickoBa, A.M. bo-
rocnoBeHko, E.B. Iogmunuackoit, M.A. Tanckoi, T.C. KydepoBosoii [1-10]. Ho, kak nmoka3siBaeT mpax-
THKa, MHOTHE OOBEKTHI IPaIOCTPONTENHCTBA, HECMOTPS Ha 3asBJICHHOE 00ECTICUCHHE, HE SIBIISTFOTCS OCTYII-
HBIMH B TIOJTHOH Mepe u1st MI'H. OT1o cBsi3aHO ¢ TeM, YTO P NPOSKTUPOBAHUN OOBEKTOB HH(PPACTPYKTYPHI
OTCYTCTBYET METO/IMKa KOMIUICKCHOM OLIEHKH Ba)KHOCTH IPHOOPETEHNS (HAIMIMS ) TEX MM MHBIX 3JIEMEHTOB
JUTSL KOHKPETHOTO OOBEKTa TOPOJICKON CpEebl, BIUAIOMNX Ha ypoBeHb KoMdopTHOCcTH o0bekTa st MI'H
HaceleHus B 1e1oM. [Topoii oTcyTcTBHE KaKOro-TO OJTHOTO AJIEMEHTA JOCTYIHOW Cpelibl JieflaeT HEBO3MOX-
HBIM €€ McIoyb30Banue it 1enoi rpynmnsl MI'H. K ManoMoOnisHOMY HaceneHHIO OTHOCSATCS MHBAJIUIBI-
KOJISICOYHHUKH, MHBAIHIBI C HAPYIIEHHEM OIIOPHO-ABUTATEIFHOTO alrapaTa, HHBANKIbI 110 3PEHHUIO (CIIeIbIe
1 CIIaboBHISIINE), MTHBAIUIBI 110 CIyXY (TIIyXHe U CIaboCIIbIIIalIne), JIF0IU C BDEMEHHBIM HapyIISHUEM 310~
POBBS, OepeMEHHBIE JKSHIIIHBI, JIFOAX MPEKJIOHHOTO BO3PACTa, JTIOIH C IETCKUMHU KOJISICKaMHU.

OCHOBHOM 3aia4yell JaHHOTO HCCIIEOBaHMA SBISIETCS pa3pabOTKa HOBOTO ITOJXOAa, OCHOBAHHOTIO
Ha MPUMEHEHHH CIIELHANbHBIX HH()OPMAIIMOHHBIX TEXHOJIOTHH (MEXaHM3MOB), HAIIPABJIEHHOTO Ha OL[CHH-
BaHKE IPaJJOCTPOUTEILHOTO 00BEKTA C TIO3UIIUH CTETICHH YIOBJIETBOPEHHOCTH YPOBHEM €TI0 OCHAIIIEHHOCTH
3JIeMEHTaMHU «1ocTynHOH cpensi» MI'H. JlaHHBII I01X0/1 TO3BOJIUT HA OCHOBE KOMIUICKCHOT'O OIIEHUBAHMS
TPaIOCTPOUTENHFHOTO 00BEKTa C TTO3HIMH CTEIICHN YAOBIETBOPEHHOCTH YPOBHEM €T0 OCHAIIIEHHOCTH 3JIe-
MEHTaMHU «JIOCTYIHOW CpenbD» NPUHUMATH YIPaBICHUYECKHE PEIICHUS CIIeNUaliCTaM, HalpaBJeHHbIC
Ha YJIy4IlIeHHE €€ SKCIUTyaTallMOHHBIX CBOMCTB, YTO ITOBBICUT YPOBEHb KOM(OPTHOCTH MPOKUBAHMS JTFOICH.
[pennoxeHHbIH TOIX0]1 TTIO3BOIUT 3()(PEKTUBHO PEaTU30BEIBAThH YIIPABICHIECKHE PENICHHUS 110 BOIPOCaM
(hopMupoBaHHUs U JanbHEHIeTo obecnedeHust JocTymHOH cpeabl 1t MI'H Ha ocHOBE pHHIMIIA «pa3yM-
HOTO TpucnocoOiIeHns». B paMkax MpemIokeHHOTO IMOAX0Aa HEOOXOAMMO OOBEKT TPaJoCTPOUTEIHCTBA
paccMOTpeTh KaK CHCTEMY «IOCTYITHOM CPebl», MOIPa3AeSIONIyIOCcs Ha €€ KOMIIOHEHTHI ¥ QJIEMEHTHI. JTO
MO3BOJIUT KOMIUIEKCHO OIICHHTHh COOTBETCTBHE OOBEKTa COIMANBLHONH MH(MPACTPYKTYPHl KPUTEPUAM JI0-
CTYITHOCTH, 0€30MacHOCTH, HH()OPMATHBHOCTH M KOM(OPTHOCTH, OOECIEUUTh MEphI MPEIyIpexKTCHUI
MPUYMHEHUS Bpeia Ipu GOpPMHUPOBAaHHUH U JaNbHEHIIEM 00eceueHIH JOCTYITHON CPE/IbI.

Onucanne npoueaypsl 000CHOBAHUSA BbIOOPA TEXHHYECKHUX pelleHUIH 00beKTa HHPPACTPYK-
TyPpbl, I03BOJIAIIONIEr0 OLCHUTh YPOBEHb €r0 OCHAIICHHOCTH ¢ yueToM Tpedosanuii MI'H. Ha nepso-
HavyaJlbHOM 3Talle HeoOXOJIMMO BHIOpaTh 0OBEKT MccienoBaHus. B naHHO# pabore B KayecTBe 0OBEKTa
UccieI0BaHus BBIOpaH (GU3KyJIbTYpHO-030poBHUTENBHBIN KoMIuieke (POK), pacronoxeHHbIH Ha TeppH-
topuu [lepmckoro kpas (puc. 1).
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Pucynok 1 — IIpoekT Gpu3KyIbTypHO-03I0POBHUTEIEHOTO KoMIUIekca B [lepMckoM kpae

Ha cnenyromem sTame HeoOXoauMo mpoBecTr aHanu3 npoekra @OK, mpeacTaBuTh ero B KadecTBe
CHCTEMBI, BKIIFOYAIOIIEH B ce0s1 KOMIIOHCHTHI M AJIEMEHTHI, IIPEICTABILIIONINE CO00H HEOOXOAUMBIC TIPH-
crocoOJIeHUs U 000pyAOBaHHE, COOTBETCTBYIOIIEE TPEOOBAHUAM «IOCTYITHAS CPENIay, TOCTPOUTh TaHHYIO
CHCTEMY KaK MOJIEJIb C IEPEBOM KPUTEPHEB.

3areM HEOOXOJMMO BBHIIIOJIHUTH OLIEHKY HAJINYUS U YPOBHS OCHALEHHOCTH HCCIIEyeMOro o0bekTa
3TUMHU ieMeHTaMu B cooTBeTcTBUU co CIT 59.13330.2020 «/locTymHOCTh 37aHH U COOPYKESHHIA 11 Ma-
JIOMOOWJIBHBIX TPYIIT HaceNeHus ». JJaHHYIO0 OLIeHKY HE00OXOIUMO ITPOBOANTH CIEAYIOIIMM 00pa3oM:

® [POAHAJM3MPOBATH IPYIIHI MAJIOMOOMIEHOTO HACEICHHUS U BBIICIUTH MOTPEOHOCTH B OCHOBHBIX
aneMeHTax «moctynHoit cpeap» st ®OK u comoctaButh ux ¢ TpeboBammsmu CII 59.13330.2020
«locTyImHOCTD 3aHUH U COOPYKCHUHN JIJIsI MATIOMOOHIIBHBIX TPYITI HACCICHUS »;

® [IPOBECTH COLMOJIOIMUYECKUIN OmMpoc oAel, oTHocAmuxcst K MI'H u sBnsromuxcst moceTUuTeasiMu
marHoro @OK Ha mpenMeT ymoBIETBOPEHHOCTH YPOBHEM 00ECIEUCHHOCTH O0OBEKTa IPHUCIIOCOOICHUSMH
1 000pyIOBaHUEM;

® TMPOBECTH KOMIUICKCHOE OICHWBAaHHE OOBEKTa W CHOPMHUPOBATH PEKOMEHMAINH IO YITyUIICHHIO
kauecTBa npedbiBanus MI'H B ucciienyeMoM oObeKTe.

C uenbio peanu3anuy MpeaioKeHHOro M0IX0/ia He00X0AuMo pa3padoraTh npouenypy (MexaHu3m)
KOMIIJIEKCHOTO OIIEHHBAHHSA, PE3YJITATOM KOTOPOH OyIyT PeKOMEHIAINH 0 MPHHATHIO YIPABICHYECKUX
pelIeHni Ha OCHOBE MOJIEIMPOBAHUS PEANOUYTEHUN CyObeKTOB, oTHOCsAXxcs kK MI'H. Cxema o6paboTku
uH(OpMaIMK TPU KOMIUIEKCHOM OIIEHMBaHHH NPEACTABIICHA HA PUCYHKE 2.

 MuoxecTBO anbTepHaTHB (0OBEKTOB)

HpCI[CTaBJ'I}IeMOC MHOKECTBO aJIbTEPHATUB
(00BeKTOB)

o
X apakTepUCTUKU ANbTEPHATHB (0OBEKTOB)

_~MckycCTBEHHBIN HHTENIEKT

Pedmexcust
\" 2-ro panra

FL Buemnaue yci10BuUA J

PamxxupoBaHHbBIHN psizt

—_— _— \PC(I)J'ICKCI/IFI
1.
CybnexT IO paHra

—

) 4

Pucynok 2 — Cxema 06paboTku nHdopmaiuu cyobeKToM BeIOOpa

JlaHHBII MEXaHU3M KOMIUICKCHOTO OIICHUBAHHS JIOJKCH 00J1a1aTh IPUHIIAIIAM HEMaHUITYJIHPYEMO-
CTH pe3yJipTaTaMu. J{Jst 3TOTO0 1Iesiecoo0pa3Ho CHavaia MOCTPOUTh MOAETH NMPEANOYTeHNI CyObheKTa BhI-
60pa, a y)xe IMOTOM OCYIIECTBISTH MPOLECC PAH)KUPOBAHMS 1 KBAHTHPOBAHUS XapaKTEPUCTUK HCCIIETye-
Moro oobekTa. [Iporecc mocTpoeHuss MOAETH PEANOYTSHHI MpeacTaBieH Ha pucynke 3. [Ipemmaraembrit
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MeXaHHU3M JIOJDKEH OBITh OCHAIICH BO3MOXXHOCTHIO KOMIICKCHOTO OIEHHBAHUS MTapaMeTPOB Pa3BUTHS KakK
HCCIIeyeMOi CHCTEMBI B LIEJIOM, TaK U ¢ OTAEIBHOTO 31eMeHTa. [103ToMy Ha IepBOHAYaIbHOM 3Tare Heoo-
XOAMMO OLIEHHUTH KaXKIIBIH 3JIEMEHT CHCTEMBL, a Y’Ke 3aTeM OTIPEACIUTH CTENICHB €T0 BIMSHHSA Ha KOMIUICKC-
HYIO OIIEHKY Bceil cucteMbl. C 3TOH IeNbio MpolieIypa KOMIDIEKCHOH OIIEHKHU JTOJDKHA CTPOUTHCS HA OCHOBE
JIMHEWHOW M MaTpU4HOM cBepTKax. IlocnenoBaTenbHOCTh BHIIOIHEHUS! KOMIUIEKCHOTO OLIEHUBAHMSA B IIPO-
rpaMMHOM KoMIuiekce «J[xo0c-/Iekon», OCHOBaHHOTO Ha IMHEHHOM CBEpPTKE, MPECTABIICHA HA PUCYHKaX 3.

Br100p xapakTepucTHK 00BEKTa IpeIMETHOM o0nacTn

%

CO3,I[aHI/Ie @aBOBO-KBaJII/IMeTpI/I‘ICCKOI\/’I CHUCTEMbI KOOpAWHAT AJId KaXKaoi XapaKTCPUCTUKHN

%

IlosranHoe MOCTPOCHUC CepTI/I(l)I/IKaTa q)yHKIII/II/I MPpUBCACHUSA Ka)KILOﬁ XapaKTCPpUCTUKHU 00BeKTa

DopMUpPOBaHHIE HEPAPXMUECKOTO OMHAPHOTO JepeBa KPUTEPHEB
M3 YCTAHOBICHHOTO HA00pa XapaKTEPUCTUK

BrruncieHrne KOMILIEKCHBIX OLICHOK KPpUTCPHUCB

Pucynok 3 — ITocnenoBaTeIbHOCTD BBIMOJHEHUS KOMILICKCHOTO OI[CHUBAHHS OOBEKTOB B MPOrPAMMHOM KOMILICKCE
«/Ixxo0c-JlekoH

[Noce BBIONHEHNS MTPOLEAYPHI KOMIUIEKCHOTO OLICHWBAHMS, OCHOBAHHOTO Ha JMHEHHOW CBEpPTKE,
MOJYYUM OLEHKY Ka)KJJOTO JJIEMEHTA B 3aBUCHMOCTH OT €TO CTEIIEHU BaXKHOCTH JIJII KOHKPETHOTO OOBEKTa
HeBIKUMOcTH. [Toce uero ocyniecTBIM KOMIUIEKCHOE OLIEHHBAaHHE BCEH CHCTEMBI M OTIPEIEIINM, KaKue
3JIEMEHTHI B OOJIBIIIEH CTeeHH 00ECIEYNBAIOT €€ pa3BUTHE.

[TocnenoBaTebHOCTD  BBIMOJIHEHNS! KOMIUIEKCHOTO OLICHMBAHHMSA B IIPOTPAMMHOM KOMILIEKCE
«Jlexon-Tabi», OCHOBaHHOTO HAa MAaTPUYHOI CBEpPTKE, IPE/ICTABICHA HA PUCYHKE 4.

OnpezleneHI/Ie KOJIMYECTBA KPUTEPUECB C LEIJIBIO ITOCTPOCHUA ICPEBA-CBEPTKU

é

IToctpoeHue Mojenu n1epeBa-CBEPTKI

<

HOCTpO@HI/Ie 1 3al10JITHCHUC MATPUIL] CBEPTKU C YIYCTOM SKCHCPTHBIX MHCHHUH
W CTaTHYCCKHUX JTAHHBIX

$

3arnosHeHne (QYHKLUH CBEPTKH C TIOMOIIBIO KOMIIJIEKCHBIX OLIEHOK, MOJTy4eHHBIX B «J[00c-/lexony

A

AHaau3 KOMIUIEKCHOM OLICHKU pU IOMOIIN (byHKIII/Iﬁ YYBCTBUTCIIbBHOCTU KPUTCPHCB

Pucynok 4 — Iocneq0BaTeIbHOCTD BBIMOIHEHHST KOMIUIEKCHOTO OLICHUBAHUSI OOBEKTOB B IIPOrPaMMHOM KOMILIEKCE
«JlexoH-Tabm»

IMocTpoenue npoueayps! 000CHOBAHNS BbIOOPA TEXHUYECKHUX pellleHuil 00beKTa HHPPACTPYK-
Typbl, NO3BOJISIIOLIET0 OLIECHUTH YPOBEHb €ro OCHAIIEeHHOCTH ¢ yyeToM Tpedoanmuii MI'H. Ha cero-
JHAIIHUN 1eHb B Poccuiickoi denepanny cyimecTByeT OrpOMHOE KOIMYECTBO NpensaTcTBuil 1yt MI'H mpu
MMOCCHICHUN CIIOPTUBHBIX 06T)CKTOB, CUHUTAOIIUXCA COOTBETCTBYHOIIUMU Tpe6OBaHI/I5IM «JIOCTyHHOﬁ
cpens». PaccMoTpumM paboTy mpemioKeHHOTO MOIX04a Ha KOHKPETHOM IpuMepe. B kauecTBe cHCTEMBI
pPaccMOTpUM OOBEKT, TIPEACTABISIONNI cO00# PU3KYTBTYPHO-03I0pPOBUTENHHBIA KOMILIEKC, HEJABHO BBE-
JICHHBIH B 3KCIUTyaTalHIo Ha Teppuropun [lepMckoro kpas, ¥ OLEHUM €ro Ha NpeAMET JOCTYIHOCTH.

st mocTpoeHus nporeaypbl KOMIUIEKCHOTO OLIEHHBAHMS BBIOPaHHBIN 00BEKT OyaeM HCCIe/10BaTh
IO OTIPEJIETICHHBIM KPUTEPHSM (XapaKTepHCTHKaM), BEISIBICHHBIM B X0J1€ aHAJIM3a HOPMAaTHBHON JJOKyMEH-
TallMU ¥ BU3YaJIbHOTO OCMOTpA 3/1aHHS M yKa3aHHBIM B Tabnuie 1.
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Tabmuma 1 — Kputepun @OK c yuetom tpebosanmuit MI'H

Hme-
OGo3Hauenne . Hme- eTcst OteyT- KomniexkcHas oneHka
Kpurepuii ®OK y !
KpHTepHust eTcst ya- CTBYeT KpUTepHs
CTHYHO
X, 3ByKOBasi CUTHAIM3ALUs 3,77 (oTmM4HO)
X, 3uaku s MTTH 3,83 (oTim4HO)
I1-o6pa3zHble pydxn
X5 P pyq + 4,0 (oTIMYHO)
Ha JBepsX
CaHHTapHO-OBITOBBIE
X, P + 3,96 (oTauuHO)
TIOMEIIECHHS
Konecoor6oiinnku
X5 IS IPeIOTBPALCHUS + 4,0 (oTIIMYHO)
CKOJIbKEHHUSI
x 30HEI OT/IBIXA B OOIIECTBEH- " 1,0 (reynoBieTBOpH-
6 HBIX MECTax TEIJILHO)
X5 Toxbemuble naaTHOPMBI + 3,65 (0TJIMYHO)
Xg ITapxoBka Juis HHBaIUIOB + 3,74 (oTHM4HO)
Xq [Topy4Hu Ha necTHULIAX + 4,0 (oTH4HO)
Ianmxycel 1 (11K1) IOABEM-
X0 Ay ( 0) A + 2,89 (xopomio)
HBIE yCTpOiicTBa
Pannomasiku Juist ciienbix
X3 A A + 3,61 (oTiIM4HO)
U C1a0OBHASIIINX
X 3onsl it MI'H + 2,34 (ymoBIeTBOpH-
14 B CIIOPTHBHOM 3aJle TEJILHO)
X Obopynosanue aust MI'H + + 1,43 (meynoBneTBOpH-
15 B TPEHAKEPHOM 3a1Ie TENLHO)

Ha ocHoBe BbIsiBIIEHHBIX KpuTepueB nocrpoum cuctemy «®@OK» B hopme nepeBa kputepres, B COBO-
KyIHOCTH ()OPMUPYIOIMX YPOBEHb JAOCTYIHOCTH cpebl (puc. 5). Kaxplil 3 KputepueB cBOpaunBaeTcs
MONapHO, 00pa3ysl HOBBIH COBOKYITHBINA KPUTEPHUIL.

KomdoptHocTE
npe6biBaHMA Ha
obbekTe

KavecTBO
061eCTBEHHbIX U
CMOPTUBHBIX 30H

KauecTBO chyHKUMIA
onoBelleHUs

YpoBeHb
obycTpoicTBa
06LeCTBEHHbIX
30H

YpoBeHb
onoBeleHns

Papuomasiku
ANA cnenkix v
crnaGoBUMOALMX,

YpoBeHb
OCHaIEeHNs
BHYTPEHHUX
NOMEeLEeHWIA

KomcpopTHOCTE
obbekTa ¢OK ons

MrH

YnobcTBO
nepefBWKEeHUA
BHYTpH

obLekta

YpobcTBO
nepeaBmKeHNsA

KomcpopTHOCTE
nepenBImKeHUA

OcHalleHHOCTE
BCromMoraTeseHeIMA
2nemMeHTaMu

Mopy4HKn Ha
necTHULIAaX

YpobcTBo
nepefBVEeHNs B
06LecTBEHHbIX
30HaxX

30HbI
oTabIxa B
pOLLeCTBEHHbI
mecTax

30HL!I ANA
MrH e

CMNOPTUEBHOM

3ane

M-obpa3Hbie

CaHuTapHo-
GLiToBLIE
nomelLeHus

Koneco
OTOOMHMKM

3ByKoBasA MoabemHLIe

PY4Ku Ha MapkoBeka

CUrHanu3aums nnatgopmMel

Pucynok 5 — IocneqoBaTeIbHOCTD BBIMOIHEHHST KOMIUIEKCHOTO OLICHUBAHUSI OOBEKTOB B IIPOrPaMMHOM KOMILIEKCE
«JlexoH-Taom»

W3 tabmuter 1, momydyenHoi B xoae oocnenoBanns @OK, MokHO caenaTh BBIBOJ, YTO 0OBEKT B 60JIb-
me crenenn npucrnocooneH st MI'H. OgHako, 9ToObI TOHATH, HACKOJBKO DJIEMEHTHI BIMSIOT Ha Kade-
CTBO CHCTEMBI, HEOOXOMMO KaXK]IbIH AJIEMEHT OLIEHUTh HHINBUIYalbHO. J{J1s1 3TOT0 HE0OX0IMMO oTpe/ie-
JIUTH KOMIUIEKCHBIC OLEHKU KaXIOTO U3 KpUTepueB Ta0dmuibl 1. Kax bl prBeICHHBIH KPUTEPUA UMEET
CBOM XapaKTEPHCTUKU M MHTEPBAIIBI BAPbUPOBAHUS B ()a30BOM ((PH3MUECKOM) MPOCTPAHCTBE B COOTBET-
CTBUU C TEXHUUECKHUM IaCIOPTOM.
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JJ1s moCTpOoeHUsT MOAETH KOMIUIEKCHOTO OLIEHMBAHUS, OCHOBAHHOTO Ha JIMHEHHOU CBEpTKE, HE00X0-
JIIMO OTIPE/ICINTH B3BEIICHHBIC KOO PHUIIMSHTHI AJIS THX XapaKTEPUCTUK. DTO MO3BOIHT ONPEACTHTH CTe-
TICHb BAYKHOCTH Ka)KIOT0 JIEMEHTa B CHCTEME C TIO3UIINH 3aWHTEPECOBAHHBIX JINTL. 1151 3TOTO MOXHO TIpO-
BECTH COIMOJIOTHICCKUNA OIPOC, KOTOPHIN IMTO3BOJUT OMPEICTUTh HA OCHOBE CTATHCTUIECKOI 00paboTKu
Pe3yIbTaTOB B3BEUICHHBIE KOY(D(UITMESHTHI AT KAXKIOTO dJIEMEHTa M IPOPAaHKUPOBaTh UX. B kadecTse pe-
CIOH/ICHTOB OBUTH NPUHSATHI moceTuTenu nanHoro ®OK, B cocTaB KOTOphIX Takke BxoasT MI'H.

J1st mpuMepa MoCTpoeHHsI MOJIETN KOMIUIEKCHON OLIEHKM KOHKPETHOTO KPUTEpHsl, BO3bMEM KpHTe-
puil «3ByKOBasi CUTHAJIM3ALIHS:

1. 3agaauM HauMEHOBAaHHME KPUTEPHS U OTIPEAEITUM OCHOBHBIC XapaKTEPUCTHKH (pHC. 6).

HanmeHoEaHHE NPpegMETHOH 06NACTH:

ZEYHOBEA CHIHEMNWIAUMA

= XapaxTepHcTHKM OEBeNTOR NPEAMETHON 08NacTh -

[ 1 | Knonka Bsl30Ba B CAHHTAPHO-50I TOBLIX NOMEULEHAAX (B #IMEPEsHA” YC.80 )

13
£
x

("2 | CucTema geyCTOpOHHE!H CEASM C AMCNETUSDOM B JAMKKYTEIX NPOCTPAHCTEAX (E0 WIMEDSHNA yT e )

13
£
o

L]
%
x

("3 ) YeTpoiicTeo aBapHiiHON CHIHANWZALN (20, MIMERSHIR: Yo 80 )

13
£
o

( .ﬁ':.AsapuiHoe OCEEULEHNE (B0 MIMEpE=HAT T8
Pucynok 6 — Brei0op 0CHOBHBIX XapakTepucTHK 00bekTa ainst MI'H

2. Ha cnenyromeM sTane Ha OCHOBE HOpMAaTUBHBIX AoKyMeHTOB [CII] u yuera mpeanodreHuil 3auH-
TepecoBaHHbIX JHL (pecrioraeHToB @OK) moctponM (GyHKIUHM MpUBEAEHUS I KQKI0H BHIOPAaHHOH Xa-
paktepucTuky. OYHKIMN TPHUBEACHUS IO3BOJITIOT IEPEBECTH (M3MUCCKHE 3HAYCHUS XapaKTEPHUCTHK
B KBAJINMETPUYECKOE ITPOCTPAHCTBO C MHTEPBAIIOM OT | 110 4, T1ie | — HeYIOBIETBOPUTEIHHO, 2 — yIOBIIE-
TBOPHTEINBHO, 3 — Xopomo u 4 — otinuyHo. Ha pucynke 7 npencrasieHa GpyHKINS MPUBEACHUS I KOMIIO-
HeHTa «CucTema IByCTOPOHHEH CBSI3H € TUCTICTYEPOM B 3aMKHYTHIX IIPOCTPAHCTBAX», TAE «IIOJIHOE OTCYT-
CTBHE CHCTEMBI JBYCTOPOHHEW CBS3M» — OLCHKA |, HaJIWYMe IBYCTOPOHHEH CBS3M TOJBKO B JH(pTE —
OLIeHKa 2, HAJIMYUe JBYCTOPOHHEW CBs3M B JH(TE M pa3leBajKkax — OLEHKA 3, HAIMYUE JBYCTOPOHHEH
CBSI3M BO BCEX 3aMKHYTBIX IMIOMEIIECHISIX — OlleHKa 4. [ Bcex KpUTepueB, MPeACTaBICHHBIX HAa PUCYHKE 5,
CTPOSITCS aHAIOTHYHBIE (YHKIIHUH.

DYHKUWA NPUELSOSHUA ONA XapaKkTepUCTHEH 0fbeKToB

CHMoTEME .'.E..'G_ﬁﬂ:——i-" CEA3W C AMCNETUYEPOM B 3AMEHYTHIX NPOCTPaHCTERX

OumcTHTs rpadie

]

1 13 1.8 19 22 25 28 31 34 37 4

EOMHHLE HE3MEDEHAR YT

i

PHCyHOK 7 - (DyHKIII/ISI NPpUBEACHUA IJIs1 KOMIIOHEHTA «Cucrema HByCTOpOHHeﬁ CBA3H C JUCIIETUCPOM B 3aMKHYTBIX
IIPOCTPAHCTBAX»

3. Jlanee, Ha OCHOBE CTATUCTUYECKUX JIAHHBIX, TO3BOJISIFOIINX OMPEIEIIUTH CTEIIEHb BAYKHOCTH KaxK-
JIOTO 3JIEMEHTa, BEICTpAaUBaeM IPOLEAYPY PAHKUPOBaHUA (pHUC. 8) U ompesaessieM B3BEIICHHBIE KOd(hhu-
IIUEHTH B MOJIENTH KOMITJIEKCHOTO orleHuBanus (puc. 9). CreneHb BAXKHOCTH KXKIOTO dJIEMEHTa Ompe/ie-
ssieM B mkaite ot 0 go 10 6amios.
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|2 PaHmnpoEaHie X3DAKTEPMCTHE 1-10 u E

® @

Pucynok 8 — PamxupoBaHne XapaKTepHCTHK KPUTEPHS

&) KBaHTHPOBAHHE XADAKTEDHCTHK ~

4 024
3 o2
2 024

1 joz7

o TRTT 1
Pucynok 9 — Onpenenenue B3BEMIEHHBIX KOA(PPHUINEHTOB XapaKTEPUCTHK

Ha nanHOM 3Tame MOXHO CUMTaTh, YTO IpOIelypa MOCTPOCHUS MOJENIH KOMIUIEKCHOM OICHKH
JUTsI TIEpBOTO KpuTepus 3akoHueHa (puc. 10). J{anee BBOJUM MoouepeIHO peanbHbIE 3HAUCHUSI XapaKTepHu-
CTHK KaXJIOT0 KPUTEpHUs U MOJIydaeM €ro KOMIUIEKCHYIO olleHKy. KoMIuiekcHas oneHka Kputepusi «3By-
KOBasi CUTHAJIM3aIUe» paBHa 3,77, 4TO MHTEPIPETUpYETCs KakK «OTIuYHO». [locTpoeHue mozpenei Kom-
IUIEKCHOTO OLCHUBAHUS BCEX OCTAIBHBIX KPUTEPHUEB 00BEKTA IPOBOANUTCS aHAJIOTHYHO, ITOJIHBIN NTepeyeHb
KOMIUIEKCHBIX OLICHOK ITPECTaBIICH O3JIEMEHTHO B Tadiuue 1.

A D6BEKTE NpeaMEeTHOH 06RECTH P
| | -/‘—;w;'e'n'
4
2 ) ) 7 yeen
3 )7 lyeen
47 lyeen
4
i KoMNNEKCHAA DLEHKE A
'3..-—
1 R 4

Prcynok 10 — KoMmiekcHast olieHKa KpUTEepHs «3BYKOBasi CHTHATH3AIIHS)

CrietytoIuM IIaroM He0OXOANMO OLCHUTh YPOBEHb KayeCTBa SKCIUTyaTallii YeJIOBEKOM COBOKYII-
HOCTH BCEX MEPEUUCIICHHBIX AIEMEHTOB B 00bekTe. J[isi 3TOro mocTporM MoJielib KOMILUIEKCHOTO OICHH-
BaHMs B IPOrPaMMHOM KoMIutekce «JlekoH-Tabm», B OCHOBE KOTOPOTO JISKUT MEXaHU3M MaTPHUYHBIX CBEP-
Tok [11]. CymectByer 12 6a30BBIX MaTpHIL, MO3BOJIIIOIINX ONUCATH JIFOOYI0 cuTyaruio (Tabda. 2).



54 CASPIAN JOURNAL: Control and High Technologies, 2022, 4 (60)

Tabnuua 2 — bazoBble MaTpuUIlbl ¥ MX HHTEPIIPETALNT

IMoaaep:kka pa3BUTHsI 000UX KPUTEPHEB

PaBHONIpaBHOE pa3BUTHE KPUTEPUEB A MTTIEE
X1 = ‘>>J:>}(If\<ﬂ e
NEIEE ==
30321 =20
2020211 2
1)1 ]1]1
X2 4 3 2 1
[Ipuopurer nepBoro Kpurepus
X1
414132
33132
21212 |2
1)1 ]1]1
X2
[IpuopuTer BTOPOro KpUTEPHUst
X1
4131211
413121
313121
21212]1
X2

l'[om(ep;mca PAa3SBUTHHA XOTH ObI OTHOT O KpUTECpus

PaBHOHpaBHOC Ppa3sBUTHUE KPUTEPUEB

X1
4141413
413133
4131212
4131211
X2
[Ipuoputer nepBoro kpurepus
X1
44|44
313[3]3
312122
3121 ]1
X2
[Ipuopurer BTOpOro Kputrepus
X1
413133
NEFE =
413211 l‘JﬂJ’,"‘[I\U 12
3 (CCARI E
413121 Tl
X2 e
Ioanepxka pa3BUTHS 000MX KPUTEPHEB ¢ KOMIIPOMHCCOM HA OIHOT'0 M3 HUX
[TepBoro & e
- élll}} 7
41333 ==
313[2]2
2121211
1|1 [1]1
X2
Broporo
X1
41312101
313[2]1
312121
312111

X2
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Ilpodonxcenue mabauyor 2

JIro6oro
X1
4131313
313122
312121
30211
X2

CriefytoIM [IaroM BHECEM pealibHbIC 3HAYECHHSI KOMIUIEKCHBIX OLICHOK Ka)JOTO KPUTEPHs, IIOITy-
YEHHBIX B POTPaMMHOM KoMIutekce «Jxxo0c-Jlexony» (puc. 11).

|1&2&3&4&5&5&?“3&9&10&11&12&13
w1 |><2 |><3 |><4 |><5 |><5 |><? |><a |><9 |><1n |><11 |><12 |><13|

Pucynok 11 — JlepeBo-cBepTKa MOAEIH KOMIUICKCHOTO OLIEHUBAHUS

1. Tlocme mocTpoeHus aepeBa MOAXOINM KO BTOPOMY 3TaITy ITOCTPOSHHSI MOJEIH — IIOCTPOSHHUE Mart-
PHII CBEPTKH.

Paz6epem cBopaunBanue MaTpull Ha mpuMepe MaTpunbs M (kompopTHOCTS 00bekTa POK 1t MI'H).
Y naHHOW MaTpUIBI €CTh J1Ba KPUTEpHs: KOM(OPTHOCTh MEPEABMKEHUSA U KOM(DOPTHOCTH MpeOBIBAaHU
Ha 00beKTe. MaTpuiia 3aMoIHIEeTCS C yYeTOM 3KCIIEPTHRIX MHEHHH (CTaTUCTUYECKUX AaHHBIX). {71 Hanbo-
Jiee 6JIaroNPHUATHBIX YCIOBUHA HAM HEOOXOIMMO yBelndeHue 000ux KpuTepues. [loaTomy 3amonHsemM MaT-
PHIIBI caexyronmM oopasoM (puc. 12).
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Pucynoxk 12 — Marpuna cBepTku BepIIuHbl M
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Jus Bepmuma M1 1— M1 5 mMaTpunsl OyayT 3aIl0IHATECS, Kak YKa3aHo Ha pucyHke 12. Takoe 3amod-
HEHHE MaTpHIl 00YCIOBIEHO CTATUCTHIECKUMH JaHHBIMU.

Oyrxnus cBepTkH. OyHKIMS CBEPTKH HEOOXOIMMA IS MOTYYCHHSI KOMIIIEKCHON OLICHKH MOJICIH.
B mone kpurepunes 3amonHseM TabumdaHyo ¢opmy. [lomydaem 3HaYeHUS] CBEPTKH KPHTEPHEB, KOTOPHIC
YKa3bIBAIOTCS Y MaTPHI] CBEPTKH.

U3 pe3yapTaToB BEIYUCICHUH BUIHO, YTO KOMIUIEKCHAS OLIEHKA, OIMCHIBArONIast KOM(YOPTHOCTH 00b-
exta qya MI'H, paBna 1,43. D10 mokassIBaeT ero tekyiee cocrossuue. Ha ceropusmuuii Moment ®OK
HE Pa3BUT [10 HEKOTOPBIM MOKA3aTENISIM.

[Janee Mbl mpoananusupyem nyTu yayunienus npoekra @OK ¢ yuerom tpedosanuit MI'H, ¢ momo-
IIBIO MCTIOJIB30BAHUSI HHCTPYMEHTAIBHBIX CPEJCTB IPOrpaMMHOT0 KoMIuiekca «JlexoH-Tabm», mo3Boisto-
KX IPOaHAIM3UPOBaTh QYHKIMK YyBCTBUTENbHOCTH. Ha pucynke 13 npeacraBieHsl (yHKINH 9yBCTBU-
TENBHOCTU KPUTEPUEB, KOTOPBIMU MOKHO YIIPABIISATh.
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Kpurepwii «30ns1 aist MI'H B ciopTiBHOM 3a7e» Kpurepuii «Paguomasku Juis cIenbiX 1 c1aboBUASIIINX)

Prcynok 13 — OyHKINS 9yBCTBUTEIBHOCTH KPUTEPUEB, KOTOPHIMH MOKHO YIIPABIISTh

Ha ocHoBe mprMeHEeHNS JaHHOTO MEXaHM3Ma MOXHO CAETaTh CIeIyIoNie PeKOMEHJAIINY B OTHOIIIE-
HUH yITy4IIeHUs TaHHBIX KpuTepues (puc. 14):

1. Kpurepuit «O6opynoBanne 1is MI'H B TpeHa)KepHOM 3ajie»: TIepeocHaIleHIe TPEHaKEPHOTO 3a1a
¢ yaeTom TpeboBaumit 1t MI'H 3a cueT ycTaHOBKH CIeIHAIN3UPOBAHHOTO TPEHAXKEPHOTO 000PYIOBAHHS.

2. Kpurepuii «30HBI OT/ABIXa B OOIIECTBEHHBIX MECTaX»: YCTPOUCTBO MECT OTABIXa HA TEPPUTOPHU
OOK npu noMoIu crenuanbHbIX CKaMeil.

3. Kpurepuii «3onbl a5t MI'H B cnopTUBHOM 3aj1e»: opraHu3anusi 10NOIHUTEIbHBIX MecT Juist MITH
B cnoptuBHOM 3ase ®OK.

4. Kpurepuii «Paguomasiku 1UIst CIENbIX W CIa0OBUISIIMX»: JOOCHAIIEHHEe OOBEKTa 3BYKOBBIMH
MasikaM# ¢ OeCIIpOBO/IHOM KHOIIKOH.
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Kpurepnii «3o0851 118 MI'H B
CHODTHBHOM 3aJ1€»

Kpatepuii «O6opyioBande 114
MI'H B TPEHAKEDHOM 3aJ1€»

Opzanuzayis JoNnoIHUMETbHBIX MEcn!
ong MTH & cnopmusnom sare POK

Tepeochaujenue mpenaxceprozo 3a1a ¢
yuemom mpebosanuii diw MTH

)

i KpaTepHii «30HBI 0TILIXA B | : Kpntepuii «PagnoMafke 1718 :

i OﬁmeCTBeHH]:IX MeECTax» i ! CICNBEIX H CﬂﬂﬁOBHHﬂﬂ]HX» :
Vempoticmeso mecm omovixa Ha HoocHawjenue obvexma 38yK08bLMLL
meppumopuu POK Mmaaxami ¢ 6ecnposodHotl KHOTKOTL

Pucynox 14 — PekoMeHanuy B OTHOLIEHHH YITy4IIEHHsI KDUTEPUEB

3ak/ouenne. B nanHo# HayyHOI paboTe Obljla pacCCMOTPEHa U OIIEHEHA CYLIECTBYIOIIAs Ha JJAHHOM
aTane UHQpacTpyKTypa Uil MajJoOMOOWIBHBIX TPy HAcEJICHWs, a UMEHHO: ObUIM MPOaHAIN3UPOBAHbI
Tpynmsl  MajoMOOWJIBHOTO HacelieHHWss W ObUla BbIJeNIeHa TpyIna oOmpeAesieHHBIX MOoTpeOHOCTeH
B OCHOBHBIX 3JIeMEHTaX HH(PACTPYKTYPbI FOPOJa, KOTOPbIE HEOOXOAUMBI JUIsl 0OecredeHUs] KOM(pOPTHOTO
npeObiBaHus Ha 00bekTe. Tarke ObIJIO OTMEUYEHO, YTO YIy4IlIeHHEe KadyecTBa JIOCTYITHOM cpelbl NO3BOJIHUT
n30eXaTh HEraTHBHBIX MOCIEACTBHN (PU3NYECKOr0 M COLHMAIBHOTO Oaphepa AJisi MaJIOMOOHMIIBHBIX IPYIIT
HaCEeJIEHHS U YIydIINT KaueCTBO MIPOXKUBAHMS BCETO HACEIEHHS TOPO/Ia.

B kauectBe npumepa 6511 BEIOpaH 00bekT @OK, Haxomsmutics B [lepMckoM Kpae, UTs HCCIeJOBAHMS
U TIPOBEICHUS aHallM3a KpUTEpHeB 00bekTa MH(PACTPYKTYphl HAa HaJMYHE HEOOXOIVMBIX 3JEMEHTOB
COIMATbHON MHPPACTPYKTYPHI.

Boumn mocTpoeHs! Be MOAENN KOMIUIEKCHOTO OLICHHWBAHMS, IMTO3BOJIIOIINE OLEHUTh HEOOXOIMMBIH
OOBEKT Ha COOTBETCTBHE TPEOOBAHUSIM MaJOMOOWMIBHBIX TPYIII HACENEHWS W HaJIWIHe KOHKPETHBIX
3JIEMEHTOB JOCTYNMHON cpenbl. C MOMOIIBIO MOTYYEHHBIX OLIEHOK U MCIOJIb30BAaHUS MHCTPYMEHTAIBHBIX
CPE/ICTB TpOrpaMMHOro Komiuiekca «JlekoH-Tabm», MO3BOMSIONIMX MNPOAHAIU3UPOBATh (DYHKIMH
YYBCTBUTEJIBHOCTH, CHEJNaHbl PEKOMEHAAMHM [0 TOBBIIICHHIO KOM(OPTHOCTH  NpeObIBaHMS
MaJIOMOOMJIBHBIX TPYII HaceleHus Ha 00bekTe DOK.

IlepcrieKTUBHBIMM HATPaBICHUSAMH NPOAOJDKCHUS HAy4YHOW pabOTHI MOXKHO CUHTATh yBEIHUYCHHE
KOJINYECTBA KPUTEPHEB B MPOIIEAYPEe KOMIUIEKCHOTO OIICHUBAHUS, @ TAKXKE PENPE3CHTaTUBHOCTD BHIOOPKH
COIIMAJIBHOTO OMpoca JuIsl 00Jee TOUHOH KOMITJIEKCHOM OLICHKH.
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B Hacrosmee BpeMs KOMIAHMU MO-IIPEKHEMY B 3HAUUTENBHOM CTENEHH MOJNArarTCs Ha SKCIEPTHHIC 3HAHUS
IpH BBEIOOPE MApPTHEPOB 10 HccaenoBaHusM U paspadoTkam (HUOKP), HO TeXHOIOTrHH pa3BUBAIOTCS, U BOSHUKAET BO3-
MOKHOCTb aBTOMAaTU3UPOBATh JIaHHBI IpoLiecc. ABTOMaTH3aIMs IPOLecca IO3BOJIUT KOMIIAHUSIM WM YaCTHBIM JIMLAM
CaMOCTOSITENIbHO UCKaTh KOJUIET, BEAYIIMX pabOTy B CMEXKHOW IpeIMETHOH 00JacTH, SKOHOMS PECypChl, KOTOpBIC
OOBIYHO TPATATCS HAa aHAJM3 MATEHTHBIX JAHHBIX AKCIEpTOM. B maHHOI paboTe mpemnoxeH MeTo ] H3BICUCHHS 13 Ma-
TeHTHBIX fokyMeHToB USPTO cemanTnueckux ctpykryp Subject-Action-Object 1 orcka Ha HX OCHOBE HOTEHIMATIBHBIX
TEXHOJIOTHYECKUX MapTHepoB. OIUCaHbI aITOPUTMEI TAPCHHTA TATEHTHBIX MACCUBOB, U3BJIeUeHUs cTpyKTyp SAO u dop-
MupoBaHUs CTPYKTYp «IIpobiema — PemeHney, onpeneneHns CX0KECTH TEXHOJIOTHIECKUX MPOOIeM 1 IIOUCKA TEXHOIIO-
THYECKUX MapTHEPOB. [IOMCK TEXHOIOTHYECKUX ITAPTHEPOB BHIIOIHAETCS HA OCHOBE TEXHOJIOTHYECKNX POOIIEM M CTPYK-
Typ «IIpobnema — Pemenue. IIpenioskeHHBI METOA pealnu30BaH B BHIE IPOTPAMMHOTO MOIYJS M anpoOUpOBaH
Ha NIaTeHTaX BEJOMCTBA I10 TTaTeHTaM U ToBapHBIM 3HakaMm CIIIA.
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Currently, companies still rely heavily on expert knowledge when choosing research and development (R&D)
partners, but technologies are evolving and it is possible to automate this process. Automation of the process will allow
companies or individuals to independently search for colleagues working in a related subject area, saving resources that
are usually spent on the analysis of patent data by an expert. In this paper, a method is proposed for extracting Subject-
Action-Object semantic structures from USPTO patent documents and searching for potential technological partners
based on them. Algorithms for parsing patent arrays, extracting SAO structures and forming "Problem — Solution"
structures, determining the similarity of technological problems and searching for technological partners are described.
The search for technological partners is carried out on the basis of technological problems and "Problem — Solution"
structures. The proposed method is implemented in the form of a software module and tested on patents of the U.S.
Patent and Trademark Office.
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TMaTEHTHEIA MACCHE [TapcHHT NAaTeHTHRX MACCHEOR TeKCTH DATEHTOR Harneuenne SAO
(Patent array) (Parsing patent arrays) (Patent texts) (Extracting SAO)

IMaTEHTHHE .:IaI{H*bIE (Patent data) S&D
ConocTaBnesne JaHHEX 0 DopMIpoBaHHE CTPYKTYD
RATERTS ¢ 670 CTDYSTYBOR — pobmonsPemone

pOUNEMI-2 BIIGHUS “Mpotnema-Pemenne” (Formation of "Problem-
(Comparison of patent data with| ™ (prohlem-Solution Structures) Solution” struct )
its "Problem-Solution” olution” structures

structure)

aHHEE 0 DATEHTAX CO CTPYKTYDOR
“TIpobnema-Pemenne”
(Patent data with a
"Problem-Solution” structure)

[MoMCROBRIA
3aMpoc
_110 Texﬂo? ﬁ:;g;‘l:an 3OETHI S —— Haﬁnzﬂoﬂgzg‘?{%me pEL O;Z%);{&é:ggiga}?ﬂgg{ﬁx
(Search query by M&pTHEPOB (Found R&D Partners) (Display of found R&D partners)

technology or product
- problem)

Brenenmne. [Iporiecc reHepariiy HOBBIX TEXHUYECKUX PEIICHUM, TIOMCK aHAJIOTOB Ha pa3pabdO0TaHHYIO
TEXHOJIOTHIO U aHAJIU3 TEXHOJOTHUCCKUX TPCHIOB MOTYT OBITh YITPOIICHBI 38 CUCT aHaJIK3a CYIIECTBYIO-
et nareHtHoi 6asbl [1, 2]. Ho B HacTosimee BpeMs KOMITaHHHU MO-TIPEXKHEMY B 3HAUUTEIBHOU CTETICHH
MOJTaraloTCs Ha SKCIIEPTHBIE 3HAHUS IIPU BBIOOPE APTHEPOB IO HCCIIeI0BaHISIM U pazpadoTkam (HMTOKP).
OT 3KcnepToB TPeOyeTCs BHIOIHATH NATCHTHBIN MOUCK, KOTOPHIH B HACTOSIIEE BPEMS OCYILECTBIICTCS
C TIOMOIIBIO 3JIEKTPOHHBIX HH(POPMAIIMOHHO-TIONCKOBBIX CHCTEM. B CHiTy 60JIBIIOr0 KOJIMYECTBA U CIIOXK-
HOCTH JICKTPOHHBIX 0a3 MOMCK SIBISIETCS] TPYAOEMKHM IiporieccoM. HecMoTps Ha TO, 9YTO HOKCK MPH I10-
MOIIIX 3JIEKTPOHHBIX 0a3 B ceTH MIHTEpHET CYMTAETCs JOCTATOYHO TTOJHBIM M OOBEKTUBHBIM, CYIIECTBYET
MOTPEOHOCTh B PyYHOM MOUCKE ITyTEM AETAILHOTO aHaIN3a [T0IydIeHHOH nHpopMarun. Ha o3HaKoMieHIe
¢ Mpo6IeMOoit ¥ aHaIU3 MATEHTOB HKCIEPTOM 3aTpauyuBaIOTCsA TaKHe PECypChl, Kak BpeMs U JeHbI'H 3aUHTe-
pecoBaHHOTO Juna. CyliecTBYIOMHUI TOMCKOBBIH Npoliecc n300paXkeH Ha pUCYHKe 1.

MoTpedHocTs 3anpoc Ha

E NOWCKe I NOMCK K .
NapTHepos no| aucne

HWOKP pTy

Momy4eHHe CNHCKa NOTEHUMANEHLE napTHepos no HWOKP

KomnaHua/©@ua.nuuo

h 4

Mouck
O3HaKoMneHme N MHEBOPMALMIA AHanu3 na»| Awanms
¢ NpoGnemon N0 BLIABNEHHONA nateHToB
npodneme nateHTos
y'y MoTeHUNanNbHLIE

napTHepkl HangeHer?

MoKck napTHepoB no HUOKP
3Kcnepr

v
Blfaya peaynsraros
no KMYesoMy
Cnoey/opraHnaauin
iHOMepy nateHTa

MoMCKOBHK NATEHTOR

Pucynok 1 — Ilpouecc noucka naptaepoB no HUOKP Ha texyniuii MOMEHT

C pa3BUTHEM TEXHOJIOTUH BO3HUKAET BO3MOKHOCTbh B aBTOMAaTH3aL[MH IIpOLIEcca MOUCKa MapTHEPOB
no HUOKP. ApromaTtu3zauusi mpoiecca MoucKa MO3BOJIMT KOMIIAHUSAM HJIM YacCTHBIM JIMLIAM CaMOCTOSI-
TEJEHO UCKATh KOJUIET, BEAYIINX PaboTy B CMEKHOM IpeMETHON 001aCcTH, 3KOHOMS PECYPCHI, KOTOpPHIC
OOBITHO TpaTATCS DKCIEPTOM Ha aHAIW3 NMATEHTHBIX JaHHBIX. Ha pucyHke 2 m300pakeH aBTOMATHU3HPO-
BaHHBIN Mporecc noncka naptaepos mo HUOKP.
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Pucynok 2 — ABTOMaTH3MpOBaHHBIH Mpolece morncka maptaepos mo HUOKP

ABTOMAaTH3UPOBAHHEINA IIPOLIECC TIO3BOIUT KOMITAHUSAM WX (PH3UYECKUM JTUIIaM H30aBUTHCS OT TO-
CpelHUKa B BHJIE DKCIIepTa MpH Moucke TexHonornueckux napraepos no HUOKP, a skcniepram, B CBOIO
odepeib, yCKOPUTH MPOIIECC HAXOXKACHHS MOTEHIIMATBHBIX € IMHOMBIIUIEHHUKOB JJIs1 KITUEHTOB.

J1y14 mOBBIIIEHHS KauecTBa U3BJICUEHHs TaHHBIX B [3] oTMeuaeTcs He00X0IUMOCTh U3YUECHHUS CTPYK-
TYpbI MATEHTHOTO JJOKYMEHTa. B [4] aHaNIM3upoBaIMCh TIOJIB30BATENbCKUE OT3BIBBI K IATEHTY Vs OIpe/ie-
JICHWsT MHHOBAIIMOHHOTO MOTCHIMaNa. M3 MoJIb30BaTEIbCKUX OT3BIBOB MOYKHO H3BIICYb HH(OPMAIIHIO
0 TEXHOJIOTUH, YKa3aHHOMU B MaTE€HTE, U OKpac peakluu nojb3oBareneil. B [5] npennoxen meroa onpene-
JICHWs] HTHHOBAIIMOHHOTO TOTEHIHAJIAa B BUJIE ONPOCHOTO JIMCTA MO MaTeHTy — «/IHHOBallMOHHBIN pamapy.
M HHOBaLIMOHHBIHN OTEHLMAT ONIPENEISAETCS B BUAE OIPOCHOrO JUCTA MO NaTeHTy. B [6] onuckiBaeTcs me-
TOIIMKA ONPEACTICHUS TEXHOJOTHH C BBICOKHM IOTCHIIMANIOM, 3aKpeIUICHHOW B maTeHTe, — Technology
Opportunity Discovery. 7 3TOro HCIONB3yeTCs KIacTepH3aNus TATSHTOB TI0 KITFOUYEBBIM CIIOBAM.

OmHUAM W3 PacCIpOCTPaHEHHBIX CIIOCOOOB M3BJICUCHHS M aHANM3a TEXHOJOTHH, 3aKPEIUICHHON B Ia-
TEHTe, ABJSIETCS UCMob3oBaHue Mojaenu Subject-Action-Object (SAO). Monens SAO i U3BICUCHUS
nHGOPMAIIMU U3 aHTJIOSA3BIYHBIX MMATEHTOB HCTONb3yeTcs B [7, 8, 9]. B [10] mpoBepsieTcst 6:1130CTh TEXHO-
JIOTUM K TEXHOJOTHYECKOMY TpPEHJy TOCPEICTBOM H3BIEUYECHUS MATPUYHBIX BEKTOPOB, COCTOSIIUX
u3 cTpykTyp SAO. B [11] co3zmarorcst TepM-T0KyMEHTHBIE MaTPHUIIBI Ha OCHOBE CTPYKTYp SAO, rie 1oxy-
MEHTaMHU SIBIISIIOTCS TIATEHTHI, @ TepMaMu — CTPYKTYpbl SAO. IHHOBAIMOHHBIN MOTEHIINAT TIPEICTABICH
OTHOCHUTEIILHBIM pa3MepOM TEMaTHIEeCKOT0 KiacTepa.

B manHOi#1 paboTe npeanaraeTcs METO U3BIeUeHHS U3 MaTeHTHBIX JokymeHToB USPTO [12] ceman-
THIeCKUX cTPYKTYp SAO, Heromb3yromuxcs A GopMupoBaHus CTpyKTyp «IIpobiema — Pemmenuey, u mo-
HCKa Ha MX OCHOBE NOTCHIIHATBHBIX TEXHOJIOTHICCKHAX MTAPTHEPOB.

OcHoBHas uies pa3pab0TaHHOTO METO/[a 3aKITF0YaeTCs B TOM, 9TO MOUCK mapTHepoB mo HUOKP Oyner
BBITIOJTHATHCSI HA OCHOBE CXOJICTBA TEXHOJIOTHYECKOM IPOOIIEMEI, 3a/1aBaeéMOH B TIOMCKOBOM 3ampoce, U 3apa-
Hee TIOJrOTOBJIEHHBIX CTPYKTYp «I[Ipobiema — Pemenuey, n3BIeueHHBIX U3 MATEHTHOIO MAacCUBA U XpaHs-
mmxcs B 0a3e JaHHBIX. B OTBET Ha MOMCKOBBIN 3ampoc OYyAeT MPEeAOCTaBIsATHCS CITUCOK CXOXKUX MpobieM
Y pEIeHN, IPEeICTABIEHHBIX APYTMMH KOMITaHUsIMH. Ha OCHOBE 3TOr0 CrmcKa mpernoaraeTcs aajbHewn-
1ee B3auMOJIEHCTBIE B COTpYAHNYIEeCTBO. Ha pucyHke 3 m3o0paxeHa quarpaMma MOTOKOB JJAHHBIX.

PazpaboTanHbI METO/T BKITIOYAET B ce0sI MAPCHHT MATEHTHBIX MACCUBOB, U3BIIeUeHHE CTPYKTYp SAO
1 popmupoBanue cTpykTyp «IIpobdiema — Perrenuey, onpenencHne CX0KECTH TEXHOTIOTHIECKUX TTPOOIIEM.
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Pucynok 3 — Jluarpamma rnoTokoB JaHHBIX

AJropuTM NAPCHHIa NATEHTHBIX MaccHBOB. Ha BXxoJ anropuTMa ocTynaeT CIIMCOK 3arpy>KeHHBIX T1a-
TeHTHBIX MaccrBoB USPTO B hopmare XML. Kaxxapiii Takoii TaTeHTHBI MACCHB COJICPIKUT B ceOe OITMCaHUS
MIATEHTHBIX T0KyMeHTOB B XML-(opmate, rzie nmepes ka1l HOBBIM ITATEHTHBIM JIOKyMEHTOM €CTh OOBsIBIIC-
HHe, 9T0 3T0 XML. IMeHHO M03TOMY N3HAYaTbHEIHN TATCHTHBI MACCHB HE SBIIIeTCS BAUIHEIM X ML-datimom.

JlaHHble, U3BJIEKaeMbIe U3 IIATCHTHBIX JTOKYMEHTOB, — TEKCT, (hUpMa-perucTparop, HoMep, Kiiacc mna-
TeHTa, n3o0peratenu. JJaHHbIE U3BIEKAIOTCS U3 COOTBETCTBYIOIIMX TEroB. TeKCT MaTEHTHOTO TOKYMEHTa
u3BJIEKaeTcs U3 TeroB abstract, claim, description. dupma-perucTpaTop nareHra ykazaHa B Tere orgname
BHYTpU Tera assignes. YHHMKaJIbHbIM HOMEpPOM IaT€HTa cyurTaercss HoMep u3 Tera doc number Tera
application-reference. Ha prucynke 4 n300pakeH aJrOpUTM MMAapCUHTa ATEHTHBIX MAaCCHUBOB.

MyTi kK XML-thalinam ¢
NATEHTHEIMW MaCCHEIMM

InA kaxaoro XML-thaiina
NaTeHTHOIO MACcCHEa

Mpountats cogep:xumoe danna
C Ancka

Pa3abwTe cofepHumos
NareHTHOro Maccuea Ha
oTaenksHLe XML-thainsl

NaTeHToB

NnA kaxaoro XML-thaina
nareHra )

‘ PacnapcuTh TeKeT nareHTa ‘

v

‘ WM3Bneub AaHHbIE NaTeHTa ‘

COoXpaHNTL WIBNEUEHHbIe
AaHHele B B

PucyHok 4 — Aroput™ napcuHra naTeHTHBIX MaCCHBOB



MMPUKACIHHACKHY JKYPHAA: ynpaBAeHHe H BBICOKHE T€XHOAOTHH, Ne 4 (60), 2022 r. 63

W3BnedenHas napOpManus coxpansercs B 0a3y JaHHBIX I JaibHeHei 00padoTKH.

Aaroputm u3BjedeHus: cTpykryp SAO. Ha BxoJ anropuTMa IoCTymaroT U3BJICUCHHBIC Ha TIPEIbI-
ITyIIeM dTalle TaHHBIe — TEKCTHI TeToB abstract i description maTeHTHBIX JOKYMEHTOB. 13 TeKcTOB yKa3aH-
HBIX TETOB M3BJICKAIOTCS CTPYKTYPHI «Subject-Action-Object.

s m3Bneuenns cTpykryp SAO HeoOXoammMa npeaBapuTenbHas o0padoTka Texcra. [IpemodpabdoTka
TEKCTa BKJIIOYAET B ce0s pa30neHne TeKCTa Ha NPEI0KEHHUS; TOKEHN3AIMIO TPeIoKeHNH; GribTpamnuio
NPeII0KEHHUH, COIEPKALIMX 3apPeLICHHbBIE CIIOBA; CETMEHTALINIO NPE/I0KEHHH, TIPH KOTOPOI OTCEKaeTcst
Ta 4acThb MPEJIOKEHUsI, KOTOpasi He MMeeT LIEHHOCTh IPH u3BJieueHUH CTPYKTYp SAO. CermMeHTHpOBaH-
HbIE TIPEJUIOKEHUS Pa30UPAIOTCs IPH MTOMOIIM StanzA. AHaIU3UPYIOTCS CBSI3M MEX/y TOKEHaMHU U TIpH-
HaJUJIS)KHOCTh TOKEHOB K OIpEIeNICHHBIM 4acTsaM peud. [Ipuanmaercs, uro Action — ato VERB; Object —
nmod, obj, obl u nx nouepnue snemenTsr; Subject — nsubj u ero noyepHue seMeHThl. Ha pucynke 5 MoxHO
YBHUIETH IPIMEP pa3zdopa MpeIyIoKeHH ¢ TIOMOMIBI0 Stanza.

case
obl.
con e / o
m" ccomw AP DT ”“m VERE] [ADP] DET aet 0P| GET] ADJ :nmununn Wouny > “vere!  Boe’ -"Comunund

The system or  technigque of one embodiment allows for the (reatlon of a transparent t\le wa\l supported by support wire

Pucynok 5 — Pa36op mpeanoxeHus ¢ nomomipo Stanza

U3pneuennbie cTpyKTypbl SAO coxpaHnstoTcs B 6a3y naHHbIXK. OOIIH alrOpUTM U3BJICUCHUS CTPYK-
Typ SAO n300pa’keH Ha pUCYHKE 0.

/ TekcTel NATEHTOR /

Pa30uTe TEKCT HA NpeanoMeHuA

v

Pa3tuTe npegnoxeHwa Ha
cnoea

v

OTHWMNETPOBATE NPEANOHEHWA C
3anpellleHHBIMI CIIOBAM

v

OTCceus HENPWIOAHYH ANA
00paboTEW YacTe NPeano¥eHnA

Fa3zo0pate Nnpeano#eHa ¢
WCnons3oBaHneM Stanza

COoXpaHWTb W3BNEYEHHbIe
CTPYKTYPRI SAD

v

/ CTpyeTyphl SAQ /

PucyHok 6 — Anroput™ usBiedeHus cTpykryp SAO

Jns dopmupoBanust crpykryp «IIpobnema — Pemenne» HCIONB3YIOTCSI COXPaHEHHBIE CTPYKTYPBI
SAQ. Ilpunnmaetcs, uro «IIpobiemay cocTouT m3 ABYyX 4dacteir — Action m Object ctpykTypsr SAO,
a «Pemenne» — Subject. Takum 00pa3zoM, Kbl H3BIeYeHHBIH TpHILIeT SAO COnEpKUT B cede onucaHmne
npoOyieMbl U ee peuieHue. Anroput™M ¢GopmupoBanus CTpyktyp «lIpobnema — Pemenue» m3oOpakeH
Ha pUCYHKE 7.
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/ Cnwcok ctpykTyp SAD /
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v
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v
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Pucynok 7 — Anroputm popmuposanus cTpykryp «IIpobiema — Pemenuex»

AJITOPUTM omnpe/ie/IeHUs] €X0KeCTH TeXHOJIOTHYecKuX mpodJem. Ha Bxon anropuTMa nocTymaer mno-
MCKOBBII 3aIIpOC C OMHCaHNEM HCKOMOI1 Ipo0s1eMbl. CTpOKa ¢ HOMCKOBBIM 3aIIPOCOM Pa30MpaeTcst IpH IIOMOIIN
Stanza. AHanmorm4Ho noucKy cTpykTyp «IIpobiema — Permenuey, 13 monckoBOTo 3arpoca H3BJICKaoTCst Action
u Object. ANTOPUTM OIPEAENICHUS CXOKECTH TEXHOJIOTHIECKHX MPOOIIeM IPEACTABIIEH Ha PUCYHKE 8.

/TR0 ] | oo oo
”"’”h""‘fm"” Action v Object
Paabop 3anpocac ‘1'
WEnons30BaHnen Stanza MpuceoeHne koaddimumenTa
JY CHOMECTH CHHOHUMA
MagneyeHwe W3 3anpoca Action ‘1'
W Object CymmuposaHne
KOSMIMUMEHTOE CXOMECT Y
COBMaAaILMY 3NeMeHTOR
Monck cpeqn cTpYKTYp SAQ
aanncell ¢ COBNaaaKALIAMM 4'
Action iDbJem YaaneHwe gyonveEaros
MpUceoeHWe KoadpMUWeHTa
cxomecTn 1 CnNWcok NoTeHUWanbHbIX
'1' napTHepoB
MoWCK CMHOHMMOE K Action | | Iﬂ‘\,
Object ¢ nomowsw Word2Vec - y/

PI/ICyHOK 8 — AHI‘OpI/ITM OIPEACICHUSA CXOKECTH TEXHOJIOTHICCKUX HpO6.H€M
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Coxpanennsle paree TpurieTsl SAO comoctaBisioTes ¢ Action u Object monckoBoro 3anpoca. Ecim
COOTBETCTBYIOIIHNE CTPOKH Action COBIaAaOT ¢ Action IIOMCKOBOTO 3a1poca, TO pucBanuBaercs ko3ddu-
IIUCHT CXOKECTH CO 3HaueHueM 1. AHanmormgHo st Object — ecii cooTBeTcTBYOIHE cTpoku Object cos-
MagaroT, TO MPUCBanBaeTCs KO3 (UIMEHT CX0XKECTH CO 3HAUCHUEM 1.

TToMHUMO TOYHOTO COBHIALEHUS BBITIOIHIETCS IIOMCK 110 CHHOHUMAaM ¢ oMOIIb0 Moxern Word2Vec.
[Ipu Haxoxnenun cuHOHMMOB JuIsi Object monckoBoro 3ampoca u3 Tadbmuusl SAO no nosto Object npu-
cBaMBaeTcsi KOd(PUIMEHT CXOKECTH KOHTEKCTHOTO CHHOHMMa K MCXOJHOMY CJIOBY. AHAJIOTHYHO JUIs
Action — eciu HaliieH CHHOHUM Action U3 OMCKOBOTO 3arpoca B roje Action tabauipst SAO, TO npucBa-
uBaeTcst KO3(Q(PUINEHT CX0KECTH KOHTEKCTHOIO CHHOHMMA K UCXOJHOMY CIIOBY.

Haiinennsie 3anucu SAO, COOTBETCTBYIOIINE ITOUCKOBOMY 3aIlpocy, JOIOJHHUTEIFHO 0OpabaThiBa-
1otcs. [Ipu Haxoxxaennn noropstomuxcst SAO ux koaddunmenTsr cymmupytorest. [lockonbky U3 oHOTO
MIATEHTHOTO JOKYMEHTA MOKET OBITh M3BJICUCHO HECKOIBKO 3amucert SAO, HaiineHHsle 3amucu SAO HeoO-
XOANMO OT(QHIBTPOBATh N0 YHUKATBHOMY HACHTH(UKATOPY maTeHTa. Eciam ObLIM HaWIEHBI HECKOJIBKO
SAQO, COOTBETCTBYIOIINX OXHOMY U TOMY K€ MATCHTY, OCTaBIsieTCA TOIbKO SAO ¢ HaubossmmMm ko3¢ hu-
IIIEHTOM CXOKECTH, OCTAIBHBIE YAAISIOTCS.

Ha BbIX0z€ asiropuT™Ma CIHCOK MOTEHIMAIBHBIX MApTHEPOB, PA0OTABIINX HaJl HCKOMOW IMPOOIEMOH.

PesyabTaThl. PazpaboTaHHBIil MEeTOA peann3oBaH B BUAE MPOTPaMMHOIO MOAYyis. [IporpaMMHbIH
MOJIyJIb BKJIIOYAeT B ce0st 4 Giioka:

1) OOK MapcHHra NaTeHTHOro Xxml-MaccuBa;

2) 610k hopmupoBanus cTpyktyp «IIpobnema — Pemeruey;

3) OJIOK MOMCKA TEXHOJIOTUUECKHX MApTHEPOB;

4) BeO-uHTEpdeiic noap3oBaTes.

Ha pucynke 9 nzo0paxeHa apXuTeKTypa pa3pab0oTaHHOTO IIPOrPaMMHOTO MOJTYJIS.

Bed-uHTepheic
nonL30BaTend
KML—pannnl
NaTEHTHREI MAaCCHB0EB | *
Cnucoxr

3anpoc HaWJEHHbX

none30EaTend AE
napTl-liepuEl.

Bnok nowcka

Bnok napcuHra 3BneYeHHbIE 3anpoc k B e OTOrECRX
naTeHTHOro xml-maccuea JaHHLIE
FYNLETAT 3anpoca napTHepos

n
Janpoc
k B
PesyneTaTt
| ™%

Bnok gropmupoBaHiA
CTpYKETYp “Mpodnema-
peleHne”

PucyHok 9 — ApxuTekTypa NporpaMMHOI0 MOJYJIst

[IporpaMMHBIH MOZYJIb pea30BaH Ha si3bIKe porpaMmupoBanus Python. /s napcnara xml-gaii-
JIOB MCTOJb30BaHa OmbanoTeka Beautiful Soup. Ctpykrypsl SAO u3BIEKarOTCS NpU MoMOIK Stanza —
OMOTMOTEKH JUT aHAJIM3a €CTECTBEHHOTO s13bIka Ha Python. [lyis co3aanus Mmoaenu, He0OXO0IUMOM IS TIO-
HCKa CHHOHUMOB U BBISIBJICHHUA CXOXECTH TCXHOJIOTHYCCKUX l'IpO6J'leM, HCIIOJIb30BaHa OMOIMOTEKA TEMA-
THYeckoro mojenupoBanusi Gensim. BusyanpHas cocTaBismomas peain3oBaHa Ha (peiimBopke Django
B BHJIE BeO-TIpIIIOKEeHHS ¢ ucmonb3oBanneM CSS-dpeiimBopka Bootstrap. JIns cTpykTypu3anuu u xpaHe-
HUS TAaHHBIX UCTIOJIB3YeTCS peIIuoHHas 6a3a qaHHbIX PostgreSQL.

[IporpammubIi Moyns ObUT arpoOMpoBaH Ha maTeHTHHIX gokymeHrax USPTO 3a 2010-2020 rr.
Ha pucynke 10 u3oOpakeH pe3ynbTaT pabOThl MOAYJS Ha BBEACHHBIH IT0JIb30BATEIbCKUI 3ampoc
«reducing capacity».
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PI/ICyHOK 10— Pe3yJ'H)TaT TIOMCKOBOI'O 3aripoca ¢ Haﬁl[eHHLIMPI TCXHOJIOTUYECKUMHU IMMapTHEPpaMU

Ha PUCYHKE 11 MmoxHO YBUACTH CTPAHUIY C OITMCAHUCM NTATCHTHOI'O JOKYMCHTA.

Mownck TexHoNOrNYECKUX napTtHepos

BBepeHHbili 3anpoc: reducing capacity

Homep
I Wz06p: Hazganue natenta nateHTa MNpo6nema
Sony Corporation Hiroshi Shimono,Junichi Recording device, recording 0765 3, updates the free-capacity data stored in the nonvolatile memory so as to reduce the value
Yokota,Ryogo medium-management of the free-capacity data stored in the nonvolatile memory by as much as the amount of the
Ito,Fumihiko method, program of desired data recorded onto the recording medium
Kaise,Kunihiko recording-medium-
Take,Hirofumi Todo,Keiji management method, and
Kanota, Kenichiro Imai Ko recording medium recording
Kobayashi Katsuhiko program of recording-
Watanabe medium-management
method
Toyota Jidosha Yasushi Iwazaki Abnormality diagnastic US0775196682  reduced Therefore , the calculation load or the memory capacity involved in the parameter
Kabushiki Kaisha device and abnormality identification are
diagnestic method for air
fuel ratio sensor
Petroleo Brasileiro Vladimir Mate Deep water high capacity US07752989B2  concerns an anchoring system by jetting applied to light anchors , with a high load capacity
S.A. - Petrobras Paz flisabeth de Campos  anchoring system and
Parto,Cipriano José De methad of operation thereof

Medeiros, Janior

Pucynok 11 — Ctpanuiia ¢ onmicaHHeM MaTeHTHOTO TOKYMEHTa

3akaroueHue. B nanHoit paboTe omucan pa3paboTaHHbIA METO.T U3BJICUCHHS U3 TTATCHTHBIX JOKYMEH-
ToB USPTO cemanTHUeCKHX CTPYKTYp Subject-Action-Object u morcka Ha WX OCHOBE MOTEHIMAIBHBIX TEX-
HOJIOTHYECKHUX MapTHEpoB. MeTo 1 BKIIIOYAeT B ce0s alrOpUTMBI TAPCHHTA MTATCHTHBIX MacCHBOB, M3BJICYE-
HUs cTpYKTYp SAO 1 dpopmupoBanus cTpykryp «IIpobiema — Permrenney, onpeneneHns CX0KeCTH TeXHOI0-
THYECKHX MPOOJIeM 1 TIOMCKA TEXHOJIOTUIECKUX MTapTHEPOB. Pa3paboTaHHBINH METO/I peai30BaH B BUJIE IPO-
rpaMMHOTO MoyIist Ha Python m anpobupoBan Ha nateHTHBIX TokyMeHTax USPTO 3a 2010-2020 1.

BHezpenue nporpaMMHOTO MOAYJIS TIO3BOJIUT OOJIETYNTD U YCKOPHUTH MPOLIECC IMOUCKA IMTOTEHIINAIb-
HbIX TapTHepoB 1o HWOKP o cpaBHeHuro ¢ py4HOil 00pabOTKOMH JaHHBIX.
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Graphical annotation (I'paduueckasi aHHOTaUs1)

NETNA KOMWMYTALIAL
SWITCHING LOOP
KOMMYTATOP

KOMMYTATOP KOMMYTATOP KOMMYTATOP SWITCH

SWITCH SWITCH SWITCH

KOMMYTATOP  KAHAN EtherChannel
SWITCH EtherChannel LINK B

KAHADN EtherChannel
EtherChannel LINK

KOMMYTATOP
SWITCH

KOMMYTATOP 3 S22 KOMMYTATOR
SWITCH . SWITCH

KOMMYTATOP ———
et i SWITCH NOTVHECKAR BNOKIMPOBKA NOPTA NPOTOKONOM STP
STP LOGICAL PORT BLOCKING

=0 s S5

Beenenne. OyHKINOHNPOBAHNE COBPEMEHHOTO MH(OPMAIMOHHOTO O0IIeCTBa TPEOYET OT OTICIb-
HBIX JIMI] W TPENNpPUSITHH MOCTOSHHOTO JOCTyna K 0a3aM JaHHBIX M Pa3IMdHBIM CETEBBIM PECypcaM.
B cBoto odepensp, OT opranuzaniy HHGOPMAIMOHHOTO NPOCTPAHCTBA M BHEAPEHHUS COBPEMEHHBIX OBICTPO
Pa3BHUBAIOIIMXCS TEXHOJIOTHH cOopa, 00paboTKM M Mepefavyr JaHHBIX BO MHOI'OM 3aBUCHUT () EeKTUBHAS
pabota npeanpusitus [1, 2]. B HacTosiee Bpemst SBISIOTCS aKTyalbHBIMH W BOCTPESOOBAaHHBIMH 3a/1a4d
MPOEKTHUPOBAaHHS M 00ECIIeUeHHs] OTKa30yCTOWYNBOCTH KOMITBIOTEPHBIX CeTed rnepenadynd MHPOpPMaIUK
Ha TPEJNPUATUAX C YIETOM Pa3BUTHsI CETEBBIX TeXHOIOTHH. Tak, B pabote [3] mpeanokeH MeTO]] OLIEHKH
MoKa3aTresel HaJJe)KHOCTH KOMIIBIOTEPHBIX CeTel CIeaJbHOI0 Ha3HAYCHUS C IPUMEHEHNEM HEeHPOHHBIX
cereil. MccnenoBanne BepOsITHOCTH CBA3HOCTH JABYX BBIOPaHHBIX y3JI0B KOMITBIOTEPHOW CETH MIIM OJJHOTO
W3 Y3II0B CETH CO BCEMH OCTaJbHBIMH MpoBoauTcs B pabote [4]. Pabora [5] ommcriBaeT mporpaMMHBIi
MPOIYKT, TO3BOJIIONINI 00ecTiednTh TpeOyeMbli ypOBEHb HaJEKHOCTH KOMITBIOTEPHON CETH ITyTEM OTIpe-
JIETICHUS] MAKCHMAaJIbHO JOIyCTUMOTO KOIMYECTBa KOMITBIOTEPOB B Hell. B pabote [6] mpencraBneHs! ympo-
IIEHHBIE (POPMYIIBI TSl OLIEHKH TOCTYITHOCTH KOMITBIOTEPHON CETH M IPUMEPHI €€ PacYeTOB ISl THITMYHBIX
HepapxXuuecKux Tomnojoruil. Pabora [7] mocBsamena uccnenoBanuio mpobiemsl odecriedeHus 3 PPeKTHUB-
HOCTH COBMECTHOH pabOTHI y37I0B B CETH M PACCMOTPEHMIO BO3MOKHOCTHU MCIIOIB30BaHMS AJISI STOH Lenn
BEPOSATHOCTHOTO CETEBOI'0 MPOTOKOJA KaHAJIBHOTO YpoBHA. OT THINA TOMOJOIMM KOMIBIOTEPHOI ceTu
BO MHOTOM 3aBHCHUT 3 PEKTHBHOCTH MPOLIECCa YIPABICHHS CETEBHIMH TIOTOKAMH U BO3MOXKHOCTb allbTep-
HATUBHOI MaplIpyTH3aluK C LENbI0 o0ecrieueH sl Hale)KHOCTH Niepeiaun nHdopmannu. MoaepHuzamms
KOMITBIOTEPHOW CETH OCYLIECTBISIETCS] B CPETHEM KaXkble 3—5 JIeT, YTO 00YCIIOBINBACTCS PACIIMPEHUEM
TPaHUIl IPEATIPUATUS U IPUMEHEHUEM COBPEMEHHBIX HH()OPMAIIHOHHBIX U KOMMYHHKAIIMOHHBIX TE€XHO-
Joruii. B cBsI3u ¢ 3TUM aKTyajbHa 3a/ladya ONTUMHU3ALUU TOIIOJIOTUU KOPIIOPATUBHOM KOMIIBIOTEPHOU CETH
nepenavy HHGOpPMAaLUK 10 KPUTEPUSIM HaJJeKHOCTH U CTOMMOCTHBIX 3aTpart. [locTponB onTUManbHyIO TO-
MOJIOTHIO KOPITOPaTUBHOM KOMITBIOTEPHOM CETH M COOTBETCTBYIOIIMM 00pa30M HacTPOMB CETEBOE 000PY-
JIOBAaHUE, MOKHO 3HAYUTEIBHO MOBBICUTh €€ HaJIeXKHOCTb.

Lenpto paboOTHI SIBISIETCS MOBBIIIIEHUE HAJIEKHOCTH (PYHKIMOHUPOBAHHS KOPIIOPATHBHON KOMITBIO-
TEpHOH ceTH mepenadn HHGopManuy Npu JOIMYCTUMON CTOUMOCTH €€ BHEIPCHHUSI.

MartepuaJjibl 1 MeToAbl. Ha MHOTHX NpeANpUATHAX YAOBIETBOPEHHE MOTPEOHOCTEH OHM3HEeca B 3HAYH-
TENIFHOH CTETEHM 3aBUCUT OT JAOCTYNHOCTH ceTu. Mepapxuueckas MOAeTb KOMIIBIOTEPHOM CeTH, Kak Mpa-
BUJIO, COJICPIKHUT TPH YPOBHS: AOCTYIIA, pactpeiefeHus u siipa. Kaxplil ypoBeHb BBINOIHSET CBOM (PyHKIMH.
YpoBeHb 10CTyIA PENOCTABIISIET KOHEUHBIM YCTPOMCTBAM U I10JIb30BATEISAM IIPSAMOU JOCTYIL K CETH. YPO-
BEHb pacIpeaeineHus 00beUHAET YCTPOICTBA YPOBHS JOCTYIA U 00eCIIeYNBAET BOZMOXKHOCTD O AKITIOYEHHS
K ycTpoiicTBaM ypoBHS siipa. HakoHell, ypoBeHs siipa 00ecrieunBaeT CBsI3b MEX/Iy YPOBHSAMH pacIpeieIeHIs
JUTSL KpYITHBIX KOMIIBIOTEPHBIX ceTeld. [lonp30BaTenbekuii Tpaduk co3aaeTcest Ha YpOBHE IOCTYIA U IPOXOIUT
yepes JIpyrue YPOBHH, €CIIH JUIA Tepeiadl HeoOX0 UMbl (DyHKIMU 3TUX YPOBHEH.

M30BITOYHOCTD — BakKHasl 4acTh NPOCKTHPOBAHMUS CETH, MOCKOJBbKY OHa 3allMINaeT OoT nepeboeB
B pa0oTe CeTeBBIX CIyXO0 B cilydae OTKa3a OJHOH ToukH [8]. YcTaHOBKa MyOIMpYIOIIEro 000py10BaHHS
Y KQHAJIOB SIBJIAETCS OJHUM M3 CIIOCOOO0B peali3alliy pe3epBUPOBAHHS ISl BBEACHHUS H30BITOYHOCTH CETH.

KnaccuueckuM npumepom peanusalyu pe3epBUPOBAHUS B KOPIOPATUBHON KOMITBIOTEPHON CETH T1e-
penaun HHPOPMAIIUH MOXKET SBISATHCS TOTIOJIOTHS, TOKa3aHHAs Ha PUCYHKe 1.
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Pucynox 1 — IIpumep peanusanuu pe3epBUPOBaHUS B KOPIIOPATUBHOI KOMIIBIOTEPHOH CETH

B nmanHO# TOmonormm obecneynBaeTCS HATMYHE PE3EPBHBIX KAHAJIOB MEXKIY CETEBBIMH YCTPOii-
CTBaMH yPOBHsI PAaCIpEICIICHNS] U YPOBHSA I0CTYIIA, a TAKXKE PE3EPBUPOBAHUE HA YPOBHE SIIpa C pacipesie-
JICHUEM Harpy3KH C HCIOJIb30BaHHMEM KaHAJOB JOCTyIa B MHTEPHET HECKOJIBKUX MpoBaiinepoB. Bmecte
¢ TeM M30BITOYHOE PE3ePBUPOBAHIE TPEOYET NOMOIHUTENLHBIX (PUHAHCOBBIX 3aTpaT M HE BCET/Ia SBIACTCA
3G PEKTUBHBIM C SKOHOMUYECKOW TOYKHU 3pEHUS], BEJb CTOMMOCTh OJTHOI €JINHMIBI aKTHBHOTO CETEBOTO
000pyIOBaHUSI MOXKET JIOCTHIaTh JIECATKOB MIIH JJa)Ke COTECH ThICY PyOJIeH.

Jns paspeuieHust 1aHHOHW npoOiembl copMynupyeM 3a1ady ONTUMH3ALUH. [Ipennonoxum, uTo
KOMIIBIOTEpHAs CETh:

G=(N,L,P), (1)
rae N, L, P—Ha0op ceTeBbIX y3JI0B M KaHAJIOB B CETH, & TAKIKE UX HAJICIKHOCTb.

IIpu MoaenupoBaHUH KOMIIBIOTEPHON CETH MPUMEM ClIeAyIoIIKe AomyeHus [9]:

1) yauTbIBaeTCs CIy4aiiHBIN OTKa3 CETEBOTO y3JI1a MM KaHAJa;

2) cocTosiHUE JTIOOBIX Y3JI0B HE 3aBUCHUT OT apXUTEKTYPbl KOMITBIOTEPHOH CETH;

3) oTCyTCTBYET IpsMasi 3aBUCUMOCTb MEXy AJIMHON KaHalla ¥ HaJIe)KHOCTHIO KOMIIBIOTEPHOH CeTH;

4) oTcyTCTBYET NpsiMasi 3aBUCUMOCTb MEX/Iy IpOOJIEMaMH CETEBOTO 000pY/I0BaHMS U IIepeadeit 1aH-
HBIX IO CETH, T.€. €CTh TOJIBKO J[BA COCTOSHUS CETH 1 CETEBOTO KaHajla: HOpMallbHasi paboTa M HEUCIIPABHOCTD;

5) MUHUMAJIBHBIH pa3pes rpada (1), KOTOpBIH HEOOXOIUMO BEIYUCIIHUTE, SBISIETCS CBSI3HBIM, T.€. IIUKJI
He o0pa3zyercsl.

Korna Bea cetp G JOCTyIHA, TO KOMIBIOTEPHI B HEH MOTYT OBITH COEAMHEHBI APYT C APYTOM, T.€.
Ka)K[IbIil y3€JI B HOpMaJIbHOM COCTOSTHUU MOXKET 00pa30BaTh OCTOBHOE AepeBo rpada G, 4To0bl obecrednTh
HOpMalbHyI0 paboTy ceTu. I[Tpu 3ToMm kanan cetu L'C L HaxomuTcs B HOpMabHOM COCTOSIHMH NEPEIaun
nHpOpMaLUH B TH000i1 MOMEHT HOpMabHOU paboTHI ceTh G.

ITycTs mMeeTcs MaTpHIla CTOUMOCTEH COeTMHEHUS Y3JI0B KOMIIBIOTEPHOM CEeTH:

Cll CIZ Cln
C C. .. C
— 21 22 2n
C,= , 2
c C C

ml m2 cee mn

IJie Cj— CTOMMOCTb COEJMHEHHS MEXY i-M U j-M y3J1aM1 KOMIIBIOTEpHON CEeTH, PHIeM c;; paBeH 0 Juist i = .
Torna pacdyer CTOMMOCTH CETEBOTO COSTMHEHHS UMEET BUJL:
N i
szzcﬁgw ®)
i=l =1
3Hauenue g B (3) paBHO 1, eciu CymecTByeT NnpsiMasi CBSI3b MEXXAY y3JIaMu i U j, a 3HaUYCHUE g PAaBHO
0, xorna mpsAMoi cBS3M MEXIy y3JaMH I U j HeT.
CoopmynupyeM 3a1aqy ONTHMU3AINMN HAJIS)KHOCTH KOMIIBIOTEPHOH ceTH. OTBICKAaTh TaKylo CTPYyK-
Typy rpada G*, koTopas 00ecIeYnBaeT MAKCUMAJILHYIO HaJIeKHOCTh KOMITbIOTEPHOM CETH:

P(G*)—) max | &)

IIpy OTPAHNYCHUAX HA €€ CTOUMOCTD!
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c<C,., (5)
rae  Crmax — MAKCHMAJIBHO JOIMYCTUMAsi CTOMMOCTB CETH.
Takum 00pa3oM, TpeOyeTcs MOMYIHTh CTPYKTYPY KOMIIBIOTEPHOI ceTH, KOTopasi 00ecrednBacT Mak-
CHMaJbHYIO HaJIS)KHOCTh Nlepeayn HHGOPMAIMHU P JOITyCTUMOM CTOMMOCTH €€ BHEIPCHUS.
JKcnepuMeHTAIbHAs YacTh. PaccMOTpIM cXxeMy KOMITBIOTEpHOM cetn npentpusitust G = (N, L, P),
MIOKAa3aHHYIO Ha pUCYHKe 2. MoaenupoBaHue ceTH ocymecTrisiercs B cucreme Cisco Packet Tracer [10].
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Pucynok 2 — Cxema KOPIIOpaTHBHOW KOMITBIOTEPHOH CETH MPENNPUATHS

Cxema conepxut 4 kommyraropa Cisco Catalyst 2960, 1 mapmpytusatop Cisco 2911, 1 6ecripoBo-
Hyto Touky noctyna LinkSys WRT300N, 37 xoMnbloTepoB, MOIKIIOYEHHBIX 110 TexHojoruu FastEthernet
Y HECKOJIBKO MOOMJIbHBIX YCTPOMCTB, MOJKIIIOYEHHBIX 10 TexHoJoruu Wi-Fi. Jloctyn B HHTEpHET peau-
3yeTcs yepes ceTh mposaiinepa Pocrenexom, ckopocts — 1000 Mout/c.

CorylacHO cennpUKaAIUsIM yCTPOHCTB, CpeiHee BpeMs HapaboTku Ha oTka3 (MTBF) KoMMyTaTopoB
Cisco Catalyst 2960 coctaBuser 233 370 u, mapmpytuzaropoB Cisco 2911 — 300 000 u. [Ipu pacuerax
NPUHATO HKCIIOHEHIIMAIIBHOE paclpe/ielIeHHe BEPOSITHOCTH O€30TKa3HOW padOTHI, Uil pacuyeTa KOTOpOH
BOCHOJIB3YyeMcs (popMyITaMu OCIIE0BATENFHOTO U MAPAIIIEIBHOTO COeTMHEHHS 371eMeHToB [11].

Pacyer Ha/1e)KHOCTH TTOCIIEAOBATEIHFHOTO COSINHEHNS JIEMEHTOB OCYIIECTBIIIETCS COTIACHO:

RO)=T]r0=c", ©

L=YA, ™)

TA€ 7 — KOJMYECTBO MOCIEI0BATEIEHO COSAMHEHHBIX 3JIEMEHTOB; A, — THTEHCUBHOCThH OTKa30B CUCTEMBI.
Jig mapaniensHOro coefnHeHHs (GopMyia pacdeTa HaJe)KHOCTH UMEET B

£)=1-T 10~ (). ®)

rae ¢ — HaOJro1aeMblii MOMEHT BPEMEHHU.

J1J11 KOMITBIOTEPHOW CETH Ha PUCYHKE 2 BEpOATHOCTH 0€30TKa3HOI paboThl P B TEUEHHE rofia IKC-
mryatanuu (¢ = 8760 1) cocraBnset 0,83581. PykoBoacTBOM MpeanpusTHs BBIJEICH OIOKET B pazMepe
Crnax =90 000 py6 17151 TOBBIIIEHUS HAAES)KHOCTH QYHKITHOHUPOBAHUSA ceTU. JlaHHON CyMMBI HETOCTATOYHO
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JUTS TIOKYTIKK HYKHOTO KOJIIYecTBa 000pyIOBaHMUS C MydIIuM 3HadueHneM MTBF, mo3toMy mpodiiema 1mo-
BBIIIICHUS HAJC)KHOCTH (YHKIIMOHHPOBAHUSA CeTH OyIeT pemraTthes ImyTeM oOecredeHHs HM30BITOYHOCTH
3a cueT 100aBIICHNS PE3EPBHBIX KAHAJIOB IIEPEAauN JaHHBIX H COOTBETCTBYIOIICH HACTPOHKH 000PYIOBAHMS.

Pe3yabTaThl M HX 00cykaeHue. /1111 TOMOIOTHY, TOKa3aHHON HA PHCYHKE 2, OblIa HaliZicHa ONTH-
MaJbHas CTpyKTypa rpada G, KoTopas 06ecreunBacT MaKCHMABHYIO HaIEKHOCTh KOMITBIOTEPHOI CETH

C Y4€TOM OTpaHUYCHUI CTOUMOCTH Crmax (pHC. 3).
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Pucynoxk 3 — Tomosorusi, o0ecrieyrBaronias HEOOXOAUMYIO HAJCKHOCTh (YHKIIMOHHPOBAHHS CETH C YYETOM
orpanndeHust Cax

Jnst obecriedeHust pe3epBUPOBAHKS C LIENIbIO MOBBILICHHST HAJIGKHOCTH (DYHKIIMOHUPOBAHUS KOMITHIO-
TepHOU cetn no6aBneHs kommyTarop Cisco Catalyst 2960 u mapmpytuzarop Cisco 2911, mponoxxeHsl J10-
TOJIHUTCIIBHBIC IMHUHU CBA3H, OPTAaHU30BaH pe3epBHbIIjI KaHaJI 10CTyIa B MUHTCPHET, BBITIOJIHEHA COOTBETCTBY-
o111asi HacTpoiika ycTpoiicTs. Ha ycTpoiicTBax ypoBHS siipa Mpou3BeeHa HACTpOiiKa MapIIpyTH3aliu ¢ pac-
MpeaeieHNeM Harpy3KH depe3 pe3epBHBIN KaHaJl AOCTYIA, YTO MO3BOJIUT HE TOJBKO MOBBICUTH HAIEKHOCTh
(hyHKIIMOHUPOBAHHS KOMIIBIOTEPHON CETH, HO U CYIIECTBEHHO YBEIMIHUTH CKOPOCTH JOCTYTA B MHTEPHET.

MexIy CeTeBBIMH YCTPOHCTBAMH YPOBHS JOCTYIIA M YPOBHS paclpeAeICHUs MPOJIOKEHBI JOTOTHU-
TEJBHBIC KAHAJIBI CBSI3H, 00CCIICUNBAIOIINE HATMYHE PE3CPBHBIX KAHAIOB CBS3U. 3alIUTUTh CETh OT SAHMHON
TOYKH OTKAa3a BO3MOXKHO C MPUMEHEHHEM H30BITOYHOCTH, MOBHIIIAIOIICH TOCTYITHOCTh TOTIOJIOTHN CETH.
IIpu 3TOM MOTYT BO3HHKAThH METIU KOMMYTALIUH, TIOKa3aHHBIC HA PUCYHKE 4, YTO IMPUBEACT K BOSHUKHO-
BEHUIO HEIOJAIOK IPH Mepejade JaHHBIX B CCTH.
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METNA KOMMY¥TALILA
KOMNYTATOP i e KOMWMYTATOFP

Cataly=t2880-1 Catahest2560-2

KOMMYTATOP
Catahy=t2560-3

s A P

Pucynox 4 — CerMeHT ceTH ¢ pe3epBHBIM KaHAJIOM U TeTJIed KOMMyTaluu

g ycTpaHeHHs neTesb KOMMYTAlMH Ha BCEX KOMMYTAaTOpax KOPIOpaTHBHON KOMIBIOTEPHON ceTn
akTUBHpOBaH mpoTokos STP [12]. OH O6mokupyeT KaHaIbl, KOTOPBIE MOTYT BBI3BATh METIIIO, 00ECIICUnBast
HaJIMYHEe TOJBKO OJHOTO JIOTHYECKOTO ITyTH MEXKAYy BCEMH ITyHKTaMH Ha3Ha4deHUs B ceTH (puc. 5). Ecnu
KaHaJl J0cTymna HoTpeOyeTcs Ul KOMIIEHCAI[MH HEHCHIPAaBHOCTH, MPOTOKON S7P MOBTOPHO PacCUUTAET
IyTH ¥ CHUMET OJIOKHPOBKY C TPEOYEMBIX ITOPTOB.

KOKMKMYTATOP KOMKMYTATOP
CatahystZ960-1 CatalystZ360-2
KORMKMY¥TATOP
Catalyst2950-3 NOMNA4YECKAH BNOKIMPOBKA

NOFTA NMPOTOKONON STP

F ] A

PI/ICyHOK 5 — CerMeHT ceTH ¢ PE3EPBHBIM KaHAJIOM 0e3 meTiaun KOMMYyTalluu

Hwmxe nokazan npumep paboTsl mpotokona STP Ha kommytatope Cisco Catalyst 2960 B cermeHTe
CIPOEKTHPOBAaHHON CETH:

Catalyst2960-1# show spanning-tree

VLANO0001

Spanning tree enabled protocol icee

Root ID Priority 4097

Address 0002.E425.A0BA

Cost 19

Port 2(FastEthernet0/2)

Bridge ID Priority 12284 (priority 12283 sys-id-ext 1)
Address 000B.F382.480C

Interface Role Sts Cost Prio.Nbr Type
Fa0/2 Root FWD 19 128.2 P2p
Fa0/1 Altn BLK 19 128.1 P2p

Kak noxasaHno BblIlIe, IMEIOTCS anbTepHaTUBHBIE pr3ndeckue kanaisl (Fa 0/1), KoTopble MOTYT OBITH
UCIIOJIb30BaHbI Il PE3EPBUPOBAHMS MAPILIPYTOB B CETU B Cllydyae BO3HUKHOBEHMsI Hemonanok. Ha Bpems
KOPPEKTHOM pabOTHI KaHAJIOB CETH Nepeiaun MH(GOPMALUH OPT NepeBOANTCs B cocTosiune BLK u joru-
YECKH Pa3phIBaeT METIIO.
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BTopbIM nprMepoM pe3epBHPOBaHHS Ha YPOBHE paclpelelieHus SBiseTcs TexHonorus EtherChan-
nel, KOTOpast TI03BOJISIET HE TOJIBKO UCIIONB30BATh PE3ePBHBIC KaHAIIBI ISl IIOBBILICHNS HaIS)KHOCTH (YHK-
[IMOHUPOBAHUS CETH, HO M CYLIECTBEHHO ITOBBICUTH CKOPOCTH IEpeNadH JaHHBIX MEXKIY ABYMs yCTPOii-
ctBamu [13]. [Ipumep peannzanun texnonoruu EtherChannel mpoaeMOHCTPHPOBaH Ha pucyHke 6. TexHo-
norus EtherChannel obecriednBaet 6alaHCUPOBKY HATPy3KH MEXAY (HU3MIECKUMHU KaHATaMH BMECTO 0J10-
KUPOBKH OJIHOTO WJIM HECKOJBKHX M3 HUX IOCPEJICTBOM CO3JaHMs €IUHOTO JIOTHYECKOTO KaHaia MEX.Iy
JIBYMsI yCTPOMCTBaMH C MCIIOJIb30BAHUEM HECKOJIBKUX (PM3MYECKUX KaHAIOB.

KOKMKY¥TATOP KOMRYTATOP
KaHARN i KAaHAN
EtherChannel EtherChannel
KOMMY¥TATOP

Catahy=t2060-4

Pucynok 6 — [Ipumep peanusanuu Texnonorun EtherChannel

B cpoextupoBanHoii cetn Mexry kKommytatopamu Cisco Catalyst 2960 co3nan kanan EtherChannel
TpomycKHOU criocoOHOCTRI0 2000 MbButc/c:

Catalyst2960-4(config)# interface range g 0/1-2
Catalyst2960-4(config-if-range)# channel-group 5 mode active
Catalyst2960-4(config-if-range)# interface port-channel 5
Catalyst2960-4(config-if)# switchport mode trunk

Takum 00pa3oM, CO3JaHHBIM KaHAN YBETMYCHHOW MPOIyCKHOW CHOCOOHOCTH Oojee ycTOHYMB
K BHEITHUM BO3/ICHCTBUSIM 10 CPAaBHEHHIO CO CTAaHJAPTHBIM 3a CUET PE3CPBUPOBAHNUS JIMHUH CBA3M:

Catalyst2960-4# show interfaces port-channel 5
Port-channell is up, line protocol is up (connected)
MTU 1500 bytes, BW 2000000 Kbit, DLY 1000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Full-duplex, 2000Mb/s

Members in this channel: G 0/1, G 0/2 ,

Hecmotpst Ha cymiecTBOBaHHE albTEePHATHBHBIX (PU3MUECKHX ITyTeH, HACTPOCHHBII Ha MCIOIb30Ba-
HHE IIUTI03a XOCT OYZET M30JIMPOBAH OT BHEIIHNUX CETEeH IPH BBIXOZE M3 CTPOS MapIIpyTH3aTopa M0 yMOJ-
YaHHIO. DTO OOBICHACTCS HACTPONKOH KOHEUHBIX YCTPOMCTB ¢ OMHUM [P-aipecoM IUisl MUTI03a, KOTOPBIHA
0CTaeTcs MOCTOSHHBIM IPU M3MEHEHHH TOIOJOTMU KOMIBIOTEPHOU ceTH. B cBs3M ¢ 3TUM yCTpONCTBO
M0 YMOJIYaHHIO OyJeT OTKIIIOUEHO OT CETH IPH HEAOCTYITHOCTH /P-aipeca muiro3a. Beenenue BUpTyaib-
HOTO MaplIpyTH3aTOpa SBISETCS OJHUM M3 MOAXOJ0B K YCTPAHEHHUIO eIWHON TOYKH OTKa3a Ha IUTI03E.
BupryaibHblii MapipyTu3zaTop obecrnedrnBaeT pyHKIMOHUPOBAHUE COBOKYITHOCTH MapIIPyTHU3aTOPOB KaKk
eJIMHOE 11eNI0e, ucmoinb3ytoiiee oomme MAC- u IP-aapeca.

C agpecom /Pv4 BUPTyasbHOT'O MapUIpyTH3aTOPa, HACTPOSHHBIM B KaUeCTBE [IUTI03a IT0 YMOTYAHHIO
JUI TI0JIB30BATEIBCKUX KOMIBIOTEPOB, ObUTAa co3maHa Tpymma MapuipytuzatopoB GLBP. Koneunbie
YCTPOHCTBA OTHPABIAIOT TpadUK Ha apeca BUPTyaIbHOTO MapmipyTu3aTopa. OU3HUECKUi MapmpyTH3a-
TOP, KOTOPBIH epechuIacT NaHHBIN TpauK, SIBISCTCS «IIPO3PAYHBIM» JIJIsI KOHEUHBIX YCTPOMCTB, U, B CITy-
Yyae 0TKa3a OHOr0 M3 (U3MUYECKUX MapIIPyTHU3aTOpPOB, €ro (yHKIMHU B aBTOMAaTHYECKOM peXnume Oeper
Ha ceOs1 1pyroit Mapmpyrtuzarop u3 GLBP-rpynisl.

Just obecrieueHns pe3epBUPOBaHMS OCHOBHOTO IIII03a HacTpoeHa GLBP-rpyIia MappyTH3aTOpPOB:

MainBranchRouter1(config)# interface g0/1
MainBranchRouter1(config-if)# glbp 1 ip 192.168.1.252
MainBranchRouter1(config-if)# glbp 1 load-balancing round-robin
MainBranchRouter1(config-if)# glbp 1 priority 120
MainBranchRouter1(config-if)# glbp 1 preempt
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MainBranchRouter2(config)# interface g0/1
MainBranchRouter2(config-if)# glbp 1 ip 192.168.1.252
MainBranchRouter2(config-if)# glbp 1 load-balancing round-robin

PesynbpTaT HacTpOMKHU:

MainBranchRouter1# show glbp 1
GigabitEthernet0/1 - Group 1 (version 2)
State is Active

4 state changes, last state change 0:00:30
Virtual IP address is 192.168.1.252

Taxum 06pa3om, A7 HOBBIIICHHS HAJASKHOCTH (PYHKIIMOHUPOBAHUS PACCMATPUBACMON KOMITBIOTEP-
HOU ceTH ycTaHoBiIeHB kKommyTatop Cisco Catalyst 2960 n mapmpytuzatop Cisco 2911, mpotokeHs! 10-
MIOJTHUTENbHBIC IMHNUH CBSA3U B JIOKAJIBHOM CETMEHTE CETH, OPraHN30BaH PE3CPBHBIM KaHa JOCTyNa B HH-
TEpHET, BBIIIOJIHEHA COOTBETCTBYIOLIAS HACTPOIiKa ycTpoicTB. Ha ycTpoiicTBax ypoBHs siipa Npou3BeIeHa
HacTpoKa MapIIpyTH3alUU C paclpeesicHUeM Harpy3Ku uepe3 pe3epBHbIN KaHal JOCTyIa, 4TO MO3BO-
JIMJIO HE TOJIbKO MOBBICUTH HAACKHOCTH, HO U CYIIECTBEHHO YBCJIWMYUTHL CKOPOCTH JOCTYyIla B MHTCPHCT.
Coznana GLBP-Tpymia MapipyTH3aTOPOB I 00ECTIIeUeHUsI pe3epBUPOBAHUS OCHOBHOTO ILII03a C pac-
npeseneHueM Harpys3ku. Ha ycTpolicTBax ypoBHs pacnpeziesieHus U yPOBHS A0CTyIa aKTHBHPOBAH MPOTO-
ko STP, npeAoTBpaIAlONUil BOSHUKHOBEHHE MIE€TEIb KOMMYTAIIUH.

Cornacho pacueTam 1o gpopmynam (6)—(8), 11s cetu G BepoaTHOCTH 6€30TKa3HOi paboThl P B Teue-
HUE roja skcrryatanuu coctasut 0,96105.

OTMeTHM, 4TO AanbHEHIIee MOBBILICHNE HAIC)KHOCTH (QYHKIIMOHUPOBAHUS CETH TaKXX€ BO3MOXHO,
HO MOTpeOyeT MOKYNKH 000pyJOBaHMS C CYHIECTBEHHO JTy4IInM 3HaueHueM MTBF, uro moTpedyeT yBe-
TUYeHUsS PUHAHCOBBIX 3aTPaT Ha MOJCPHU3AIMIO CETH KaK MHHIUMYM Ha | TOpSAAOK. YBEIHMUCHNE MAaKCH-
MaJIbHO JAOITyCTUMOM CTOMMOCTH Cax SIBISCTCS LIENIECOOOPA3HBIM TOJIBKO B TOM CIIy4ae, €CIIM €€ BEJIMINHA
ropaszio MEHbIIE CTOMMOCTH TPOCTOS MPEANPUSITHS, BEI3BAHHOTO HEPaOOTOCIIOCOOHOCTBIO KOPIIOPATHB-
HOM KOMIIBIOTEPHOHU CETH.

3akirouenue. KoMnbIOTEpHBIE CETH MPENCTABISIOT COO0H CII0KHBIE CUCTEMBI, COJIEpIKalie MHOXKE-
CTBO 3JIEMEHTOB, B CBSI3H C YeM OTKa3bl CETH HEN30€KHbI. AHAIN3 HA/IS)KHOCTH JA€T IIPOBEPKY «IIPHUTO-
HOCTH» MPEATNOoJIaraeMbIM POEKTHBIM OKHJAHUSIM HHOPACTPYKTYPbI MM COOTBETCTBYIOLIMX KOMIIOHEH-
TOB KOPIIOPAaTUBHON KOMIIBIOTEPHOH ceTH. B paboTe mocTpoeHa TOMoNorus KOpnopaTHBHOM KOMIIBIOTEP-
HOH ceTH nepenadd HHPOPMAIHHU, KOTOpasi 00ecIieunBaeT MaKCUMaJIbHYIO HaJIe)KHOCTh (DyHKIIHOHHPOBa-
HUS TIPY JOITYCTUMOH CTOMMOCTH €€ BHepeHUs. [1Isl IOBBIIECHNST HaJIeXHOCTH (PyHKIIMOHMPOBAHHS KOP-
MOPATHBHOW KOMIIBIOTEPHOH CETH pealn30BaHa N30BITOYHOCTh KaHAIOB Ieperadd HHpOpMaluu Kak
Ha YpPOBHE paclpe/ie/IeHus, TaK U Ha ypoBHe siipa. [Ipon3BeaeHs HEOOXOANMBIE HACTPOWKHU CETEBOTO 000-
pynoBanus. Co3nana GLBP-rpynmna MapuipyTH3aTOpOB JUIl 00ECHEeYeHUs] Pe3epBUPOBAHUS OCHOBHOTO
IIJTI03a C UCIIOJIb30BaHUEM aJITOpPUTMa paclpeiesieHnst Harpy3ku Round-robin. Ha ypoBHe paciipeneneHus
JUISL obecneueHuss U30BLITOYHOCTH M MMpEeAOTBPAIICHUS BO3HUKHOBCHUS TETCIIb aKTUBUPOBAH ITPOTOKOJI
STP. Yxa3aHHbIE BbILIE MEPbI MO3BOJIMINA MOBBICUTh HAJIE)KHOCTh (DYHKIIMOHHUPOBAHHSI KOPHOPATHBHON
KOMITbIOTEpHOM ceTH Ha 12,6 % B pamkax orpanudeHHoro Gromkera B 90 000 py0. [anbHeiiee nosbliie-
HHUE HAJCKHOCTH (PYHKIIMOHUPOBAHKS BO3MOXKHO, HO B TeKyIIeH KOH(PUTypauu MOTpeOyeT MOKYIKH ce-
TEBOT0 000pYAOBaHMUs, 00JIa1aI0IIEro yiIy4lIeHHbIM 3HadeHneM MTBF, 4to mnopjeder (UHAHCOBbIC 3a-
TpaThbl, SHAYUTCIIbHO NPEBLIMIAIOINUE CTOMMOCTD PE3CPBUPOBAHMS.

[Ipennoxenusie B paboTe METOABI ONITHMHU3ALINH TOMOJIOTHH CETH, TEXHOJIOTHH MOTYT OBITh HCIIOJIb-
30BaHBI JJIsl IPOSKTHPOBAHMS HaJEKHBIX, OTKa30yCTONYNBBIX CETMEHTOB KOPIIOPATHBHBIX KOMIIBIOTEPHBIX
cereil nepenaun HHPOPMAIMHU JUTS TPEIPHUSTHI.
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B xoze paboTs! ObUIa cO3aHa IPOrpamMMa, KOTOpasi MO3BOJISIET PEATH30BaTh CIIEAYIONIHE CIIOCOObI pabOTHI ¢ JaH-
HBIMU: XpaHeHHe HH}opManun 06 00yJaroIuxcsl, peakTHPOBAHKE JAHHBIX B CITy4ae HX U3MEHEHWSI HIIN HETIPAaBIIBHOTO
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Beenenue. [IpoGiiemoii olileHNBaHMS pe3y/IbTaTOB 00Y4YEHHs B HACTOSIIEE BPEMs IIHPOKO 3aHHMa-
I0TCS KaK OTEYECTBEHHBIE, TAK M 3apyOesKHbIE yueHble. PaboThl MHOTHX HCCIleIoBaTENIEeH TOKA3hIBAIOT, 9TO
€CITH TIPH MIPOCKTUPOBAHNH OCHOBHON 00pa30BaTEIbHOM MPOTrPaMMBbl BIMSIHAE CYOBEKTUBHOCTH HE SIBIIS-
eTcsl OYEBUAHBIM, TO TIPH OLICHUBAHUU €€ OCBOCHMS (aKTOp CyOBEKTUBH3MA CTAHOBHUTCS KPUTHYECKUM,
TaK KaK pe3ysbTaT OLCHUBAHMS HEMOCPEACTBEHHO HAOIIONAeM U HCIOJIB3YETCs, 329acTyi0 B HEN3MEHHOM
BHUJIE, B 3371a4ax yIPaBICHHU pa3BUTHEM 00pa30BaTENbHBIX M TPYAOBBIX pecypcoB [1]. Paspaborku mpo-
TpaMM JUIS SJIEKTPOHHOHN MHpOopMannoHHO-00pa3oBaTensHOU cpensl (DMMOC) BeqyTcst BO MHOTHUX BY3aX.
Tak B MopIoBCKOM rocyHuBepcuTeTe pazpadorana nporpamma s SMOC, koTopasi HO3BOJISIET COCTaB-
JSITH TOPT(OINO YYACTHUKOB 00pa3oBaTeIbHOIO Mpolecca (B TOM Yuclie MyOJIUKALUH, JIEKTPOHHbIE 00-
pasoBatenbHbIe PECypChl, y4acTHE B IPaHTax U T.J.) C BO3MOXHOCTBIO BepU(UKALINY, 3aI0HATh PEUTHHT
IUIaH AUCUUILIAH, (PUKCHPOBATh M MPOU3BOANTH MOHUTOPHHT X0/1a 00pa30BaTeNbHOro mpolecca, obecre-
4YKMBaTh OOIEHHWE MEXAY y4acCTHHKaMH 00pa3oBaTEJIbHOTO IMpOLECcca, COXPAHATh OTYETHOCTH 00yuaro-
IIMXCS C OT3BIBAMHU M 00ecIieunBaTh JOCTYIl K BHEIIHUM pecypcam [2]. B HacTosimee BpeMst CyIecTBYIOT
MpOrpaMMHBIE 00eCTIeYeH sl Ul aHKETHPOBaHMs, TECTUPOBAHMSI, MOHUTOPHHTA M YIpaBIeHUs paboTon
cTyneHToB [3-6]. OxHako HaHHBIE IPOTPaMMBI, KaK MPABHIIO, UMEIOT y3KYIO 00J1aCTh UCIIONIb30BaHMS U HE
BCET/Ia UCIIOJIb3YIOT BAXKHbIE MIPEMMYIIIECTBA COCTABIIIOIINX KOMIIOHEHTOB. B 0a3e JaHHBIX, Kak U B JIIO-
6011 npyroit NEeIoCTHON CHCTeMe JOJDKHBI OBITh COTJIACOBAHbBI BCE €€ KOMIIOHEHTHI, & UMEHHO: JaHHbIe
B (haiine MEHATHCS 1O X0y MX 3aMEHBI B IPOTpaMMe, YIACTKH MaMATH SBJISATHCSI KOT€PEHTHBIMH, a (yHK-
MM PabOTaTh MCIPABHO C Pacu€ToM Ha BIMSHHE 4YelloBeYecKoro (akropa (He TOJBKO BMELIATENhCTBA
W3BHE, HO U omneyaTku). CoBpeMeHHbIe 0a3bl JaHHBIX JOJDKHBI UMETh BO3MOXHOCTh MU3MEHEHHUS BO Bpe-
MeHH. J{JIs1 3TOTr0 HCIoIB3yeTcsl AMHAMHUYecKast orepaTuBHas nmaMsaTh. [Ipeqiaraemas nporpaMma UCIIONb-
3yeT KaK JUHAMHUUYECKYIO ONEPaTHBHYIO MaMsTh, 3JIEMEHTHOH 0a301 KOTOPBIX ABJISIOTCS KOHJIEHCATOPHI,
TaK ¥ CTaTUYECKYIO, POJIb OCHOBHBIX 3JIEMEHTOB KOTOPOH MIPalOT TPUITEPH. Takoe COBMENICHHUE THUIIOB
MaMSTH ITO3BOJISET TOBBICUTH OOIIYIO IPOM3BOIUTEIHHOCTD CUCTEMBI, IIOCKOJIBKY HA0Op TPUTTEPOB B MUK-
pocxemMe 3HaYNTEIHHO NMPEBOCXOANT 0 CKOPOCTH Iepe/ladyi UMITyJIbCOB aHAIOTHYHBIN HA0Op KOHJEHCa-
TOPOB, YTO OTIPEEIIET KaK MPAKTHUECKYIO IEHHOCTh, TAK U aKTyaJIbHOCTb PaOOTHI.

OnHako, Kak OBLIO CKa3aHO paHee, IOJHOCTHIO O0TKA3aThCs OT AMHAMUYECKON MaMsATH HEBO3ZMOXKHO,
Tak Kak 0e3 He€ pepakTHpoBaHHE MH(OpMAaLUH, K IPUMEPY, aKCHOMAaTHYECKH HEBO3MOXHO. PaHee OblI0
NPUHATO pa3padaThIBaTh 0a3bl JAHHBIX Ha PA3IMYHBIX S3bIKaX MPOTPAMMHUPOBAHUS B CBSI3KE, TAK KaK UMe-
Jack HEOOXOAMMOCTh MaKCUMaJIbHO aBTOMATH3HPOBATh MpOIecch (OpMHUPOBaHHMS 3alIPOCOB U BO3BpaTa
He0OX0UMBIX TaHHBIX. OJTHAKO OHH UMEIOT MHOTO HEJIOCTATKOB. 3aadeii Obiia He 9 (PEKTUBHOCTH U 3a-
MIAIIEHHOCT TAKOTO TPHIIOKEHHS, 2 MAKCHMaJIbHAs IIPOCTOTA B MCIIOJIB30BAaHUN U PaCTIPOCTPAHEHHOCTb.
[IpencTaBneHHbIN IPOTPaMMHBIA TPOIYKT SBIIIETCS YHUKAJIBHBIM B CBOEH 00JIaCTH, TOCKOJIBKY paHee HUl-
KTO emé He pa3pabaTbiBai 0a3y JaHHBIX B BUAE €IMHOTO ITOJHOIEHHO (PYHKITMOHUPYIOIIETO MPHUII0KEHN,
HE HCIIOJB3YIOIIETO CBS30K C APYTUMH HPUIOKEHUSMH. VICIIonb30BaHNE HOBBIX MATTEPHOB IO3BOJISET
CUNTaTh €ro He MEHEee KauyeCTBEHHBIM U IIMPOKUM MO (PYHKIMOHAY, YeM pa3pabOTKH IPOLUIBIX JIET.
CTOUT OTMETHTBH, 4TO paboTa 10 MPOSKTHPOBAHUIO CUCTEM UMEET OOJIBITYI0 HCTOPHUIO, CBSI3aHHYIO C IOSIB-
JIEHHEM Pa3HBIX S3BIKOB IPOrPaMMUPOBAHUSI.
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OnucaHue coCTaBISIOIIMX MporpamMmbl. [Ipemmaraemast mporpaMma IpencTaBisieT co0oil peam3a-
U0 a0CTPaKTHOM 0a3bl MaHHBIX, OCHAIEHHONW OCHOBHBIMH TPHUHIIUIIAMH FCHIOJIG30BAHMS ONIEPATUBHOI Ia-
MmsaTa (puc. 1). He MeHee BaKHBIM SIBIAETCS CaMO MOHSATHE TMHAMHYECKOH MaMsTH, KOTOpasl pealn3yeTcs
B IpOrpamMMe, HallpUMep, B BHAC CO3JAHUS ONpPEACIEHHBIX MOJIEH M CBOWCTB KJIACCOB C BBINEICHHEM UM
oTpenenEHHOTo KomdecTBa siueek (0aiit). OcHOBOIOIAraroniM B KOHICTIIIUH THHAMHUYECKOH TaMSTH SIBIIS-
etcs e€ onpezeNeHne Kak MoJdypoBOJHIUKOBOM namsiTi. CoBpeMeHHbIE IEPCOHATBHBIE KOMITBIOTEPHI BKITIO-
YaloT B ceOs MPAKTUYCCKH BCIO 3JIEMEHTHYI0 0a3y. OOpaIiasch K Heil MOXKHO BBIJICIUTH JICTaIbHbBIC OCOOCH-
HOCTH MIPHHIIMIIA TIOCTPOCHUS MaMATH. [1aMsITh MOJKITIOYCHA K [IMHE, 00CCIICUHUBAIOIICH MUTAaHUE (TaK Kak
JIMHAMHMYECKas MaMSATh SBICTCS SHEPrO3aBUCUMON) U Ipyrue GyHKIUH. B miaTy mocTymarT MOTOKH KO-
MaHJI U JaHHBIX, AJIS1 KOTOPhIX HEMOCPEACTBEHHO ONpeAesieTCsl MOHATHE aJipecaliut (110 CTpOKaM U CTOI0-
1iam). [TepBBIMU Ba)KHBIMU 3JIEMCHTAMU SIBJITIOTCS BXOJTHOM UM BBIXOJIHOM PETUCTPHI JaHHBIX. Jlanee Ha MUK-
pocxemMe MOXKHO YBHIETH IeIN(ppaTOphl KaKk 0a30BBIE JIEMEHTHI, (POPMUPYIOIINE IPOCTPAHCTBEHHYIO CH-
CTeMY TOPH30HTAIBHBIX U BEPTUKAIBHBIX JINHAH, B COCTAB KOTOPBIX BXOIST 3aIIOMHUHAFOIITHE 3JIEMEHTHL.
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Pucynoxk 1 — briiok-cxema paboThI TPHIIOKEHUS

BepruxansHble U TOPU30HTAIBHBIC JTMHUHU NIEPECEKAIOTCS, a UX NEPEeCcEeUeHUEM SIBIIIETCS 3allOMUHA-
IOIINH 3JIEMEHT, K KOTOPOMY TaKKe MOJIXOAUT BEPTUKAJIBHBIN IPOBOJI, BMECTE C 3aIIOMHHAIOIIIM JIEMEH-
TOM OH Ha3bIBaeTCs CTPOKOM. Takke B MUKPOCXEME IIPUCYTCTBYET BEPTUKAIbHBIN IIPOBOJI, KOTOPBIA B CO-
BOKYITHOCTH CO BCEMHM 3aIlOMUHAIOIIUMH 3JIEMEHTAaMH, MOIXOIIIIMMU K HEMY, Ha3bIBae€TCS CTOJIOIOM.
Jlis cTpoK U cTONO1OB COPMHUPOBAHEI PETUCTPHI aapeca. JlaHHBIE afipeca MepeaaroTcs B COOTBETCTRYIO-
mue JemudpaTopsl apecoB CTPOK U CTOJIOLOB. Y CTPOHCTBA CHHXPOHU3AINH U YIIPABICHUS B COBOKYII-
HOCTH C YCHJIUTEJISIMU CUUTHIBAHMUS U 3aIIMCH 00Pa3yloT JONOJIHUTENBHYIO QU3HYECKYIO CHCTEMY. Y CHITH-
TEJIX B COBOKYITHOCTH C MAacCHBOM 3allOMHHAIOIIUX JIEMEHTOB W BXOJHBIMH/BBIXOJHBIMU PETHCTPaMU
JIAaHHBIX 00pa3yIoT MOJIHOLEHHYIO CBA3aHHYIO CTPYKTYpY. OJTHaKo OoJIbIasi MHTETpajbHas CXeMa 3aIlOMH-
HAIOIIEr0 YCTPOICTBa TaKKe BKIIOUAeT B ceOs nemudparop KOMaHa, CYETYHK pereHepanuu, oydep an-
peca, MaTpHIly SJIEMEHTOB ITaMsTH, a TaK)Ke OaHKU MaMsITH, CI0/1a K€ MOXKHO OTHECTH CXEMbI KOMMYTalLlUH
JTAHHBIX ¥ CXEMY yTpaBiieHus. UTeHne U 3anmnch (Kaxaas o OTAEIbHOCTH) 3aHUMAIOT KAK MHHAMYM IISITh
TaKTOB IIPOIIeccopa, YTO OOYCIIOBJICHO YCTaHOBKOW ajpeca cToyiOra, ¢popMupoBaHueM curHaia RAS,
a TaKk)Ke BO3BPATOM 3THX CHTHAJIOB B HEAKTHBHOE cocTosHUE. Koppensist Mex Ty 3aliUChi0 JaHHBIX B I1a-
MSATH U €€ YIIpaBJICHNEM Ha YPOBHE KOMITMIMPYEMOro si3bika C++ HaXOAWTCS MMEHHO Ha YPOBHE 3aIMCH
B (aiin (B3amMoIeicTBHE C KpUOTOrpaduueCKUMH CHCTEMaMM 3aIlUTHl HAXOAWTCS Ha aHAIOTHIHOM
ypoHe). CTporocts B 0pOpMIICHHH PAOOTHI C TAMATHIO B BBHIIICTIPUBEIEHHOM S3BIKE TIPOTPAMMHUPOBAHNS
MIO3BOJISIET NTPOCIIEKMBATH KK IBIH IIar B BHIIIOJIHEHNH IOCTABJIEHHBIX 3aa4 (YTSHUs], 3alIUCH, N3MEHEHHS
Wi yranenus nHpopmanuu B daiie). CylecTByeT Takoe HOHITHE, KaK yKa3aTelb, KOTOPBIH sBIsSETCS
CCBUIKOW Ha TO MECTO B ITAMATH, Ha KOTOPOM HaXOJUTCsl HeoOXoquMasi Ham nHpopmanus. CyTb GyHKIMNA
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YTEHH U 3aIICH 3aKIII0YACTCs B ITOCIEI0BATEIEHOM U3BICUCHNH 13 (aiina HHPOPMALNHK TI0 yKa3aTesiM,
IPU 3TOM HPHUCYTCTBYET ONpeAeIEHHas CEMaHTHKa, OT KOTOPOH 3aBHCUT BCE MPOXOXKICHUE MO TaHHBIM
(manpumMep, MaTeMaTHdeckas GpopMyna Imepexoaa oT OJHHUX AAHHBIX K JPYTHM OyneT 3aBHCETh OT TOTO,
CKOJIBKO OalT MaMATH MBI BBIACJIWIN MO ONPENCIEHHBINH BUA NaHHBIX). B mporpamme npuBenéH Ounap-
HBII crioco0 uTeHus u 3anmucu nHdopMarn. CenaHo 3To s TOro, 9TOOBI He BO3HUKAIIO TIPo0IeM co CiIy-
JKEOHBIMH CHMBOJIAMH, TAKMMH KaK TaOyJIsiusi, NEPEHOC CTPOKU M HYJb-CHMBOJI, KOTOPBIE MOTYT OBITh
MPOYMTaHbI KaK OOBIYHBINA TEKCT U TEM CaMbIM BBI3BaTh OIIMOKY B paboTe nmporpaMmsl. Bo3Bpamiasce k 1u-
HAMUYECKON MaMATH CTOMT YTOYHHUTbH, YTO HPOTpaMMa BBIMOJHSIETCS MOCHIEN0BATENbHO, YTO O3HAYaeT
OITAATH K€ TUHAMHYECKOE M3MEHEHHE 3aITUCaHHbIX JaHHbIX, YTO MPUBOAUT HAC K MPOOIEeMe KOTE€PEHTHOCTH,
KOTOpast YCWIEHHO peraercst Bc€ Ooiiee 3(pQEeKTUBHBIMUA MeTOIaMU M cerojiHs. CaMo NOHSTHE KOTepeHT-
HOCTH 03HAYaeT, YTO YYaCTKU NMaMATH (He 0053aTeNbHO TMHAMUYECKOI) JOIDKHBI OBITH CBSI3aHBI HE TOJIBKO
C MHKPOIIPOIIECCOPOM, HO U caMH ¢ c000#. DTO HEOOXOANMO IJIS TOTO, YTOOBI THHAMUYECKH H3MCHSFOIITH-
ecsI JaHHBIE TPUHIMAIN HOBOE 3HAUCHUE U B APYTUX yIacTKaX, a TOYHEE, y ITUX YJacTKOB JIOJKHA OBITh
nH(pOpMAaLHsI 0 COOTBETCTBYIOIINX H3MEHEHUIX. B IPOTHBHOM CiTydae BO3HUKHET TaK Ha3bIBAEMBIN «KOH-
(IUKT MO [AaHHBIM», KOTOPBIM, MOMHMO BCETO MPOYEr0, MOXKET OBITh HE OOHAPY)KEH IPOLECCOPOM
U YTIPaBJISIIOIIMMHU [IpOrpaMMamMu cpasy [7-9].

Knaccsl, MeToABI H KO/, HCIIOJIB3YyeMble B mporpamMe. [Ipn BeINIONHEHNH 3a/1a4M OBIIN CO3/1aHbI
HEKOTOPBIE SK3EMILIAPHI KIIACCOB, 3aTE€M K IporpamMmMe ObLT HOAKIIIOUEH (aiis, B KOTOPOM OYAYT XpaHUThCS
Bce naHHble. [locie mocnenoBaTelIbHO CYUTHIBACTCSI HHPOPMALIHS O KOKAOM CTYICHTE U IIPOBEPSETCS €T0
1ot v paMuTust JUTd peaau3aliy pa3iesieHus IPYIbI CTY/ICHTOB Ha JIBE JPYTHUE: )KEHCKYIO M MYKCKYIO,
COPTUPOBaHHBIE N0 aI(aBuUTy.

B nanHOM citydae mon KiaccaMHU-HAacJeJHUKAMH HNOHMMAIOTCSl KJIACChI, HACJIEAYIOLIHE OCHOBHOM
(yHKIMOHAT OT KilaccoB-poauteseit (kimacc Program — ponurenbckuil mo oTHomeHUto K kiaccam File,
Session, Student). Kimaccel-npy3pst — Kiaccsl, cBI3aHHbIE ¢ APYTMMH W UMEIOIINE ONpenenéHHbIe napa-
METpBI JOCTYIIa, B TO BpeMsI KaK He CBSI3aHHBIC HEe OyIyT NMETh TaKUX IpaB. KoHmenmus mporpaMmsl cKia-
JIBIBACTCS B IIEPBYIO OYEpEb U3 3a/1a4, IOCTAHOBIICHHBIX Tepe]] 000 0a30i JaHHBIX: XpaHEHUEM, H3Me-
HEeHueM (TIpH He0OXOJUMOCTH), YIaJICHHEM U 3aIIMIIEHHOCTHIO (KaK KPUTEPHI) CHCTEMBI B LIEJIOM, OHU
penraroTcst 6aroapst pa3IMIHbIM CIIoco0aM padOTHI ¢ MTaMATHIO, HIDKE IPUBEACHBI HEKOTOPHIC U3 HUX.

DyHKIMOHAT:

Student — knacc I XpaHeHUs OCHOBHOM MH(OpMALUK O CTYACHTE, SIBISIETCS JOYEPHUM KIIACCOM
Program. SIBnsiercs apyxecTBeHHbIM KiaccoM File.

bool Check book () — meron kimacca Student [yist MPOBEPKHU CYNISCTBOBAHKS CTYJCHTA C TAKHM XK€
HOMEpOM 3aueTHOW KHIKKH. Eciiu He cylecTByeT, BO3BpalllaeT HCTHHY, B IPOTUBHOM CIIydae — JIOXKb.

Public: Student () — koHCTpyKTOp Kiacca. Bei3siBaeTcs npu coznannu oobekra. Co3maeT ykazarenu
Ha BCe HEOOXOAMMBIC TepEMEHHbIE, ONMCAHHbIE B 00IacTH private.

~ Student () — gecTpyKTOp Kiacca, yaaasieT BCIo HHOOPMAIIHIO, XpaHSIyocs B 00beKTe Kiracca. BeI-
3bIBAaETCS NP YHUUTOXKESHUH Kitacca (IpUMep OYMCTKH HEHYKHOU MaMsTH, CCBIIKM Ha KOTOpPbIe ObUIHN y1a-
JICHBI WJTH TIOTEPSUIN CBOIO BOCTPEOOBAHHOCTh B CEMaHTHUYECKOM IUIAHE).

Program — 0ocHOBHOH Kjlacc IPOTpaMMBbl, OH HAacIeAyeTcsl APYTHMMH KIaCCaMH, COACPKUT (GpyHKIUH
BBIBOJIA Ha 3KPaH, a TAKXKe METOJIbI, TIO3BOJISIOINE TPABWIILHO paboTaTh MPOTrpaMMe B TIOOBIX CUTYAIHAX.

void print () — ¢yHkuus knacca Program, neperpysxaemast GyHKIHs 11 BbIBOJa HHOOPMALIMH B KOH-
cosib. Bunpsl pyrkimu: void print (char* val) — ciy»wut 11 BBIBOJ]a MaccHBa CMMBOJIOB; void print (int val) —
CIIY)KUT JUIs BBIBOJA IeI0uKciIeHHoN nHdopMmarmu; void print (const char val []) — cayxut st BeIBoaa
MacCUBa CUMBOJIOB.

Hx ucnonb3oBaHue 00YCIIOBJICHO MPeAHA3HAYCHUEM JUIsl Pa3IMYHOro (PyHKIMOHa a (00 3TOM roBo-
PAT pa3IMYHBIC TUIBI IEPEMEHHBIX, OT KOTOPBIX BBI3BIBAIOTCS (DYHKIHN).

inline void Wait () — INLINE-dynkuus, kotopas et Haxatus kinasuiun BBO/L i npogosmkeHust
BBITIOJTHEHHS IPOIPAMMBEI.

virtual void print v (char* val) — BupTryansHas QpyHKIMs, epeonpeesnseMas B Kilaccax-HacieaoBa-
tensix. [loxyuaer ykasarenb Ha MacCMB CHMBOJIOB B IIEpEMEHHYIO val B pe3yJbTaTe CBOETO BBHINOIHEHUS
BBIBOJIA Val B KOHCOJIb.

Sub — cTpykTypa Ui OnKMcaHus IPeIMeTa B KaKOH-JIM00 CeCCHU CTYICHTA, COEPKUT UMSI ITPeAMeTa
Y OIICHKY.

Session — kmacc s XpaHeHUS WH(POPMAIMHM O CECCHsIX CTYIEHTA, SBISETCS JAOYEPHUM KIIACCOB
Program. SIBnsietrcs apyxkectBeHHBIM KitaccoM File.

Crypto - kacc s mupoBKH, AemupPOBKHU (aiiia ¢ JaHHBIMH.

File - xnacc, nacnequuk Program, mpeanaznavex it paboThI ¢ (aiiom.

int* pos — ykazaTenp Ha EpEMEHHYIO 1IEJI0T0 TUIIa, XPAHSIIIYIO MOPSAKOBbIM HOMEp CTy/eHTa B (aiiie.

int* count - ykazaTenb Ha NEpEMEHHYIO 1I€JI0T0 TUIIA, XPAHAIIYIO KOJIMYECTBO CTY/IEHTOB, 3aIlHCaH-
HBIX B (hail.
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char* gbn t - yka3zaTenp Ha MacCHB CHMBOJIOB, B KOTOPOM 3alMCHIBACTCS HOMEP 3a4€THOW KHIDKKH
CTyZeHTa, HH(POPMANIO 0 KOTOPOM HY>KHO YAAIUTh WIN H3MEHHTH.

void Read_student() — MeTon st cCAuTHIBaHHS HHPOPMAIIMH O CTYACHTE U3 (aiina.

virtual void print_v(bool Full) - BupTyansras nepeonpenensemas yHkmms knacca File, koTopast BEIBO-
JIIT Ha 3KpaH nH(opManuio o cryaeHTax. [lapamerp Full oTBedaer 3a To, Kakyro HH(POPMAIIHIO BEIBOIUTE.

void Print_students (int rez, bool Task) — meTon knacca File mis Bei3oBa ynkiuum print_v. [Tapamerp
rez OTBEYaeT 3a TO, KaKyro MH(OPMALMIO BEIBOANTH, apameTp Task — Tarke 3a nHpopManuio, KOTOpyro
MBI XOTHUM BBIBECTH.

Menu - knacc, KOTOpPBIH OTBEYAET 32 HABUTAIMIO B TIPOTPaMMeE U OTPUCOBKY MEHIO, SIBIISIETCS HACIIe -
HHUKOM OT Ki1acca Program.

int* ans — yka3aTenp Ha HEJOYHCICHHYIO IIEPEMEHHYI0, KOTOpasi OTBEYAET 3a TO, B KAKOH ITyHKT MEHIO
nepenIeT nonb3oBaTeb. BBoaurces ¢ KiaBuaTyphl.

Mystr - kiacc s 00paboTKHA MaccuBa CHMBOJIOB.

void operator += (const char other []) - meTox kmacca Mystr neperpy3ku oneparopa +=, B pe3yibTaTe
CBOETO BBINIOJHEHHS TPOUCXOANT KOHKATCHAIMA CTPOKH B data M CTPOKH, KOTOpPas MOJACTCSI BTOPHIM
apaMeTpoM.

Ykazatenn 00eceunBaoT MPABUIIBHBIN (B COBOKYITHOCTH ¢ (DYHKIMSIMU) OCTYH K JTaHHBIM, BO M30e-
JKaHHe KOH(QUIMKTA IO JaHHBIM Ka)XKIOMY OBbLIO IPHCBOEHO CTPOTO OIpeNeNEHHOE 3HAaYeHHE JJIMHBI, 10-
CKOJIBKY U IUHAMHUYCCKOEC, U CTATUYCCKOC M3MCHCHUA 3aTPYAHUIIN UM BOBCE CACIaJIN ObI HEBO3MOYKHBIM
oOparnieHue Kk TpeOyemMbIM yyacTkaMm namstu. [Ipu Hanucanuu nporpaMMbl ObLIH 33€HCTBOBAHbI Pa3INiHbIe
MaTTCPHbI MPOCKTUPOBAHUA U OCHOBBI O6’beKTHO-OpI/IeHTI/IpOBaHHOFO IporpaMMUpOBaHNs, UCIIOJIb30BaHbI
IIPUHLUIIBL IPSMOTO JAOCTYIIA K NaMSITH, IPUOPUTETHOCTH IIPEPBIBAHUN U MapajlIean3Ma [IpoLeccopa.

@parMeHT KoJ1a IPOrpaMMBl IIPEACTABIICH B IPUIIOKECHUH.

[Ipn mombITKE CUUTATH JaHHBIC O3 MpaB IOCTYIA 3JI0YMBIIUICHHUK IOIYYHT JIMIIb 3aIUIIEHHBIN
Kox (puc. 2).
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Pucynoxk 2 — [Ipumep BBIBOJA 3aIIUIIIEHHOTO KOJA
I'maBHOE MEHIO UMeeT YIPOUEHHBIH BUJl — HyMEpPOBaHHBIN crucok (puc. 3a). IIpu HeoOxoaumocTu

BO3MOXHO J100aBJIEHUE U yllaJieHne CTyeHTOB (puc. 30). B mporpamme npeaycMoTpeHa MoTHOIIeHHAs pa-
6ota ¢ uapopmarueir. MeHO peIaKTHPOBaHUS HH()OPMAIMK IPEACTABICHO HA PUCYHKE 3B.

Pucynok 3 — OxHa nmporpaMMsl

BaxHBIM MOMEHTOM SBIISIETCS TO, YTO OTPEACIEHHBIE KJIACCHI M METO/IBI MOT'YT OBITh HAITUCAHBI B JIIO-
60M nops/Ke, a CBSI3aHO ATO B IIEPBYIO OYEPE/Ih C TEM, UTO NePel HEOCPEACTBEHHBIM BBIITOJIHEHHEM ITPO-
rpaMMBbI IPOUCXOMT MPOBEPKa €€ CHHTAKCHCA U TI0CIIeIOBATEIbHOCTH ASHCTBUI (HA 9TOM CTaanuy BBINOJ-
HEHUSI MOTYT OBITh OOHAPY KEHBI OIIMOKN WM BBI3BaHBI HCKIIIOUECHUS).

Pe3ynbTatsl u odcy:knenns. Ctpykrypa sizpika C++ TakoBa, YTO I10CiIE BBINOJIHEHUS (QyHKIMH 1aH-
HbIE, CCBUIKH Ha KOTOPbIE 00PBIBAIOTCS, JIOJKHBI OBITH YAJICHBI, 3TO KaK pa3 ¥ HE00X0[MMO IS COOJIIOICHUS
NPUHIMIIOB KOT€PEHTHOCTH, BEb CIOJIa B XOJI€ MOCIIEYIOIIETO BBIIOJIHEHHS IIPOrpaMMbl OyIyT 3aIiCaHbl
HOBBIE JTaHHBIE. TakxKe 3TO He0OXOMMO, OYEBHIIHO, IJISl TOTO, YTOOBI HE 3aCOPSITh CBOOOIHYIO MAMSTh, TEM
CaMbIM TIOHIKasi IPOU3BOIUTEILHOCTh CUCTEMBI. Takoe OTHOIIEHHE K JTaHHBIM OOYCIIOBJIEHO OPHEHTHPO-
BAaHHOCTBIO S13bIKa Ha 0oJiee TOUHBIE IPOrpaMMHBIE Pa3pabOTKH, B KOTOPHIX HEOOXO0ANMa TOYHOCTh. B 10-
TIOJTHEHHE KO BCEMY YIIPABJICHNE CaMOil MaMAThIO MPOUCXOANT MOJIB30BaTeeM (pa3paboTINKOM) BPYUHYIO.
Taxo# croco0 paboOTH C MAMATHIO 3aHUMAeT OOJIBIIOE KOJUYECTBO BPEMEHH, OJHAKO TO3BOJISET Oojee
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TOYHO O(GOPMUTH B3aUMOACHCTBHE CTPYKTYp IaHHBIX, (ailioB, 0a3 MaHHBIX M PEalIN3aIMI0 MOTOKOB.
ITo aroit mpuanae C++ SABIAETCS BEICOKOIPOU3BOAUTENBHBIM (110 CPABHEHHUIO C IPYTHMH SI3BIKAMH), 9TO
MHOM pa3 JOKa3bIBacT pallMOHAIFHOE NCIIOJIB30BAHHIE PECYPCOB MpoLEccopa.

Kak 1 BoO MHOTHX NIpyTHX CITydasx Uil obecreueHust paboTocrnocoOHOCTH Koia K IporpaMme OBLTH
TOJKITFOUEHBI TIPOCTPAHCTBAa MMEH M JACHCTBYIOIINE ONOIMOTEKN JPYTUX pa3pabOTUMKOB, 00eCIIeunBaio-
IIMX COKpAICHUE HAaNMCAHUs KOJa, a TAKXKE JAafOLIUX JOMOJHUTEIbHBIE BO3SMOXKHOCTH. J{JIsI TOBBIICHHS
MPOU3BOJUTENBHOCTH U Pa0OTOCIIOCOOHOCTH MIPOrPaMMBbl ObIIT HCHOJIB30BaH MPUHIMI COBMELICHUS OIe-
panuii B 000MX CBOMX MPOSIBICHUSX.

[Mapannenu3m 31eck 3aknoyaercs B pabote GyHKIMH (METOAOB) HE C CAMUMH CCBUIKAMH Ha 0OBEKTHI,
a ¢ X KOIMSAMH, B JAHHOM CJIy4ae BCEe JaHHBIC MEHSIOTCS B XOJI€ BBINOJIHEHUS, B CBS3M C 3TUM HEIOCpeI-
CTBEHHasl pad0OTa C JAHHBIMH I10 MPSIMBIM CCBUIKaM SIBJISIETCS 3aTPYAHUTENBHOM, @ B HEKOTOPBIX CIy4dasx
Jaxke HeBo3MOXHOU. KoHBeliepu3anus 3akirodaeTcsi B padoTe ¢ KOMUSIMU CCHUIOK Ha OOBEKTHI B ITOCIIEO0-
BaTenbHOM (hopmare. [yl KOHBEHEepOB, B 3aBUCHMOCTH OT €r0 THIA, MOKHO MaTEMaTHYECKH BBIYNCIUTH
€r0 3arpy>KEHHOCTbD, BPEMs PabOTHI M IPOU3BOAUTENHHOCTE. Ero HCTI0Ib30BaHME ONPABIAHO B TOM CIIydac,
€CITH 3arpy>KeHHOCTH OyeT OJI3Ka K MaKCHMAIJIbHOH, TOCKOJIBKY MaJIO€ KOJIMYECTBO JaHHBIX XOTh U OyeT
00pabaThIBaThCS YyTh OBICTPEH, HO BBHI30BET JOMOIHHUTENBHBIC TOTEPH M3-32 OOpamIeHUs K Mponeccopy
U IpYTUM HHCTPYKLHUSAM, HEOOXOIUMBIM IS LIEJIOCTHOM paboThl KOHBeHepa.

B pe3synbraTe npoBea¢HHOM pabOTHI ObLIa HAMTMCAHA MPOrpaMMa, OCHOBHOU (DYHKI[HOHAJI KOTOPOM:
pa60Ta C IIOTOKaMH KOMaHJI U AJaHHBIX, CTaTUYCCKasd W AUHaAMHW4YCCKasA BHJBI INaAMSTH. Ceé IIOMOIIIBIO
YI00HO XpaHUTh HH(YOPMAITHIO 00 00YJIAFOIIUXCS, PEAAKTHPOBATH e€ 0 Mepe HEOOXOTUMOCTH, a YI0OHBIN
uHTep(eiic Mo3BOISET HATIISAHO OLEHNUTH HOJHBIN WM KPAaTKUH CIIMCOK MH(OPMAIUU 0 KOHKPETHOM CTY-
JICHTE, TAKKe eCTh anaBUTHAsI COPTHPOBKA M pa3zielieHHe B 3aBUCUMOCTH OT 1oJia. [TockoibKy nmporpamMmma
JIOJDKHA FIMETh JOCTOWHOE NMPAaKTUIECKOe 3HAYCHHE, B HEH OBLTH NCIIOIB30BaHbl (PYHKINH, 3aIIUIIAIONIIE
OT ONeyaToK (Harpumep, eCiii BMECTO OLICHKH Oy/eT BBeAeHa KaKasi-To OyKBa), a Takke OT HH(pOopManny,
OIIMOKH B KOTOPOH MOTYT OBITh HE 3aMEUCHBI Ha IIPOTSHKEHUH JUTUTEIBHOTO IEPHO/Ia BPEMEHH (Hampumep,
BBencH 20002 rox poxaeHwns). Mcmonp30BaHe COBpEMEHHBIX KPUMITOrpapHUIECKUX MOIETICH H METOIOB
3aIINUTHI TAPAHTHPYET IEITOCTHOCTb, JIOCTOBEPHOCTH BBEAEHHOH HMH(OPMALINH M OTCYTCTBHE BO3MOXKHOCTH
XWIIEHUsT JTUYHBIX JaHHBIX oOydwarommxcs. [IporpamMma MoxeT 3(p(eKTHBHO NMPUMEHSTHCS pa3HBIMU
JIFOJIBMH: OT IIKOJIBHUKOB JI0 CHELUAIMCTOB 0 pabote ¢ nH(pOopMaIiei.

Pabota Hax nporpaMMoii MOXKET ObITh MPOJODKEHA B HAIIPABJICHUH €€ COBEPLICHCTBOBAHMS, HATIPH-
Mep, JUIA ee alalTallii K 00pa30BaTeIbHON e TeIbHOCTH BRICIINX yUeOHBIX 3aBeleHNH. Tak Kak ciexyer
YUHUTBIBATh, YTO B HACTOSIIEE BPEMsI JJIEKTPOHHYIO HH(OPMAIIMOHHO-00pa30BaTeIbHYIO Cpelly COBPEMEH-
HOTO YHUBEPCHUTETA PACCMATPUBAIOT KaK CPEICTBO pean3alliy pa3InuHbIX BUJOB 00PaTHO CBSI3H MEXKIY
y4acTHHKaMH HH(GOPMAIIMOHHO-00pa30BaTeIbHOTO Nporecca, pakTop BHEAPEHUsI HHCTPYMEHTOB HH(OP-
MAaIMOHHOT0-00pa30BaTeNbHOT0 B3auMoercTBu [ 10]. DTH TpeOOBaHUS C yIETOM 3aIIPOCOB XOPOIIIO IO/~
TOTOBJICHHBIX MOJIE30BATEIICI MOTYT IPUBECTH K HEOOXOMMOCTH M3MEHEHUSI KOHIIETIIIH ITPOTPAMMBI, HC-
XOAs W3 TIIOTPEOHOCTH YCTAHOBJIEHHS OOpaTHOW CBsI3M «00Opa3oBaTeNbHOE YUPEXICHHUE-CTYACHTY.
JlJ1s1 3TOTO 1O CIIMCKY TIIaBHOTO MEHIO «4-BpIBecTr BCio 6a3y CTyJIEHTOBY» CIEAyeT MpeayCMOTpETh Iepe-
xox K okHy «HbopManust ai1st TpynIisl». B 17aHHOM OKHE MOXKHO ITPEAYCMOTPETh IPEIOCTaBICHNE CITUCKA
MpeIMeToB (AMCIMILIMH) B 3aBUCUMOCTH OT HAIIpaBJICHUs MOJITOTOBKH, Kypca, cemectpa. [Ipu nepexone
K KOHKPETHOH JMCIUIUTNHE MOXKHO MPEAYCMOTPETh BO3MOXKHOCTD IIPOCMOTpPA CJIEIYIOUIMX MaTepHalOB,
NpeIoCTaBIIsieMbIX TpenoaBareneM (kadeapoil) no naHHOW AMCUMIUIMHE: pabodvas mporpamma JIUCIH-
IIJIMHBI, peﬁTHHI‘-HJ’IaH JUCHUININHBI, TCCTOBBIC 3aJIaHUA, BCIOMOCTD TeKyHleﬁ YCI€Ba€MOCTU, KOHTAKTHasA
cpena Auisl OOLICHUsI TIPErojaBartelisi CO CTyIeHTOM B (DOpMeE NMUCbMEHHBIX COOOLICHUH. MOXKHO Takke
obecrieunTs cpeny Ui nepeadn $aiaoB: yueOHBIX MaTepHaloB OT IPEIoiaBaTes CTyJeHTaM  OTYETOB
OT CTYJICHTOB IperoaBartesto. [yt OCyIIecTBICHHUs CBs3U «00pa30BaTeIbHOE YUPEXKACHHE — CTYICHT»
HEoOX0/IMMO OpraHN30BaTh 3aLIMIIEHHBIH U TepCOHN(HUIIMPOBAHHBIM BXO/ B IPOrpaMMy Kak NperoiaBa-
Telnei, Tak ¥ cTyJeHToB. JloOaBieHre HOBBIX (DYHKIIMH BO3MOXKHO IIyTEM YCOBEPILEHCTBOBAHMUS MPEIIIO-
JKEHHOH OJIOK-CXEMBI, a He IyTeM CO3/1aHHsl HOBOTO ITPOEKTA, TaK KaK IMPOrpaMMa HMCIOJIb3yeT KaK AHHa-
MHYECKYIO, TaK U CTAaTHYECKYIO ONIEPaTUBHYIO MaMSITh.

3akiaouenue. PaccMOTpeHHBIH OIX0/T COBEPIIEHCTBOBAHMS IIPOTPAMMBI C YCTaHOBICHHEM 00pat-
HOM CBsI3M «00pa3oBaTesibHOE YUPEIKACHHE — CTYACHT)» MO3BOJIUT, OCTABIISISI B CBOCH OCHOBE MPHHIIMII, YTO
COBPEMEHHBIC 0assl JaHHBIX JOJIKHBI UMETH BO3MOKHOCTHE U3SMCHCHUA BO BPECMCHH, obecneyuTh NosBIIE-
HHE B IIporpaMMe HOBBIX (yHKuui. [Tpn 3ToM BaxkHO, 4TO 0OABICHNE HOBBIX (DYHKIHHA BO3MOXKHO ITyTEM
YCOBEPILIECHCTBOBAHHUS IPEIJIOKEHHON OJIOK-CXEMBI, a He IyTeM CO3/1aHHs HOBOTO MpoekTa. TakuM obpa-
30M, IpejIaraemas porpamMMa, KoTopast UCIoJb3yeT Kak AMHAMUYECKYI0, TaK U CTATHYECKYIO ONepaThB-
HYIO NaMsITh, Ja€T BO3MOXKHOCTb CUCTEMHO pelIaTh MpoOIeMy COrIaCOBaHHOCTH BCEX €€ KOMIIOHEHTOB,
KaK CYIIECTBYIOUINX, TAK U BHOBb BBE/ICHHBIX, C YIETOM MEHSIOIINXCS YCIIOBUH OKpY Karolel cpesibl.
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Tlpunooicenue
Dpazmenm xkoda, peanusylowjezo 3awumy uHpopmayuu:
class Crypto {
private:
char* Gen_pass() {
srand(time(NULL));
char* pass = new char[17];
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for (int i = 0; 1 < 16; ++1)

{

switch (rand() % 3) {

case 0:

pass[i] =rand() % 10 +'0';
break;

case 1:

pass[i] =rand() % 26 +'A";
break;

case 2:

pass[i] =rand() % 26 + 'a';
¥

H

pass[16] ="0';

return pass;

H

public:

void Encrypt() {

Mystr PATH_ENC(PATH);

PATH_ENC +=".enc";

ifstream File;

File.open(PATH, ios::binary);

ofstream File enc;

File_enc.open(PATH_ENC.Get(), ios::binary | ios::app);
File_enc.seekp(0, ios::beg);

int length;

File.seekg(0, ios::end);

length = File.tellg();

File.seekg(0, ios::beg);

char* szPassword = Gen_pass();

int dwLength = strlen(szPassword);
File_enc.write((char*)&dwLength, sizeof(dwLength));
File enc.write((char*)szPassword, dwLength + 1);
HCRYPTPROV hProv;

HCRYPTKEY hKey;

HCRYPTHASH hHash;

if (!CryptAcquireContext(&hProv, NULL, NULL, PROV_RSA_ AES, CRYPT VERIFYCONTEXT))
{

cout << "Error during CryptAcquireContext!";

}

if (!CryptCreateHash(hProv, CALG_MDS, 0, 0, &hHash))
cout << "Error during CryptCreateHash!";

}
if (!CryptHashData(hHash, (BY TE*)szPassword, (DWORD)dwLength, 0))

{
cout << "Error during CryptHashData!";

}
if (!CryptDeriveKey(hProv, CALG RC4, hHash, CRYPT EXPORTABLE, &hKey))

cout << "Error during CryptDeriveKey!";

}

size tenc len=3§;

DWORD dwBlockLen = 1000 - 1000 % enc_len;
DWORD dwBufferLen = 0;

if (enc_len> 1)

{

dwBufferLen = dwBlockLen + enc_len;

}

else

dwBufferLen = dwBlockLen;
}

int count = 0;

bool final = false;

while (count != length) {
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if (length - count < dwBlockLen) {
dwBlockLen = length - count;
final = true;

BYTE* temp = new BY TE[dwBufferLen]();

File.read((char*)temp, dwBlockLen);

if (!CryptEncrypt(hKey, NULL, final, 0, temp, &dwBlockLen, dwBufferLen))
{

cout << "Error during CryptEncrypt. \n";

}

File_enc.write((char*)temp, dwBlockLen);
count = count + dwBlockLen;

}
if (hHash)

{
if (1(CryptDestroyHash(hHash)))
cout << "Error during CryptDestroyHash";

}
if (hKey)

{
if (!(CryptDestroyKey(hKey)))
cout << "Error during CryptDestroyKey";

}
if (hProv)

{

if (!(CryptReleaseContext(hProv, 0)))

cout << "Error during CryptReleaseContext";

}

File.close();

File enc.close();

if (remove(PATH) !=0) {

cout << "ERROR -- omm6ka npu ynanenun ¢aiina\n";
¥

}
void Decrypt() {

Mystr PATH_ENC(PATH);
PATH_ENC +=".enc";

ofstream File;

File.open(PATH, ios::binary | ios::app);
ifstream File_enc;

File enc.open(PATH_ENC.Get(), ios::binary);
int length;

File enc.seekg(0, ios::end);

length = File enc.tellg();

File enc.seekg(0, ios::beg);

if (length == -1 || length == 0) {

return;

int dwLength;

File enc.read((char*)&dwLength, sizeof(dwLength));

char* szPassword = new char[dwLength];

File enc.read((char*)szPassword, dwLength + 1);

HCRYPTPROV hProv;

HCRYPTKEY hKey;

HCRYPTHASH hHash,;

if (ICryptAcquireContext(&hProv, NULL, NULL, PROV_RSA_AES, CRYPT VERIFYCONTEXT))
{

cout << "Error during CryptAcquireContext!";

}

if (!CryptCreateHash(hProv, CALG_MD?3, 0, 0, &hHash))
{

cout << "Error during CryptCreateHash!";

if (!CryptHashData(hHash, (BYTE*)szPassword, (DWORD)dwLength, 0))

cout << "Error during CryptHashData!";
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}
if (!CryptDeriveKey(hProv, CALG RC4, hHash, CRYPT EXPORTABLE, &hKey))
{

cout << "Error during CryptDeriveKey!";

}

size tenc len=38§;

DWORD dwBlockLen = 1000 - 1000 % enc_len;
DWORD dwBufferLen = 0;

if (enc_len>1)

dwBufferLen = dwBlockLen + enc_len;

}

else

{

dwBufferLen = dwBlockLen;

}

int count = sizeof(dwLength) + strlen(szPassword) + 1;
bool final = false;

while (count != length) {

if (length - count < dwBlockLen) {
dwBlockLen = length - count;

final = true;

§

BYTE* temp = new BYTE[dwBlockLen];
File enc.read((char*)temp, dwBlockLen);

if (!CryptDecrypt(hKey, 0, final, 0, temp, &dwBlockLen))
{

cout << "Error during CryptEncrypt. \n";
}

File.write((char*)temp, dwBlockLen);
count = count + dwBlockLen;

}
if (hHash)

{
if (!(CryptDestroyHash(hHash)))
cout << "Error during CryptDestroyHash";

}
if (hKey)

{
if (!(CryptDestroyKey(hKey)))
cout << "Error during CryptDestroyKey";

}
if (hProv)

{

if (!(CryptReleaseContext(hProv, 0)))

cout << "Error during CryptReleaseContext";
}

File.close();

File enc.close();

if (remove(PATH_ENC.Get()) !=0) {

cout << "ERROR -- omm6ka npu yganenun gaitma\n';
}

}

15

class Menu : Program {

public:

Menu() {

ans = new int;

SetConsoleCP(1251);
SetConsoleOutputCP(1251);

system("cls");

file = new File;

}
~Menu() {
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delete file;
delete ans;

}

bool hub() {

file = new File;

system("cls");

print("Bri6epure BapnanT\n");

print("1 - JlobaBuTth cTynenra\n");
print("2 - Y mamuts crynenTa\n");
print("3 - M3mMeHuTH AaHHBIE cTyAEHTa\n");
print("4 - BeiBecTu Bcro 6a3y cTyzneHTOB\n");
print("5 - BeiBecTH Bcex CTYIEHTOB IO 3aaHuio: \n");
print("6 - Berittu u3 nporpammsi\n");
print(" >>>>");

cin >> *ans;

cin_cl();

switch (*ans) {

case 1: {

system("cls");

print("Jo6aBnenne HoBorO cTyneHTa(Beeaunte -1, 9T00BI BEepHYTHCS Hazam)\n");
file->Add_student();

Wait();

break;

¥

case 2: {

system("cls");

print("VY nanenue cryaeHra\n");
file->Delete_student();

Wait();

break;

¥

case 3: {

file->Edit_student();

Wait();

break;

}

case 4: {

system("cls");

print("BrIBoz Bcex cTyaeHToB\n");
print("1 - BeiBox Bceit nadopmarmn\n');
print("2 - BeiBox yactu nagopmarmu\n');
print("3 - Hazam\n");

print(">>>");

cin >> *ans;

switch (*ans) {

case 1:

file->Print_students(4, false);

Wait();

break;

case 2:

file->Print_students(2, false);

Wait();

break;

case 3:

break;

}

break;

b

case 5:

system("cls");

print("Ycnosus 3aganus: \n'");

print("1 - BeiBecTH crimcOK CTYAEHTOB 03 OleHOK 5: \n");
print("2 - Hazam\n");

print(">>> ");

cin >> *ans;

switch (*ans) {
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case 1:
file->Print_students(4, true);
Wait();

break;

case 2:

break;

}

break;

Wait();

break;

case 6:

return false;

¥

return true;

delete file;

} .

private:

File* file = nullptr;
int* ans = nullptr;

b

int main() {

Menu* menu = new Menu();
while (menu->hub());

delete menu;

return 0;

}

class Mystr {
private:
char* data = nullptr;

public:

Mystr(const char in[]) {

data = new char[strlen(in) + 1]();
for (int i = 0; i < strlen(in); i++) {
*(data + 1) = in[i];

H
data[strlen(data)] ="\0";

H

~Mystr() {

delete[] data;

b

void operator += (const char other[]) {

char* temp = new char[strlen(data) + strlen(other) + 1]();
inti=0;

for (; i < strlen(data); i++) {

*(temp + 1) = *(data + 1);

for (int j = 0; j < strlen(other); j++) {
*(temp + 1 + j) = *(other + j);

temp[strlen(temp)] = "\0';

delete[] data;

data = new charf[strlen(temp) + 1]();
for (i = 0; i <strlen(temp); i++) {
*(data + i) = *(temp + 1);

}

data[strlen(data)] ="\0";

}
char* Get() {
return data;

}
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for each of the standards were selected, their pluses and weaknesses were identified. A set of criteria for evaluating
methods and approaches to the analysis of the security of mobile applications was determined, which can be expanded
or supplemented in the future. For the selected methods, a comparative analysis was carried out according to a certain
set of criteria for the case when all criteria are equivalent and when a certain set of more significant ones was selected —
in the case of using these standards in the analysis of mobile applications. As a result, results were obtained that deter-
mine the application of one or another standard in various cases.

Keywords: mobile apps, Android, iOS, personal data, data protection, critical information, cybersecurity
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- Mobile apps

Beenenue. B nporiecce paboTsl nepes J100BIM POrpaMMHBIM 00OeclieyeHneM BCTaeT 3a1ada oopa-
60TKH MH(POPMAIIMHU OTIpeeICHHBIM 00pa3oM. ANTOPUTMBI PaOOThI NIPHIIOKEHHS TPOEKTUPYIOTCS U pea-
JIM3YIOTCS JTIOJJbMH, YTO ITOTEHIIUAIBHO MOXKET MMPUBECTHU K TEM MJIM MHBIM OIIMOKaM, KOTOPbIE MOTYT CTaTh
NPUYUHOM HEJ0UETOB U YSI3BUMOCTEit 0€30MacCHOCTH IPOrPaMMHOTO MTPOIyKTa U 00pabaTeiBaeMoii HHPOP-
Manuu. [y onepaTuBHOIO YCTpaHEHHs MOJOOHBIX HEZO0YETOB HEOOXOIMMO O0pamarhesi K METOJUKaM
¥ PYKOBOJICTBAM HCCJICIOBAHUS 3AIINIIEHHOCTH U CO3AaHMS «Oe30IacHBIX» apXUTEeKTyp [1-3].

OmnucaHHOE BBIIIE NMPHUCYIIE, B TOM YHCIIE, MOOMIBHBIM MIPHIOKCHHSAM, CIIPOCKTUPOBAHHBIM U pea-
JM30BaHHBIM UL pabOTHl Ha cMapTOHAX, IUAHIIETaX, yYMHBIX 9acaxX U JPYTHX MOOMIBHBIX YCTPOUCTBAX.
Ha cerognsmnmii 1eHb moJ00HBIE MOOHMIIBHBIE YCTPOMCTBA MOTYT PELINTS JIOObIC 3a/1a4u Oiaroaaps ycra-
HaBJIMBAaEMbIM NPHIOKEHISIM. Kak ciencrtBue, Kakaoe Takoe NMPHIIOKEHHE ONEPHPYET ONpENeICHHBIM
HabOPOM JaHHBIX (I10JIH30BATEIbCKUX M JAHHBIX NIPaBo00IaaTens), KOTOpbIE MOUIeXKaT 3amuTe [4].

Pa3BuTre nHOOPMALMOHHBIX TEXHOJIOTHI CIOCOOCTBOBAJIO TOMY, YTO B HACTOSIIEE BPEMS MOOHIIb-
HBIE YCTpOHCTBa OepyT Ha ce0s 3amaun, sl KOTOPHIX pPaHbIIe TPeOOBaIOCh HAIMYHE CIICIHATIN3HPOBAH-
Horo obopynoBanust. JIro0oii cMapTOH CEroAHs COJEPKUT MHOKECTBO MIEPCOHANBHBIX M KOPIIOPATUBHBIX
JTaHHBIX, CTOMMOCTh KOTOPBIX 3HAYHTEIHHO BBIIIE CTOMMOCTH CaMoOro ycTpoicTtsa. IlosTomy mpobiema
3aLIMTHI JAHHBIX MOOHMJIBHBIX YCTPOMCTB KPUTHUECKH BakKHA.

Heab u 3agaun. Lenbio nanHoN paboTHI sABJIsieTCs BblAEICHUE 3()()EKTHBHOTO MOIX0/a K aHAIN3Y
3aIIMIICHHOCTH NH(pOpManny B KOHTEKCTE MOOMIBHOTO TPHIIOKEHHSL.

[Ipn mocraHoBKe 1ieNM JaHHOK paboThI OBLITH ONPEAEIeHBI CIeIYIOMINe 3aJaur:

1) ompenenuTs NepeyeHs CyNMIECTBYIOMUX METOAUK M MOAXO0/0B, IPUMEHUMBIX TPH aHAJIN3E 3allH-
IEHHOCTH MOOMITBHBIX TPHIIOKEHHH;

2) onpenenuTsb chepbl OLECHKH 3aIIUIIEHHOCTH MOOMIBHBIX PHIIOKESHUH 11 BBISBICHHBIX METOIUK
Y TTOJIXOJIOB;

3) ompeaenuTh nepeueHb KPUTEPUEB YISl OLEHKA METOJMK U MOAXO/I0B M MPOBECTH CPAaBHUTEIbHBIH
aHaJU3 110 TaHHOMY MePEeYHIO.

CyumecTByomme MeTOIbl aHAJIN3a 3allUIIeHHocTH HHpopmanuu. Ha moment 3 xBaprana 2021
rojla MOXKHO BBIACIHThH Pa3IMYHbIE METOJIMKH aHANW3a 3allUIIEeHHOCTH HH(popMaiuu. [IepBbIM MOKHO
CUUTATh OLIEHKY MPOQUIIS 3alIUThI 0 Pa3IMuHbIM acriekTaM. [1oJHbIN nepedyeHb A0CTYNeH B CTaHIapTe
HNCO/M3K 18045-3-2013 [5]. KacarenpHo aHamM3a 3aIIMIICHHOCTA MOOWIIEHBIX TIPUIIOKESHUH MOYKHO BBI-
JIETIUTH CJIEYIOIINE KIIacChl:

— paspabotka apxutektypsl 6ezonacHoctu (ADV_ARC) [5]. MeTozp! oLleHKM M3 TaHHOTO Kjlacca
OTBEYAIOT 32 OIEHKY (YHKIMOHAJIBbHBIX BO3MOXKHOCTEH MEXaHM3MOB oOecrieueHus 0e30I1acHOCTH
OIIpEeIEIEHHOTO 00BEKTa Ha IPeIMET HEBO3MOKHOCTH BMEIIATeIbCTBA B HUX MM 00X0/a;

— paspaborka nosmutukn OezomacHoctH (ADV_SPM) [5]. Knacc orpaxkaer Habop TpeGoBaHMit
K IIPOIIeCCy MPOSKTUPOBAHMUS TOJIMTHKH 0e301IacHOCTH;

— ycrpanenue HepocratkoB (ALC FLR) [5]. Kinacc, HaneneHHBIN, Mpexae BCEro, Ha pa3padoT-
YUKOB MPOTPAMMHOTO 00ECIIeUeHHs, CONEPKUT HMHCTPYMEHTHl JUII YCTpaHEHHsS HEJOCTAaTKOB OOBEKTa
B IIpOIIeCCe IKCILUTyaTaIisl U COTPOBOXKICHHS,
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— ©OesomacHocTh paspaborkn (ALC DVS) [5]. Amanormuno c xmaccom «ALC FLR», kmacc
«ALC_DVS» opHeHTHpOBaH Ha pa3pabOTUYIKOB, CONEPKUT HAOop TpeOoBaHMiT O€30ITACHOCTH ISl CPEAbI
pa3paboTKH, KOTOpas JOIDKHA 00eCTIeInBaTh KOH(PUICHIIMAIFHOCTE pa3padaTsiBaeMoro 00beKTa B HEl, ero
[EIIOCTHOCTD U JJOJDKHA 00€CIIEINBaTh BOZMOXKHOCTD €0 Pealn3aliny;

— rtectupoBanne (ATE) [5]. JanHBIA Ki1acc comepXUT B cebe OOMMPHBIN CIUCOK KPHTEPHEB.
B pamkax Hacrosieil paOOThl BBIAEIEHBI KPUTEPHU MOKPHITUS 1MoJIHOTH TecToB (ATE COV), riryOuHsI
neranuzaiu npu tectupoBanun (ATE DPT), a takxke kpurtepun o¢yHkuuonansHoro (ATE FUN)
u "He3asucumoro (ATE IND) tectupoBaHus;

— oneHka ys3Bumocteir (AVA) [5]. JaHHbIi kimace BKIOUaeT B ceOs HAOOp METONOB MO HJICH-
TUUKAIMK U aHaIHu3y ysa3BuMocTei (moaxiacc AVA VAN).

B crannapre npeaycMoTpeHa Tpajanus OLEHOYHbIX ypoBHe# nosepus (nanee — OY /) or 1 (MuHu-
MaJIbHO BO3MOXKHBIN YPOBEHB HOBEpHUs K cHcTeMe) 10 7 (MAaKCUMAaJIbHBIN YPOBEHB), SIBIISIOMIUIACS COOTHO-
IIEHUEM TOTY9aeMOTO YPOBHS JOBEPHSI CO CTOMMOCTBIO M BO3MO>KHOCTBIO TOCTIKEHHS 3TON CTETICHH J10-
Bepus. Tax, OYJI1 o3HawaeT mMpoAyKT WM CHCTEMY, KOTOpas mojBepraiachk 0a3oBoii omenke, a OV /7
MOJIpa3yMeBaeT MCIIONIB30BAHMS TIOJTHOTO ITepedHs KOMIOHEHTOB nosepust u3 OV/ [5].

CpaBHEHHE KOJIMYECTBA HCIIOIB3YEMBIX KOMIIOHEHTOB U3 MPEJCTaBICHHBIX BBIIIE KIACCOB B 3aBUCH-
Moctu oT OV /I pencrasieHo B Tabmnwmie 1.

Ta6HHHa 1- CpaBHCHI/Ie KOJIMYECTBA MCIOJIb3YCMbIX KOMIIOHCHTOB U3 MPCACTABJICHHBIX BBIIIEC KJIaCCOB
B 3aBucuMoctu oT OV ][

Kuace CemeiicTBo 10Bepust KoMnoHeHTHI 10BepHs U3 OLIEHOYHOr0 YPOBHSI 10BepHUsi
Ja0Bepust OVl | OVYO2 | OVA3 | OVJ4 | OVI5 | OV6 | OYA7
Pazpabotka
APXUTCKTYPBI 0 | | | | | |
0e301MacHOCTH
Pazpabotka ADV_ARC
PazpaboTka momuTuku
0e30IMacHOCTH 0 0 0 0 0 1 1
ADV_SPM
VYerpanenue
Tonnepaxa HeHOCTaTII:OB ALC FLR Y v Y L L L v
JKHSHCHHOTO Be30macHoCTh
IUKJIa 0 0 1 1 1 2 2

paspabotkn ALC DVS
TecTbl MOKPBITHS
1 KPUTEPHUH TTOKPBITHS
TIOJTHOTHI TECTOB
ATE COV
[my6una netanu3anuu
MIPH TECTUPOBAHUH 0 0 1 2 3 3 4
ATE DPT
TectupoBanue Kpurepun
(hYyHKIIOHAITBHOTO
TECTUPOBAHUS
ATE FUN
Kpurepuu
HE3aBHCHMOTO
TECTUPOBAHUS
ATE IND
Ornenka AHanu3 ysi3BuMocTen
ysSI3BUMOCTEH AVA VAN

B xoHTEKCTE MOOMIBHBIX MPUIIOKEHUH MOXHO J00aBUTh, uTo st OY /[l mocTaTouyHO MPUMEHUTH
HE3aBHUCHMOE TECTHPOBAaHHUE U IPOBECTH 0a30BBIi aHANN3 ys3BUMOCTel. Toraa Kak B IPHIIOKEHUH He Oy-
JIET YE€TKOH apXUTEKTYPHI U TIOJUTHKH 0€30MacHOCTH, He OyAyT cOOM0AaThCs TpeOoBaHUS 110 O€301MMacHO-
CTH pa3paboTKH.

CTOUT OTMETUTH, YTO, UCIONB3Ysl MOAXO0] B JAHHOM CTaHJApTe, MOXHO B IOJIHON Mepe OlLIEHUBATh
s MHGopMaoHHbIe cucTeMbl. OLeHUBaHUE TPOTPAMMHOTO O0ECTIICYCHHST YaCTHBIX JJIEMEHTOB Kak
B COCTaBe MOJOOHBIX CUCTEM, TaK U B CAMOCTOSTEIIEHOM BHJIE, SIBIISICTCS IIOOOYHBIM CBOICTBOM. [Ipyrum
Ba)KHBIM aCIIEKTOM JJAHHOTO MIOJIX0/1a SBISETCS 3()eMEPHOCT IIATOB IO OLEHHBAHUIO TOTO HJIH HHOTO TIPO-
(st 3amUTH. «JIeTKo HACHTUOUITPYEMBIC YA3BHMOCTHY WITH OIICHUBAIOIIEE JIUIIO «IOJKHO YOSTUTHCS
U T.J. — BCE ATO MPUMEPHI 23PeMEepPHOCTH MOAX0/a B yroay abctparupoBanus cranmapra. Ho, xak uror,
BKITIOYAETCS YEIOBEUECKUH (haKTOP, M KAXKABIH CIIIHATICT B CHIIy COOCTBEHHOTO OMBITA, 3HAHUI U MPO-
YUX XapaKTEPUCTUK MOXKET TOIyJIaTh pa3HbIe PE3yIbTaThI.
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Kak npumep, crierianuct o0siaiaeT HaBbIKaMU TECTUPOBIINKA, U IAHHOE UM 3aKJIIOYEHHUE M0 KJIaccy
TECTUPOBAHUS MOXHO PAacLiEHUBATh KaK IapaHT, HO B CHIIy ONPECNICHHBIX 00CTOATENbCTB OH K€ MPOU3-
BOJIMJI OLICHKY YSI3BUMOCTEH, I/Ie JUTsl HETO <JIETKO MJICHTUPHIUPYEMBIE YSI3BUMOCTH» OOBEKTUBHO MOTYT
HE SIBJIATHCS TAKOBBIMH.

AHanu3 Ipyrux HOPMaTHBHBIX U 3aKOHO/IATEIbHBIX JOKyMeHTOB Poccuu B 001acTH 321U Thl KOHDU-
JICHIIMaJIbHOW HH(OPMaIMY U BONPOCOB 3aIIUTHI HH(OpMaLnK MOKa3aJl, YTO B HACTOSILEE BPEMS METOIU-
YEeCKHUX PEKOMEH/IAIMH o 3amuTe HHQOPMALIIH B pa3pe3e MOOMIBHBIX YCTPOICTB HaliieHO HE OBLIO.

Jpyras meTonuka — 3T0 HEOPHIINATbHBIA CTaHAAPT HPOBEPKH 3aIIUIIEHHOCTH MOOWIBHOTO TIPHIIO-
xxernst (OWASP Mobile Application Security Verification Standard) (manee — crarmapr OWASP MASVS)
[6]. MaHHBIH cTaHAAPT UCTIONB3YETCS B COBOKYIHOCTH C TEXHIHYECKIM PYKOBOJCTBOM TECTUPOBAHHS O€3-
OITaCHOCTH B actiekTe MOOWIBHEIX ycTpoiicTB (OWASP Mobile Security Testing Guide) (zanee — OWASP
MSTG) [7], koTOpoe MOMHMO TEXHUIECKUX pean3anuid TpeOoBaHUH CTaHIapTa COACPKUT HH(OPMAITHIO
0 Pa3BEPTHIBAHHMIO TECTUPOBOYHBIX IIATGOPM JUIsl onepaoHHbIX cucteM Android u i0S, U T.H. «4ek-
JMCTOMY 0€30IacHOCTH MOOMIIBHOTO TpHiioxkenust [8]. [1o cpaBHEHHIO C IPUBECHHBIM BBIIIE CTAaHIAPTOM,
JTaHHOE PEelleHHEe UMEeeT YETKO OIpeeICHHbIE aITOPUTMBI UCCIIEIOBAHNS 1 KPUTEPUEB OLIEHKH 3allUIIEH-
HOCTH NIPOrPaMMHOT0 00eCIeueH s,

CoriacHo coJiep KaHUIO CTaHIapTa, 000 OIEHUBAaeMBIH 0OBEKT pacCMaTpUBAaETCA UCXOIS U3 Liene-
BOTO YPOBHS 3aIUThI, KOTOPBIX MPEACTaBICHO 3 BUIA:

— YypoBeHb | — MHHHMAaNbHBI YPOBEHb TpPEOOBAaHMH K MEXaHM3MaM 3allUTHl JUIA JFOOOTO
MOOWIBHOTO TpmiIoxkeHus. OpHEHTHPOBaH Ha MHPOTHBOICHCTBHE JIETKO PEATH3yEeMBIM YA3BUMOCTIM
Y HapyLINTEIIO ¢ HU3KUM YPOBHEM IOATOTOBKH;

— YpOBEHb 2 — CTaHJApPTHBIH YPOBEHb, KOTOPHIH JOJDKEH MPUMEHSTHCS K MPHIIOKCHUAM, KOTOPBIC
ONepUPYIOT KpUTHYHOH wuH(popMarmedl. OpHEHTHpPOBaH HAa NPOTHBOJACHUCTBHE ITOATOTOBICHHOMY
HapYIIUTENIO0 ¥ NEPEYHIO aKTUBHO UCIIOIb3YEMOTO ITPOrPaMMHOT0 00eCTIeueHH s ISl IOUCKA yA3BUMOCTEN
B IIPUIIOKCHUSX;

— ypOBEHb 3 — NPOJABHHYTHIN MM BBICUIMN YPOBEHb, IPUMEHUM B BOCHHBIX, MEAUIIMHCKUX LIETISIX,
B YCIIOBHSIX HAXOX/ICHHsI B KDUTHYECKOI HHppacTpyKType.

B koHTekcTe HacTosIel paboThl BHUMAaHUE aKIIEHTUPYETCS Ha CIEAYIOIUX TPeOOBaHUIX CTaHAapTa:

— TpeOOBaHUS K apXUTEKTYpe, An3aiiHy u Mozaenu yrpo3 (MSTG-ARCH). [lanubie TpeGoBaHus pen-
MHCHIBAIOT B 3aBUCHMOCTH OT BBIOPAHHOTO YPOBHsI 0€30IIaCHOCTH NACHTH()UIIMPOBATH BCE KOMITIOHEHTHI IIPH-
JIO>KCHUSI, COCTABUTh CIIMCOK BO3MOXHBIX IPOBEPOK KaK 3aBEPLICHHOIO MPOAYKTA, TAK U IMPOEKTA B CTAINU
CO3/IaHMsI, OTIPEACNIUTE NEepPeUeHb «IyBCTBUTEIBHBIX TaHHBIX». Ha 3Tare nmpoeKTHpOBaHUS IOJDKHBI OBITH
YUTEHBI TTOJIOKEHHMS TI0 3alUTe JaHHBIX B MPUJIOXKEHUH B COOTBETCTBHH C PETJIAMEHTHUPYIOIIUMH TIOJIOXKeE-
HUSAMH, JOKYMEHTaMH U 3aKOHAMH CTPaH, B KOTOPBIX MPUIIOXKEHHE OyIeT HCIIOJIb30BaThCS;

— TpeboBaHMA K KOHGUACHITMATEHOCTH U XpaHeHuo TaHHBIX (MSTG-STORAGE). [lannsre Tpedo-
BaHMsI MPEANHUCHIBAIOT JUIs MASHTU(PUIMPOBAHHBIX «4yBCTBUTEIILHBIX) IJAHHBIX XPAHEHHE B 3AIHIICHHBIX
00acTsaX ycTpoiicTBa U NMPHIIOKEHUS, pa3TpaHUYEHUE JOCTYIA K 3TUM JJaHHBIM, 0COOEHHOCTH 0TOOpaske-
HHS B TI0JIb30BATENILCKOM MHTEpQENce Npu pa3inuyHbIX COCTOSHHSAX MPUIIOKEHUSI U yCTPOWCTBA, MUHH-
MaJIbHbIE HACTPOHKHU 0€301MacHOCTH YCTPONUCTBA I PaOOTHI MPUIT0KEHUS,

— TpeboBanus i GyHKIMH KpunTorpaduueckux mnposaiinepoB (MSTG-CRYPTO). 3gecs MokHO
BBIJICJINTH KaK SIBHBIC YKa3aHWS HE XPAaHUTh CHMMETPHUYHbIE KIIOUM MIM(POBAaHUSA B X0/ B KAKOM OBI TO
HU OBUIO BHJIE WJIM HE MCIOJIb30BaTh YCTAPEBIINE MM HEMPOBEPEHHBIE pPeaTi3allii KPUITOrpahuIecKux
ITOPUTMOB, TaK U OIIEHKA [1eJIECO00Pa3HOCTH MCIIOIB30BAHMUS TOTO MIIM MHOTO KPUIITOTpaduiecKoro ai-
TOPUTMA B OTIPEJICNICHHON (QYHKIIMU pabOTHI MIPHUII0KEHHS;

— Bce TpeOOBaHMS KacaTeJIbHO ayTeHTH(MKAINH (XpaHEHHE YIETHBIX JaHHBIX, HX PE3epPBUPOBAHME,
JKU3HEHHBIH IIUKJI, BEpUPUKATOPHI YUECTHBIX JaHHBIX U Apyrue) u ynpasieHus ceccuaimu (MSTG-AUTH).
TpeboBanuss NPUMEHNMEBI B ClTy4ae HAIMYMs B MOOMIBHOM IPHJIOXEHUH B3aUMOJEHCTBUSI C CepBEPHON
YacThIO M HAJTMYMEM yUETHBIX 3aIHCel;

— Ttpeboranus ais cereBoro Baumopercteus (MSTG-NETWORK);

— Ha0op YCIOBMH IpH B3aMMOAEHUCTBHM C OIEPAlMOHHOW cucTeMoi ycrpoictBa (MSTG-
PLATFORM). O6mumu ayst onepaitioHHbIX cucteM Android n iOS MOXKHO BBIJIETUT MHHUMAIILHO HE00-
XOAMMBIH NTepedeHb pa3pelIeHni, MUHIMU3aIys HCIoIb30Banus WebView u npuMeHeHus B HeM Javascript;

— Ttpeboranns k coopke npmnoxerns (MSTG-CODE) — nepedeHp HacTpOeK U peKOMEHIAINK TIpH
CO3/1aHUM PEIU3HON BEPCUM MPUIIOKECHNUS;

— TpHUITEpHI yCTOHYMBOCTH K aTakaMm Ha cropoHe kinreHTa (MSTG-RESILIENCE). Crona BKiIro4eHbI
NPOBEPKH Ha HaJM4Me root/jailbreak, aHTHOTIAIOUHBIC TEXHUKH, ITPOBEPKA BAIUIHOCTH YCTAHOBOYHOTO
NaKeTa MPUIOKEHHSI B KaueCTBE Mep NMPOTHUBOJICHCTBHSA JUHAMHYECKOMY aHAJIN3y U (albcH(UKaLUsIM,
a TaKxke 00(ycKalys HCXOAHOTO KOJa sl HPOTHBOJIEHCTBHS PEBEPC-HHXUHUPHHTA TIPHIIOKEHNSI.

B coBoKymHOCTH ¢ 3THMH a0CTPaKTHBIMH TPEOOBaHUSIMH MOYKHO OOPATHTBCS YK€ K TEXHUYECKOMY PY-
KOBOJICTBY: OHO BKJIFOYAeT B C€0sI MPUKIIaHbIE CIIEHAPHH IIPOBEPKH TOTO MIIM HHOTO MIPHU3HAaKa TpeOOoBaHuS,
MPEABSIBIAEMOT0 K MOOWIBHBIM TIPIJIOKEHUSIM, IPUBEJCHHOTO B OCHOBHOM CTaHAAPTE JUIA IOTY9CHHS
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KOHKPETHBIX JEWCTBHH JJIsI COOTBETCTBUSI TOMY WJIM HHOMY TpeOOBaHMIO cTaHaapra. Tak, Ul MpeacTaB-
JICHHOT'O BBIIIE CIHCKa TPeOOBaHMH MOKHO OIIPEIEIUTh ePeYeHb MEXaHU3MOB 3alIUThl M HEOOXOANMBIX
nevictBuii. K npuMepy, oJHa 13 1mo3a1a4 3alUThl y4ETHBIX JaHHBIX B MOOMIIBHOM MPUIIOKSHUH JUIs pas-
JIMYHBIX YPOBHEH 32Tl U TIAT(HOPM ONEPAIIMOHHBIX CHCTEM PEAU3yeTCsl T10-pa3HOMY:

— JUIS TIEPBOTO YPOBHSI B Ciydae OTCYTCTBUSI B IPWJIOKEHUHM KPUTHYHBIX JIAHHBIX JOIYCKaeTCs
XpaHEHHE YUYETHBIX JaHHBIX B OTKPBITOM BUJIE B KOHQHTyparonHoro xml-daiina, T.H. shared preferences,
JUTSL onepariioHHoH crcteMbl Android, amst i0S — B o0mmem xpanunuine napameTpos, T.H. User Default, mmmn
KoH(uTypanmoHHoM daiine popmara Property List (plist);

— Ui BTOPOTO YpOBHS B ONlepaninoHHOM cucteMe Android momyckaeTcs XpaHEHUE JaHHBIX B OTKPbI-
TOM BHie B 3amumieHHoM xpanmimme Android KeyStore wiam ¢ ucmoiap30BaHHEM KpUOTOTPAQHIECKUX
cpencTB B KoHpurypannonHoMm xml-gaiine, mst i0OS — xpaneHune B cBs3ke kimrodeil Keychain B oTkpeiTom
BUJIE, & TAKXKe B KOHQUTypallMOHHOM (aiijie, HO yKe B 3aIIi(ppOBaHHOM BH/IC;

— JUIS TPETBErO ypOBHS YeTKHE TpeOOBaHMS OTCYTCTBYIOT — €CTh JIMIIb 3aME4aHHe, YTO HCIIOJb-
3yeMbI€ MEpbI 3aIUThI JJOJKHBI OBITh COIIOCTaBUMBI, KAK MUHHMYM, CO BTOPBIM YPOBHEM 3allIUTHI.

B kauecTBe nprMepa NOJHOTO LUKJIA HCIIOJIb30BAHUSI METOIUKHA MOKHO PAcCMOTPETH M0A3a/1aqy I10 3a-
IIUTE YYETHBIX JaHHBIX. V3 «dek-1mcTay, HarpuMep, B3ST KpUTEPHI HEOIyCTUMOCTH 3allUCH B JKypHAIIBI pa-
0O0TBI IPHIIOKEHMS KpUTHYHBIX AaHHBIX. Ctannapt MASVS Oyzer naBarh Oosee KOHKpETH3UPOBaHHbIE TPEOO-
BaHUS KPUTEPHEB — OTCYTCTBHE TOJOOHBIX 3alMCEH TOJMBKO B PENM3HOM COOpKE MPHIIOXKEHHUS WM BOOOIIE
BO BceX. A B MSTG y»e MO’KHO HalTH CIIOCOOBI PEIICHNS JTaHHOM 3aJaYH — IIOUCK KIIACCOB <JIOTTUPOBAHUS,
TMIOVCK B HCXOTHOM KO7ie OOpaIeHHii BBIBO/IA TAHHBIX B KOHCOJIb B 3aBUCHMOCTH OT 11eJIeBOH miatdopMsl. ['pa-
(hrraeckoe mpeAcTaBIeHHE 0COOSHHOCTEH PabOTHI ¢ JaHHOW METOIMKOM Ha MPUMEpEe KPUTEPHsI HEAOILYCTHMO-
CTH 3aITiCH B XKypHAJIbI pPaOOTHI IIPHIIOKEHHUSI KPUTHIHBIX JAHHBIX MPE/ICTABICHO HA PUCYHKE 1.

OtcyTcTBHe
KPUTWUYHBIX AaHHbIX B
norax NpyUNoXeHWs

OWASP Mobile Security OWASP Mobile Application Security
Testing Guide (MSTG) Verification Stanaart (MASVS)

lMouck coBnageHui: OTCyTCTBME NOrOB B PENU3HOM BEpCUM
- "Log"-knaccel MPUIOKEHNS

- system.out/system.err.print

-print

Pucynok 1 — I'padudeckoe mpexcraBieHne ocoOSHHOCTEH pabOTHI C JAHHOH METOIMKOH Ha NMpUMepe KPUTepHs
HEJJOIyCTUMOCTH 3aIIUCH B )KYPHAJIbI paOOTHI MPUIIOKEHHS KPUTHYHBIX TaHHBIX

CTOI/IT OTMCTUTH, UTO 6])])'[ HpI/IBe]leH an/IMep C HCIIOJIHBIM nepequM a.]'[I)TCpHaTI/IB, KOTOpI:.Iﬁ ropa3)10
60J'IBH.I€ U MOXCT HC OFpaHI/I‘-II/IBaTI)CH IITAaTHBIMHU METOJaMU MOGI/IJ'H:.HBIX OHepaHI/IOHHBIX CHUCTECM.

Nmes TpeboBaHus 1 cIOCOOBI COOTBETCTBYSI UM B BHJIC PETH3AIIHIA, OIIEHUBAIOIIEE JIUIIO C TTOMOIIIHIO
BCEX HOKyMeHTOB MOXXET BBIHCCTH BepllI/IKT KaCaTeJbHO 3alIIUIIICHHOCTHU HpOFpaMMHOFO HpOllyKTa.

HpI/I HCIIOJIB30BAHUU ITOAX0Ja JaHHOT'O CTaHJIapTa CTOUT y‘II/ITBIBaTI) HCKOTOpBIe MOMCHTGEI.

— TIPOBEICHHUE MPOBEPOK COIPSIKEHO C YEIIOBEYECKIM (DAaKTOPOM, XOTh U B MEHBIIICH CTEIICHU;

— CTaHAapT He SBIAETCS TOCYHapCTBEHHBIM, K €ro BO3MOXXHO€ HCIIOJIb30BAHUE SIBISIETCS
JIOOPOBOJIEHBIM PEIICHUEM;

— HECMOTps Ha TO, YTO JAaHHBIA HA0Op JOKyMEHTAIINHU Pa3pa0d0TaH HCKITFOUUTEIHHO JUIST MOOMITBHBIX
MPWIOKEHUHA, TPEOOBAHHS U3 HUX MOTYT MPUMEHATHCS U K APYTHM Iuatopmam.

Halop xkputepueB A5l OLlEHKH MeTOAOB U MOAX0J0B K aHAJIN3Y 3aLMIIEHHOCTH MOOMJIbHBIX
NpuIoKeHui. [ cpaBHEHHUS JABYX MPEICTABICHHBIX BBIIIE METOAUK 0OCCIICUCHHUS 3aIIUTHI OYAET HC-
MOJIb30BaH HA0Op KPUTEPHEB, KXl M3 KOTOPBIX MMEET OMpEICICHHBIC BO3MOXKHBIC 3Ha4eHUs [9].
Habop kputepueB cpaBHEHHs] METOIMK aHAIN3a 3alIMIICHHOCTH IPUIIOKEHUH MTPUBEICH B Ta0mHIe 2.
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Tabnmna 2 — Habop kpuTepreB CpaBHEHHS METOANK aHAJIN3a 3aIIUIIICHHOCTH NPHIIOKCHAN

HaumeHoBanue
KpHUTEpUs

Bo3mo:kHbIe 3HAYEHHS
KpUTEpHEB

Onucanue 3HaYeHHI KPUTEPHEB

O¢pUIHaITEHOCTD
CTaHIapTa

OdunmansHbIi

JlokyMeHT yTBepKIeH B BHIE CTaHIapTa Ul XOTs Okl 1 Tocy-
JIapCTBa M MOXKET SBIISITHCS 00513aTENIbHBIM JUISl COOTBETCTBHSI.

HeodurmaneHbiit

He BoimonHsiroTcst YCJIOBHS JUIA CTaTyCa ((O(i)HL[HaHI;HI;IfI».

HocTtynHocThb
CTaHJapTa

B oTkpbiTOM n0CTYTIE

O3HaKOMHTBECS CO CTaHAAPTOM M JOIOJHHUTEIBHON JOKY-
MeHTalyel 1o HeMy MOYKHO Ha OeCIUIaTHOW OCHOBE H JIIO-
0OMY UYeJIOBEKY.

[Ipenocrasnsercs
Ha MJIaTHOM OCHOBE

ITosrydeHue 1oCTymna K CTaHAAPTY U JONOIHUTEIEHON TOKY-
MEHTAllUK 110 HEMY IPOHMCXOAUT HA IUIATHOW OCHOBE, IPH-
4YeM OrpaHHYCHHEM 3]IeCh MOXKET BBICTYNATh CTAaTyC JIMLA
(pu3mueckoe WM IOPUIMIECKOE JIUIO).

3aKpBITHIH JOCTYI

[Nomywenue pocTyna K CTaHAAPTY | JIOTIOJHUTENBHOH JTOKyMEH-
TAIUH [0 HeMY OTpaHU4eHo. [I1s1 03HAKOMIICHHSI C HIM HEeoOX0-
MO TIPOMTH ONpeNeneHHble npouexypsl. Ilpumepom moryt
OBITh PA3NMYHBIC BUIBI MH(GOPMAIMM OrPaHUYEHHOTO PacIpo-
cTpaHeHus (TOCyIapCTBEHHA, KOMMepUecKas TaifHa U T.JI.).

[IpumenumocTsb
cranzaapra [9, 10]

‘V3kocnenuanu3upoBaHHbIA

CraHgapT HCHONB3YeTCsl B ONMpEACICHHON 0071acTH mpuMe-
HeHusl. [IpuMmeHenue B Ipyrux cepax CONpsHKEHO ¢ HEaKTy-
AIBHOCTBIO MH(GOPMAaUK B CTaHAAPTE B OTHOCUTEILHOM
pazmepe 6oiee 50 %.

VcnoBHO yHUBEpCATbHBIN

Cra"gapT npegHa3Ha4eH I ONPeNeSICHHOW 001acTh ¥ MO-
JKET UCIIOIb30BaThCA JUISl CMEKHBIX o0nacteil. [IpumeHeHne
B Ipyrux cepax compspKeHO ¢ HeaKTyalIbHOCTHIO HHpOpMa-
LM B CTaHAAPTE B OTHOCUTEIHLHOM pa3Mmepe He MeHee 15 %
u He 6onee 50 %.

‘YHuBepcanbHbIl

CraniapT W3HAYAIBHO pa3pabaThIBaiCs IO NPUMEHEHHE
B pa3IM4HBIX oOnacTsx. [IpuMeHeHne B pasHEIX cdepax 1no-
ITyCKaeT HEaKTyalIbHOCTh MH()OPMAIUK B OTHOCHUTEIHEHOM
pasmepe He Oouee 15 %.

IToxpeiTne nHpOpMa-
uei (aKTyaabHOCTB)

Huskoe

AxtyansHOCTB cBefeHui Meree 50 %. [Ipusnak Toro, 4To 10-
KYMEHT SIBJIICTCSl yCTapPEBLIMM MIIH CKOPO CTaHET TAKOBBIM.

Cpennee

AxTyanbHOCTb cBesieHuH 6oiee 50 %. CBsi3aHa ¢ HEBO3MOX-
HOCTBIO NMPUMEHEHHs] HEaKTyalbHBIX CBEJCHUI KaK BBUIY
UX yCcTapeBaHMs, TaK U 0 IPOYUM IPHYHHAM

Bricokoe

AxTtyanpHOCTE cBefeHui 6omee 90 %. IIpusHak Toro, 4to
CTaHJAPT HOBBIH WJIM OTHOCHTENIHHO HEJABHO OOHOBJIISIICSL.

Hanmane
JIOTIOTHUTEILHOM
JIOKyMeHTauuH [§]

OTtcyTcTBYeT

CraHgapT npencTaBieH B BUIE €IUHOTO TOKyMeHTa 0e3 J10-
MOJIHUTEIbHOM HH(OPMAIIMH 110 HEMY.

IIpucyrctByer

Bmecte co craHmapTOM HMIET pa3N4Has COIYTCTBYHOLIAS
JIOKyMEHTAIHsI, PACKPBIBAIOLIAs T€ WJIN MHBIE aCHIEKTHI B OoJiee
HOJIHOM Mepe. DTO MOKeT OBITh CIipaBouHass MH(pOpPMAILIHS,
[IPUMEPBI IPUMEHEHHS, TEXHHYECKAs! TOKYMEHTALMS 1 T.J.

HOZ[Bep)KeHHOCTB
YCJIOBECYECKOMY

(akTopy
HPH KCIIOJIb30BaHUN

OTtcyTcTBYeT

YenoBedyeckoro (akTopa IpH IMPOBEICHUHN OI[CHKH HET, HHAUe
TOBOPSI, IPOLIEYPa paboTaeT B ABTOMATHIECKOM PEXUME.

Huskas

YenoBek MPUCYTCTBYET B MpoLiecce Kak KOHTPOJLIEP.

CpenHsis

Yenoreueckuii pakToOp 3aKITFOYACTCSA B CICAOBAHUN YETKOM
UHCTpYKIMHU. [loBBIIEHHBIE TpeOOBaHHS K MOATOTOBKE
B OTIPEJINICHHON 00JIaCTH 3HAHUHA OTCYTCTBYIOT.

Bricokas

UenoBedeckuit (hakTop 3aKIIOYACTCS B CICIOBAHHU HH-
CTPYKIHUH C a0CTPaKTHBIMH TeopeTHdeckuMu maramu. K dge-
JIOBEKY MPEIbSABIISIOTCS MOBBIILICHHBIE TPEOOBAHUS K OATO-
TOBKE B TOM WJIM MHOM 00JIaCTH 3HAHMH.

[TepuoanuHocTh
0OHOBJIEHUIA

Heonpez{eneHHaﬂ

CraniapT ¥ JOKyMEHTAIHs 110 HeMy OOHOBIsIeTCs 6e3 mpu-
BA3KH K BPEMEHHBIM IIPOMEKYTKAM.

Pa3 B 5 ner

CraHmapT W AOKyMEHTAllWsl 10 HEeMy OOHOBISIETCS MpH-
MEpHO pa3 B 5 JieT.

Exxeronnas

CraniapT M JOKYMEHTAlMsl 10 HeMy OOHOBISIETCS MpH-
MEPHO €KEr0JIHO.

Execezonnas

Cra"gapT ¥ JOKyMEHTaLusl 10 HeMy OOHOBJISIETCST TIPH-
MEpHO pa3 B 3 mMecsIa.
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Ilpodonxcenue mabauyor 2

Bo3moxxHOCTB Pa3paboTky u mOAnepKKy CTaHIapTa BEIyT TOJIBKO BHYT-
MIPUBJICYECHUS OTtcyTcTBYeT pEHHHE y4YacTHHKH. Bce ocTanbHBIE MMEIOT JIHIIL JOCTYI
BHEIIHUX YYaCTHUKOB JUIS O3HAKOMJICHUSI C IUCTPHOBIOTOPCKUMH BEPCUSIMH.
Buemnue
KOHTPUOBIOTOPHI Pa3zpaboTKky ¥ MOANEp)KKY CTaHIapTa BEAYT BHYTPEHHHE

Y4YaCTHHUKH. Buemnaue YYaCTHUKU MOT'YT IOBJIUATH Ha HEC
JIMIIb KOCBEHHO: OIPOCHI, NOCTYNHBIC BEPCUU CTaHAAPTOB
Ha 3TaIriec pa3pa60TK14 U MOAACPIKKHU.

C ype3aHHBIMU IIpaBaMH,
10 CPaBHEHUIO C
BHYTPEHHUMH
y4acTHUKaMHU

Pa3paboTKy M MOANEPKKY CTaHAapTa BEIyT BHYTPEHHHUE
YYaCTHHKH COBMECTHO C BHELIHMMH, IPHYEM BTOPBIC Ha JIFO-
0oe u3MeHeHue OYAYT NPOXOJUTh IPEMOIEPALIHIO

Buenrane Y4YaCTHUKHU
C NOJIHBIMH IIpaBaMHu

CpaBHHUTeJbHBII aHAJIHM3 METOANK OLIEHKH 3alUIIeHHOCTH. CpPaBHUTEIHHBIN aHAJIM3 IIPHBEACHHBIX
BBIIIIE METOIVK OLICHKH 3aIUIICHHOCTH TI0 OTIPEIeICHHOMY IIEPEYHIO KPUTEPHEB TIPEICTABICH B Ta0HIIe 3.

Tabmua 3 — CpaBHUTEIBHEIN aHAIN3 METONUK OLICHKH 3aIUIICHHOCTH

Iloxa3aTean
KpHUTepust IMoka3aTenb KpuTEPHsI
HaunmeHoBanue KpuTepust JJIS1 CTAaHaapTa IJIS1 CTaHaapTa Ipumeuanue
HUCO/M3K OWASP MASVS
18045-3-2013
Crangapr OWASP
MASVS onupaercs
Ha aMEPUKAHCKHUE TOCY-
JAPCTBEHHbIE CTAHIAPTHI
NIST SP
O¢uIMaTEHOCTh CTaHAAPTA O¢unmansHbIi Heodurmansabrit 800-57, NIST SP

800-63B, NIST FIPS
PUB186, NIST P-384,
a TaKKe PEKOMEHANN

NIST [5, 6]
JIOCTYmHOCTB CTaHmapTa B oTKpBITOM IOCTYIIE B oTkpBITOM JOCTYTIE
YcnoBHo- .
[IpuMeHUMOCTh CTaHIapTA . Y CIIOBHO-YHUBEPCATTBHBIH
YHHBEPCANbHBIN
[ToxpsiTHE HHpOpMaIUeH
P (bop Cpennee Bricokoe
(aKTyasbHOCTB)
Hanuune nonoaHuTENLHON
OrtcyTcTBYyeT [pucyrcrByer
JTIOKYMEHTAIIUH
IomBepKEHHOCTD
4eNoBeYecKoMy (hakTopy Bricokas Cpenusis
TIPY MCIIOJh30BAaHUU
Crarmapt OWASP
MASVS o6HoBnsieTcs
Hepnommrocts Heomnpenenennast Esxxece30HHO 1o (axTy Yaiie u 0CT
0OHOBIIEHUI P y y
TICH B BUJIC YCPHOBBIX
Bepcuil cTanaapra
Bo3MoxHOCTB TIpHBIICUE- BHemrane yqacTHHKH
OtcyTcTBYyeT

HHs BHCIIHUX YYAaCTHUKOB C NOJIHBIMU IIpaBaMu

Ecim paccmarpuBate BCce KpUTEpUH KaK paBHO3HAYHBIE, TO MOYKHO CIENaTh BBIBOJ, YTO 00a CTaHAApTa
SIBJIAIOTCS. OTHOCHUTEIFHO MICHTHIHBIMH, CO CBOMMH IUTFOCAMH U MHUHYcaMu. OHAKO, IMes BBOJHYIO 3a7ady
B BHJIC aHAJM3a 3AIIUIICHHOCTH MMEHHO MOOWIBHBIX NPHJIOKCHUH, HMOSBICHUS HEIOYETOB M YSI3BUMOCTEH
B 06€301I1aCHOCTH IPOAYKTOB TIPH 3Tarax MPOSKTUPOBAHMS, PEaTN3aUH M OCTABIINXCS O3 BHUMAHHA Ha JTaIle
TECTHPOBAHUS M BHEAPEHHS, MOKHO BBIIEITUTH CIIETYIOIINE IPHOPUTETHBIC KPUTEPHH:

— aKTyaJbHOCTh CTaHJApTa, TaK Kak MOOMJIBHBIE YCTPOMCTBA B HACTOSIIEE BPEMSI CTPEMUTENIHHO
Pa3BHBAIOTCSl 1 OOHOBIISIFOTCS TEXHOJIOTMUECKH, YTO TpeOyeT yacToe OOHOBIICHUE CTaH/IapTOB;

— TOKpBITHE HH(pOpMAaLHeil (aKTyaIbHOCTb);

— HaJW4ue JONOJHUTEIBHON JOKYMEHTAIMN KacaTeIbHO IPUMEHEHHs CTaHapTa WK METO/a;

—  TOJIBEPXKEHHOCTh YeJIOBEUYECKOMY (PaKTOpy IPH UCTIONIb30BaHHUH.
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Takum 00pa3oM, OTHOCHTENBHO YHHUBepcanbHbIA cTranmapt MCO/MOK 18045-3-2013 npowurpsiBaer 6o-
Jee y3KOCTIEIHAIM3APOBAHHOMY, COJEpPIKAIEMy MONONHHUTENBHYIO CIPaBOYHYIO WH(OPMALMIO CTAaHAAPTY
OWASP MASVS B ciydae aHami3a 3a0IUIIEHHOCTA MOOFIIBHBIX TIPHIOKCHHUH.

CToHT OTMETHTD, YTO JUIS MPEACTABICHHBIX U MPOAHAIM3UPOBAHHBIX METOJMK KaUYeCTBEHHBIM CKauKOM
Brepes ObUI0 OBl JOOABICHHE ANTOPUTMOB aHAIN3A 3AIIUIIECHHOCTH, aJallTUPOBAHHBIX TSI PEAlIM3aliy MX
B BHJIE IPOrPaMMHBIX perieHnid. Takum 00pa3oM, MOYKHO OyZieT HHBEJIMPOBAaTh BO3/IEHCTBHE YEJIOBEUYECKOTO
(hakTOpa Ha Bech Mpolecc aHanu3a. Kpome Toro, B mporpaMMHOM PELIEHHH MO>KHO PEan30BaTh IOCUCTEMBI
o0ecrieyeH s aKTyaJIbHOCTH KOHTPOJIBHBIX KPUTEPUEB Kak B BuJie oOpalieHuit B 001uii perno3utopuii ¢ tHGop-
MalHei, Tak ¥ B BUJIE aBTOHOMHOM CHCTEMBI € OIIpe/ieSIeHHBIM alroputMoM padotsl [11]. Taxoke Takoe pere-
HHE MOXKET padoTaTh B COBOKYIHOCTH. Kak UTOr, MoTy4eHHOE PEeIleHIe MOXKET BBICTYIIATh B KAYEeCTBE CTPYK-
TYPHOMH €MHHUIIBI KOMIUIEKca perieHunit odecneuenns Wb [12].

3akiouenne. B pabote paccMOTpeHBI OmpeieNieHHbIe CTaHAAPTHl M METOIBI, KOTOPBIE MOTYT OBITh FIC-
TI0JIb30BAHBI MIPH AaHATN3E 3ALIMICHHOCTH MOOMIBHBIX MPHIIOKEHHH. I IpOBEACHNUSI CPaBHUTEIHLHOTO aHa-
nm3a OBLT oTIpezieNieH Habop KpUTepreB IS OeHKH. JJaHHBIi Habop B OymyIieM MOXKET OBITh PaCIIUpPEeH WITH
JIOTIONHEH. B mpomnecce oreHKn ObIIO yCTaHOBIIEHO, YTO NP PAaBHO3HAYHOM Bece KPUTEPUEB 00a paccMaTpH-
BaEMbIX CTaHIAPTa SBILIIOTCSA HICHTHYHBIMU C TOYKH 3PEHHS IUIIOCOB W MHHYCOB NpuMeHeHWs. OIHaKo
TIPH BBIETICHUH HEKOTOPHIX KPUTEPHEB TSl OLICHKH UIMEHHO MOOMIIBHBIX MPHIIOKEHHH Kak 00Jiee IPHOPUTET-
HbIX Heo(urmanbHeiil cranaapT OWASP MASVS co BceMu ero JOMOTHEHUSMHE SBISICTCS 00Jiee PE/IIOUTH-
TCJIbHBIM JJIA UCIIOJIb30BaHUS.
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B cratbe npemiaraercsi cnocod BBISBICHHS KOMITBIOTEPHBIX HHIMACHTOB, OCHOBaHHBIH Ha aHAJIM3E 3aIiceil B cH-
CTEMHBIX JKypHaJlax ONeparoHHOi cucteMbl Microsoft Windows. PaccMarprBaroTcst pa3nidHble TEXHOJIOTHH 00HApY-
JKEHHSI BPEIOHOCHOTO TIPOTPaMMHOT0 00SCIIEUEHNSI: TEXHOJIOTHH CUTHATYPHOTO OOHAPYXKEHHMS, TEXHOJIOTHH 9BPHCTUYE-
CKOTO aHajn3a, TeXHOJOTMH MPOAKTUBHOH 3alUTHl U TEXHOJIOTMH OOHApYXKEHHsl CHCTEMHBIX aHoMmamid. Hecmotps
Ha HaJM4ue OOJIBIIOrO Pa3sHOOOpasus BUIOB BPEJOHOCHBIX IIPOrpaMM, BCE OHH OCTABIIIOT CJIE/IBI CBOEH paboTHI B CH-
CTEMHBIX XXypHAJIaX Pa3IMYHBIX HH(OOPMALMOHHBIX CHCTEM, B TOM YHCJIE OIEpalMOHHON CHCTEMBbI paboueil CTaHIUH,
HOJBEprIIeiicss HeCAaHKIMOHNPOBaHHOMY BO3JIEHCTBHIO. B paboTe mpoBeneH aHaIN3 CTPYKTYpPhI XKYPHAJIOB OIIEpaLlOH-
HOH cucteMbl Microsoft Windows ¢ TOUKu 3peHUsI BBIIBICHUS COOBITHI HH(POPMAMOHHOH Oe30nmacHOCTH. DyHKIIMOHH-
poBaHKe 000 KOMITBIOTEPHOI MPOTrpaMMBbl, B TOM YHCIIE BPEIOHOCHOH, MOXHO TNPEJCTABUTh B BHIE YHHKAIHHOIO
Habopa MPU3HAKOB, KOTOPbIE (POPMUPYIOTCS HAa OCHOBE aHAJIM3a 3alKceil B CHCTEMHBIX JKYPHAJIAX ONEPALHOHHON CH-
crembl. ClieJloBaTeIbHO, JAHHBIH HabOp NPU3HAKOB MOXKHO MCIIOJIb30BaTh UL TIOCTPOCHHS MOJEIH (hYHKIIHOHUPOBAHHUS
U JaJIbHEHINeT0 BBISIBICHHS BPEJIOHOCHOTO IIPOrPAMMHOTO 00ECIIEUeHHsI, B TOM YHCIIE paHee He M3BECTHOTO.
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This article suggests a method for identifying computer incidents is proposed, based on the analysis of entries in
the system logs of the Microsoft Windows operating system. Various technologies for detecting malicious software are
considered: signature detection technologies, heuristic analysis technologies, proactive protection technologies and
system anomaly detection technologies. Despite the presence of a wide variety of types of malware, they all leave traces
of their work in the system logs of various information systems, including the operating system of the workstation,
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which has been exposed to unauthorized influence. The paper analyzes the structure of the logs of the Microsoft Win-
dows operating system from the point of view of identifying information security events. The functioning of any com-
puter program, including malware, can be represented as a unique set of features that are formed on the basis of the
analysis of entries in the system logs of the operating system. Therefore, this set of features can be used to build a model
of functioning and further identify malicious software, including previously unknown ones.

Keywords: malicious software, computer incident, Microsoft Windows system logs, a set of features

Beenenne. CoBpeMEHHBIE I€OTIOIUTHYECKIE BHI30BBI AUKTYIOT HOBBIE TPEOOBAHUS K KHOEPyCTOHIH-
BOCTH IH(POBBIX CEPBUCOB, MPEAHA3HAYCHHBIX AJISI MOJTHOLEHHOTO 00ECIEUCHNSI HHTEPECOB JINIHOCTH,
oOrIecTBa U TOCYIapCTBa.

CkiagpIBaromascst HONMUTHYECKAs 00CTaHOBKA TOBOPUT O AATBHEHIIIEM POCTE XaKEPCKUX aTaK Ha POc-
CHICKYIO MHPOPMAIIMOHHYIO0 HHPPACTPYKTYPY C UCIIONB30BaHIEM HOBBIX BUIOB KubOepopyxus [1, 2].

'YkazaHHbIE 00CTOATEIECTBA CBUIETEILCTBYIOT O BHICOKOH aKTyaJIbHOCTH MCCIIEIOBAHHH, HAIIPABICHHBIX
Ha BBISIBJICHHE KOMIIBIOTEPHBIX MHIIMICHTOB C MCIIOJIb30BaHUEM BPEJOHOCHOTO POrPaMMHOTO 00ECTICYEHHSL.

B nensx nmoncka HoBoro 3¢ ekTHBHOTO crioco0a BEISBICHUS KOMITBIOTEPHBIX HHIUCHTOB B paMKax
paboTHI aBTOPaMU MTOCTABJICH PsJ 33/1a4:

1. O030p cylIecTBYIOMINX TEXHOJIOIHI 00HapyeHus BpenoHocHoro [10.

2. HccnegoBaHue CTPYKTYpbl W COJAEP)KAaHUS CHUCTEMHBIX >KYPHAJIOB OIEPAIlMOHHOW CHCTEMBI
C TOYKH 3peHHUs] THPOPMAIIMOHHON 0€30MacCHOCTH.

3. ITocTpoenne Mozaenu GyHKINOHUPOBAHHS BPEIOHOCHOTO MIPOTPaMMHOTO 00€CIIEYeHNUsI, OCHOBAH-
HOH Ha pe3ynbTaTax MpPOBEACHHOTO AKCIIEPUMEHTA.

4. TlpumeHeHHE pa3pabOTAaHHOW MOJEIH AJIS BBISABICHUS MIPU3HAKOB KOMIBIOTEPHBIX HHIUACHTOB.

TexHo10ruH OOHApPY’KeHMS BPeIOHOCHOI0 NPOrpaMMHOro obdecmedyeHumsi. BpenonocHoe mpo-
rpaMMHOE 00€ecIedeHIe — IUPOKOe MOHATHE, 0003HAYaIoIee YaCTh MPOTPaMMHOTO KOJa, IIPOTPAMMHOTO
CpPE/CTBA WM CHEIUAIbHBIA MOYNb, CO3HATEIBHO CO3/IaHHYIO B IIENIIX HAHECEHHS yIepOa KOMITbIOTep-
HOM CHUCTEME, MCpEXBaTa I/IH(bOpMaIII/II/I, MMPOHUKHOBECHUA B CUCTEMY NOJYUCHHA OJIHOTO WJIN YaCTUIHOT'O
KOHTPOJI HaJ| CUCTEMOM.

CormnacHo craTthe 273 YronoBHoro kojaexca Poccuiickoit @enepaiiuil, BpeJOHOCHBIM IPOTPAMMHBIM
obecrieueHneM CUUTaeTCs MPOrpaMMHOe o0ecTieueHre, 3aBeIOMO NpeIHa3HaueHHOE ISl HECAHKIIMOHUPO-
BAaHHOTO YHUYTOXXCHUsI, OJIOKMPOBaHMUS, MOAN(PHUKALIUY, KOTIMPOBAHUS KOMIBIOTEPHON MH()OPMALUK WK
HEWTpaIM3alMy CPEACTB 3alIUThl KOMIBIOTEPHON HHPOPMAIIHH.

CymiecTByeT 00JIbIIOE KOJIMYECTBO TEXHOJIOTHI 00Hapy»eHus BpenoHocHoro [10: TexHomornu cur-
HaTypHOTO OOHApYy>KeHHWs, TEXHOJIOTHMH 3BPUCTUYECKOTO aHaJM3a, TEXHOJOTHUHM IPOAKTHBHOW 3alUTHI
U TEXHOJOTUH OOHapyXeHHUs CHUCTEMHBIX aHOMauui. UeM ClloXHee TEeXHOJIOTHs OOHapyXeHUs, TeM
GoutbIIIe BEPOSITHOCTH OOHAPYKEHUsI paHee HEN3BECTHBIX BPEIOHOCHBIX 00BEKTOB [3, 4].

B Hacrosimiee BpeMst BccienoBaTeNsiMu BpetoHOCHOTo 110 BBIAEIAIOTCS ClIeAyIoIe OCHOBHBIE TeX-
HOJIOTHH OOHAPY>KEHHUS:

1. TexHonoTHs OOHAPYXKEHUS IO CUTHATYPaAM.

OxHOM U3 EPBBIX TEXHOIOTUH 00HAPYKEHHSI BPEAOHOCHOT'O IIPOrPaMMHOT0 KOJIa CTaJl CHTHATYPHBIN
METOJ — METOJ] PACIO3HAaBaHU YYaCTKOB KOJa, MO3BOJIAIONIMX OJHO3HAYHO YCTAHOBHUTH BPEIOHOCHYIO
nporpammy. B j1aHHOM ciyuae aHTHBUpYCHas Iporpamma BO BpeMsi CKaHUpoBaHus (aiina oOparaercs
K YK€ U3BECTHOMY CJIOBApIO0 aHTUBUPYCHBIX Iporpamm [5].

JlaHHBII METON MMEeT PsiJ] BAXHBIX MPEUMYILECTB: TOYHOCTh OOHAPYKEHHS BPEAOHOCHOTO KOJia /10~
CTaTOYHO BBICOKA; HE3HAYMTEIHHOE KOJIMYECTBO JIOXKHBIX CPabaThIBaHWH B J0JIe OOMMX cpabaThIBaHUM.
OnHaKo OH MMEET U Psifi O4eHb BaXKHBIX HEJJOCTATKOB: OTCYTCTBYET BO3MOXHOCTh BBISIBIICHUSI HOBOTO Bpe-
noHocHOro [10; HeBO3MOXKHOCTE 6OPHOBI C TOIIMMOP(HU3MOM, MyTALIAMH KOJIa ¥ IPYTUMH TEXHOJIOTUSMH
COKPBITHS BPEJIOHOCHOTO KO0J12; HEOOXOANMOCTD PETyJISIpHOro OOHOBIICHHS aHTHBHPYCHBIX 0a3; HE00Xo-
JUMOCTb PYYHOI'O HAITOJTHEHUA CJIOBaps CUTHATYP.

2. TexHOIOTHS 3BPUCTHIECKOTO aHAIH3A.

TexHonorus 3BpUCTUYECKOTO aHaIM3a TAKXKE SIBJSIETCS] OIHOM U3 paHHUX. B cBOEi nepBoii utepanuu
OHa TIPeJICTaBJsuIa COO0M pacuIUpeHne ISl CUTHATYPHON TEXHOJIOTUH OOHAPYKEHUST BPEIOHOCHBIX 00b-
ekToB. OTHaKO Ha JaHHBIH MOMEHT OHA SIBJISIETCS CAMOCTOSTENILHOM 1 6osee dddexTuBHOMN. [lanHas Tex-
HOJIOTHUA TOAPA3yMeEBACT aHAJTUTUYCCKUHN KOMIIOHCHT, pa60Ta}omm7I Ha OCHOBE MNPHUHIMIIA HEYETKOT'O I10-
MCKa PEIICHHS M OIHMCHIBAEMBIH COOBITUIHBIM SI3BIKOM IIPOIPaMMHUPOBaHMs. MeTOIbl 3BPUCTHIECKOTO
aHaJIM3a UCIIOJB3YIOT B KaYeCTBE MCTOYHHKA MHPOPMAIMU HE TOJBKO IPOrpaMMBbl, KaK MAacCHBBHI OawT,
HO U CBE/ICHUSI 00 SMYJIAIMH, OTUYETHI «TIECOYHHID), CBE/ICHUS, OJydYeHHbIE U3 MOHUTOPHHIA 33 CUCTEMOH [5].

JlaHHast TEXHOJIOTUS MMEET psiji IPEUMYILECTB: 3BECTHA YK€ JJaBHO, HA IPAKTHKE Jl0Ka3aHa e€ a¢-
(heKTHBHOCTB; OTCYTCTBYET HEOOXOIMMOCTh YacThIX OOHOBNeHHH. Takke y He€ ecTh psii HEJOCTATKOB:
TpeOyIOTCS 3HAUNTEIIbHBIE BHIYUCIUTEIILHBIE MOIITHOCTH; HEOCTATOYHO BHICOKHH YPOBEHb OOHApYKEHUS;
BBICOKHI YPOBEHD JIOXKHBIX Cpa6aTBIBaHI/II71. Vka3zaHHas TEXHOJIOTHS MOXKET MMPUMEHATHCA Ha MIUPOKOM
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CIHICKE YCTPOUCTB: OT pabounX CTAaHIWH 0 HHTEPHET-ILTI030B. Ha ceromHsIHnii 1eHs TaHHask TEXHOIO-
THSA SIBJIAETCS €AMHCTBEHHOH, KOTOpast IPUMEHSETCS BO BCEX aHTHBHPYCHBIX IIPOIYKTaX BCEX KOMIAHHUH.

3. CucteMsl IPOaKTHBHOM 3aIUTHI.

TeXHOIOrHK MPOAKTUBHOM 3aIIUTBI — COBOKYITHOCTb TEXHOJIOTUI, OCHOBHOW LENBI0 KOTOPBIX SIBJIS-
eTcsl IPEAOTBPAICHUE 3apaKeHNS ITOJIb30BATEIBCKON CHCTEMBI, a HE IIONCK YK€ U3BECTHBIX BPEJOHOCHBIX
nporpaMM. [IpoayKTsl, MOCTPOCHHBIE HAa TAKUX TEXHOJIOTUAX, MOXKHO MOAEIUTh Ha CUCTEMBI IPEIOTBpa-
IIEHUS BTOPKEHUH M CUCTEMBI OJIOKUPOBaHUSA IO MOBEACHHUIO [6].

CucteMbl IPEJOTBPAILEHNST BTOPXKEHUS! SBIISIFOTCS BAYKHOM KOMIIOHEHTOH JF000H CHCTEMBI 3aIlUTBhI,
OHH TIPEyCMaTPUBAIOT BO3MOXKHOCTb OOHAPY)KEHHS U OJIOKUPOBaHMS ySI3BUMOCTEH, HCIOIB3YEMBIX Bpe-
JIOHOCHBIMHU TIporpamMMamH. JlaHHasi TeXHOIorust 3 QEKTUBHO OOpETCs ¢ MyTAMU PACIPOCTPAHEHUs ceTe-
BBIX UEPBEii, BUPYCOB, a TaK)Xe JOCTaTOYHO 3((HEKTUBHO padOTAET MPOTHB LIEICHANPABICHHBIX U HINPO-
KHX aTak I0JIb30BATENCH, HO UMEET KpailHe HU3KYI0 3((QEKTUBHOCTH MPOTHB KIACCHUECKUX TPOSHCKUX
TpoTpaMM, a Takxke TpeOyeT OOHOBIICHUS 0a3 CUTHATYp aTak.

CucTeMbl 6JIOKHPOBAHUS IO TIOBEACHHUIO CYIIECTBYIOT Ha phIHKE yxke Oomee 10 net. OcHOBHAs 3ajgada
TaKUX CHCTEM — aHAJIN3 NOBEICHHS TPOTPaMM U OJIOKMPOBKA BBITIOJIIHEHNUS TF0O0T0 BO3MOKHOTO OTTACHOTO
nericTBus. TeopeTHueckr TakKue CHCTEMBI MOTYT MPEOTBPATUTE HE TOJIBKO PAclpOCTPAHECHNE U3BECTHBIX
BPEIOHOCHBIX IPOrPaMM, HO M HEM3BECTHBIX. VIMEHHO B 3TOM HAIpaBJICHUH W JBIKETCS] Pa3BUTHE IPaK-
TUYCCKU BCCX aHTUBUPYCHBIX MTPOJAYKTOB.

CyliecTByeT TpU HOKOJICHHUSI CUCTEM OJIOKMPOBAHHMS IO MOBEJICHHIO. B mepBoM MOKOJIICHHH Takux
CHCTEM IPH OOHAPYKESHUH TI0/I03PUTEIBHOTO JSUCTBHS cUCTeMa OJIOKMPYETCs IO MOY4YEHHs pa3pelieHHs
Ha BBIINIOJIHCHUC I[eﬁCTBPIH OT ITIOJIB30BATCJIA. OJIHaKO TaKHuc Z[eﬁCTBI/IH MOT'YT BBIIIOJIHATH U JICTAJIBHOC I10.
W3 3TOro BeITEKAET IJIaBHBIM HCIOCTAaTOK — HeO6XOZ[I/IMOCTL I[OCTaTO‘IHOfI KBaJ'II/I(i)I/IKaHI/II/I I10JIb30BaTCJIA.
CucrteMbl 6J'IOKI/IpOBaHI/I)I IO MOBCACHUIO BTOPOI'0 MOKOJICHUA UMCIOT JIMIIb OJJHO, HO OY€Hb BECOMOC OT-
JIUYHe OT MOAOOHBIX CHCTEM MNEPBOTO MOKOJCHUS. CHCTEMBI 3TOTO THOKOJECHHUS HCCIENYIOT COOBITHS
HE 110 OTAENBHOCTH, & UCCIEAYIOTCS LIETIOUKU COOBITHI. B pe3ynbpTaTe 3TOro KOJMYecTBO 3a1IpOCOB K IT0JTh-
30BaTeNIO CHIIBHO COKPAIIAeTCsl, a HAZEKHOCTh OOHAPYKCHHS MOBBIIIAaeTCs. B crucTeMax TpeThero moko-
JICHUSI 3aIPOCHI K TI0JIb30BATEII0 OTCYTCTBYIOT, CHCTEMa 00pabaThIBaeT Bce AEHCTBUS aBTOMaTHIECKH.

JlocTonHCTBA JAaHHOH TEXHOJIOTMH OYEBUTHEL: BEICOKHI YPOBEHb OOHapykeHus BpenoHocHoro [10; Tex-
HOJIOTHUSI U3BECTHA JJOCTATOYHO JIABHO U MOKa3aia CBOO 3((HEeKTHBHOCTD; OTCYTCTBYET HEOOXOUMOCTh B Ya-
CTBIX OOHOBJIEHUSAX; OTCYTCTBYET MPUBSI3KA K KOHKPETHOMY THITY BPEJJOHOCHOT'O IIPOTPaMMHOI'0 00ECTIeUeHNS;
OTCYTCTBYET HEOOXOJUMOCTH B OOJIBIIIOM KOJIMUECTBE KOMITBIOTEPHBIX pecypcoB. OTHAKO HENb3s He OTMETHUTh
U P HEAOCTATKOB: BEICOKUI MPOIIEHT JIOXKHBIX CpabaThIBaHMIA; TpeOyeTCsl BO3MOXKHOCTH BOCCTAaHOBJICHHS CHU-
CTeMBI [I0CJIe YaCTUYHOTO MCTIOTHEHHS BPEJJOHOCHOTO KO/1a; TTOBBIIIIEHHBIA PHCK 0€30IIaCHOCTH JUIS TTOJIb30Ba-
TENTCKON CHCTEMBI, TaK KaK UCIIOIb3yeTCss MOHUTOPUHT JEHCTBUS C peallbHON pabouel CHCTEMBI.

Cuctembl OJIOKHPOBAHUS 110 MOBEACHUIO MOTYT UCIIOIB30BaThCS TOJIBKO B TEX CIIydasx, KOT/Ia BO3-
MOXEH 3aIlyCK M MCHOJIHEHHE BPEJOHOCHOTO IPOrPaMMHOTO Ko/a. B MHBIX ciiydasix BpelOHOCHBIE 00b-
€KTBI OCTAIOTCSl He3aMEUECHHBIMH.

4. CucteMbl UCCIEOBAHNS CUCTEMHBIX AaHOMAJIMH.

Eme onHO# Ba)XHOW TEXHOJIOTHEH OOHApYXEHUs SBISIETCSI TEXHOJIOTHS NCCIIEIOBAHHS CHCTEMHBIX
aHOMANMH — caMbIil a0CTpaKTHBIA MeTo[ aHamu3a BpenoHocHoro [10 [7]. OHa ocHOBaHa Ha CIEIYIOIIIX
MPEITONI0KEHUSX

— OIlepalMOHHAs CUCTEMA SABJISIETCS. HUHTETPAJILHON CUCTEMOI];

— CHCTeMa UMeeT HEKOTOPOE «310pOBOe» (HOPMAaIbHOE) COCTOSHUE;

— TIOCIE 3aIyCKa BPEIOHOCHOTO KO/Ia CHCTEMa MEPEXOANT B «HE3JI0POBOEY COCTOSTHHE.

CpaBHI/IBaSI Pa3JINIHBIC COCTOAHUA CUCTEMBI, MOKHO YCTAHOBUTH HAJIMYUEC BPCTOHOCHOI'O KOJ1a.

Hecmotpst Ha Hanmyre 60IBIIOro pa3HO00pa3usl BUJOB BPEJOHOCHBIX IPOTPaMM, BCE OHM OCTaBIISIOT
cie/ibl CBOEH pabOTHI B CUCTEMHBIX JKypHAIaX pa3IndHbIX MH(GOPMAIIMOHHBIX CHCTEM, B TOM YHCIIE OIe-
PaLMOHHOM CHCTEMBI paboyell CTaHINH, IT0IBEpTIIeHCs] HECAHKIIMOHUPOBAHHOMY BO3JICHCTBHIO.

AHAaJIN3 CUCTEMHBIX KYPHAJIOB ONEPANMOHHOI cucTeMbl. OTHUM M3 CIIOCOOOB BBISIBICHUST KOM-
IBIOTEPHBIX MHIMJCHTOB SBJISIETCS HCCIIEI0BaHUE (PAiIOB )KypHAJIOB Pa3IMYHBIX HH()OPMALMOHHBIX CH-
CTEM, B TOM YHCJI€ CUCTEMHBIX JKYpPHAJIOB OIIEPALlMOHHOM CHCTEMBI Ha MPEAMET BBISIBJICHUS CKPBITHIX 3a-
KOHOMEPHOCTEH U pa3IMYHbIX aHOMAJIUK.

Hecmotps Ha xypc Poccun Ha mmmopro3amenieHne, B HACTOAIIEE BpeMs OIEpalMOHHAs CHCTEMa
Microsoft Windows ycTaHOBIIeHa Ha MOJaBIIAIONIEM OOMBIIMHCTBE pab0YNX MECT KaK OOBIYHBIX MOJIB30-
BaTCHCﬁ, TaK U B OpraHax BJIACTH, MPEANPHUATHAX HTPOMBINIJICHHOCTH, TPpaHCIIOpTa, OGOpOHBI, Oopranusa-
IUSIX MHAHCOBOTO CEKTOPa U MHBIX 00BEKTaX KPUTHUECKOW HHPOPMAIMOHHONH HHpacTpyKTypHl. B ome-
panmonHOH cucteme Microsoft Windows BemyTcst sKypHaIIbI, KOTOPBIE PETHCTPUPYIOT MOJIB30BATENbCKHE
coOBITHS M pabOTy CUCTEMHBIX U TPUKJIaHBIX IIPOrPaMM Ha KOMIIBIOTEpE.
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Jlnis TMKBUAIMK TIOCIEACTBHI KOMIIBIOTEPHOTO MHIUACHTA CIICIHAINCTaM MO0 MH(pOpMannoHHOM
6€301macHOCTH WM KOMITBIOTEPHBIM KPUMUHAIHCTAM HEOOXOJMMO OTCIIEKHBATH HE TOJIBKO TEKYIEE CO-
CTOSIHHE OIIEPAI[HOHHOW CHCTEMBI, HO M COCTOSHHMS, KOTOpBIE MpEecTBoBanu artake. Heodxoaumo Bu-
JIETH BCIO IMHAMUKY IPOUCXOSIINX B ONMEPAIIIOHHON crcTeme mporeccoB. JKypHansl coobrtuit Windows
XpaHiT B cebe mHpopMaIiio 060 BCeX MPOU3OMEANINX COOBITHAX B OTIEPAINOHHON CUCTEME.

BosbIIMHCTBO MpOrpaMMHOTO OOECHeYeHus], CO3/IaHHOTO ISl ONEPalMOHHBIX CHCTEM CeMeHCTBa
Windows, kak U cama onepalnroOHHas CUCTEMa, PErHCTPUPYIOT COOCTBEHHbIE OMIMOKH, COOH, COOBITHS
B COOCTBEHHBIE JKypHAJBI COOBITHH, U BCE OHM MMEIOT OTIMYHBIA ApYr oT apyra ¢opmat. Bexenue xe
LEHTPAIIM30BaHHOTO JKypHaJla COOBITHII, B KOTOPBII 3aMChIBAIOTCS COOBITHSI pabOTHI TOM MIIM UHOMH Ipo-
rpaMMBl, 3HaYUTEIBHO 00JeryaeT paboTy ¢ XKypHallaMH, Tak Kak He TpeOyeTcsi paboTaTh OJHOBPEMEHHO
C Pa3IMYHBIMU THIIAMH PETHCTPAIMU COOBITHH. AGCOJIIOTHO BCE NMPOTPaMMHBIE ITPOIYKTHI JUIS OTepaly-
OHHOH cucTteMbl Windows 3aIHCBIBAIOT KaK MHHUMYM HH(OpMAanUio 0 3arycKe IporpaMMbl B KypHAIIbI
coOprTuit Windows, a HEKOTOpOe IIpOorpaMMHOE O0ecIIeueHHe 3alACHIBAeT TAKXKE U BBIXOJ] U3 HETO.

KypHas cucTeMHBIX COOBITHI — 3TO MEXaHHU3M, MO3BOJISIOINKN (UKCUPOBATH BCE COOBITHS, IPOHC-
XOAAIINE B ONEPAMOHHON cucTeMe, 9To0bI B Cllydae HEOOXOAMMOCTH CIIEIMAINCT M0 3amuTe nHpopma-
IIMH WM aJJ]MHHICTPATOP MOT HX ITPOCMOTPETH, IPOAHAIN3UPOBATH U BBIIBUTH NPUYMHBI HEIITATHBIX CH-
Tyaui, BO3HUKAIOIMNX B cucTeMe. JKypHanbl cCOOBITHII 00JIeT4al0T OTCIEKUBAHUE TEKYIIETO COCTOSHHS
CHCTEMBI, IO3BOJISIIOT MPOAHATIN3UPOBATH IIPOU3BOJUTEILHOCTh CHCTEMbI M HCTOPUIO M3MeHeHn . OHH1 MO-
I'YT NPeA0CTaBUTh HH(POPMAIHIO 00 OMIMOKaX U cOOSIX, MPOU3OLIC/IINX B CUCTEME, U ONPEICIUTh TOTEH-
I[MaJIbHO OIACHYIO JESTEeNLHOCTD I10JIb30BaTeNs. AHAIN3 KYPHAJIOB IIOMOIaeT He TOJBKO ONpEIeIUTh He-
IITaTHOE TIOBEJICHHUE TIPOrPAMMHOI0 00ECIIeYeHH s, HO ¥ CeJaTh BHIBOJBI O BPEMEHHU M MPUYMHAX TAaKOTO
noBesieHus. CoObITHA onepaloHHoM cucteMbl Windows MOTYT cofiepkaTh B c€0€ MHOYKECTBO Pa3IMYHbBIX
TUIIOB COOBITHH, OT KOTOPBIX OyJEeT 3aBUCETh 3alIUCh B TOT WJIM MHOM KypHaJsl COOBITHH.

JKypHan coObiTuit nmpencrapiser co0oi OMHApHEIHN (aiin crieruanbHOTO GopMara (C pacIIHpeHIEM
EVTX), cxoxwuii ¢ haiimom 6a3sl JaHHBIX.

Kypransr coobrTuit Windows conepikaT psa IECKPHITOPOB, MO3BOJSIOMNX OOBEANHITH COOBITHS
B TaKHWe KaTEropuH, Kak «MH()OPMAIMOHHBIE» U «KpUTHIecKue». OTaenbHble HACHTH(OUKATOPHI yKa3bl-
BAalOT Ha KOHKPETHBIC THITBI COOBITHH, a mocne e Bepcun Windows HMEroT oTaenbHbIE (aiiibl )KypHanoB
COOBITUH [UIsl pa3JIMUHBIX NPUIIOKEHUH U ciryx0 [8].

Kaxnplii  KypHanm  COOBITHH  COJOCPKHT  3aroJIOBOK, MPEACTaBICHHBI  CTPYKTypOH
ELF LOGFILE HEADER, ncnons3yemslii B Hauaje KypHajla COOBITHH [T OIpeAeacHns nHPOPMaLuu
0 JXypHaJje, UMEIONINi PUKCUPOBAHHBINA pa3Mep.

Cuayx6a peructpauuu codbituii nomwkna godasuts ELF LOGFILE HEADER B sxxypHai coObITHI.

Crpykrypa ELF LOGFILE HEADER:

EVENTLOGHEADER {

ULONG HeaderSize;

ULONG Signature;

ULONG MajorVersion;
ULONG MinorVersion;
ULONG StartOffset;

ULONG EndOffset;

ULONG CurrentRecordNumber;
ULONG OldestRecordNumber;
ULONG MaxSize;

ULONG Flags;

ULONG Retention;

ULONG EndHeaderSize;

HeaderSize — pasmep cTpykTypsbl 3arosioBka. Pasmep Bcerna 0x30.

Signature — moamuck Beeraa 0x654c664c, uro sisiercs ASCII st sxypHaa COOBITHIA.

MajorVersion — OCHOBHOH HOMEp BEpCHH KypHalIa COOBITHII, BCETja YCTaHOBIIEH Ha 1.

MinorVersion — TOMOJIHATENHHBIN HOMEP BEPCUH XKypHaja COOBITHI, BCET1a YCTaHOBIIEH Ha 1.

StartOffset — cMerenue kK caMoi CTapoii 3aKCH B KypHajie COOBITHIA.

EndOffset — cmemenne k ELF EOF RECORD B sxypHae cOOBITHIA.

CurrentRecordNumber — HOMep cienyromIe 3amucu, KoTopast 0yeT 106aBiieHa B )KypHaI COOBITHIA.

OldestRecordNumber — HoMep camoii cTapoii 3anvcu B XypHaiie coObITHH. st mycToro Qaiina ca-
MBI CTapblil HOMEp 3amucu ycTaHOoBIIEeH 0.
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MaxSize — MaKCHUMaJIbHEIN pa3Mep B OaiiTax xypHasia coObITHH. MakCHMaBHBIN pa3Mep OIpeners-
eTCsI IIPU CO3MIaHMH JKypHana coobrTuii. Ciry:x0a perucTpanui coObITHI OOBIYHO HE OOHOBIISET 3TO 3HAUE-
HHE, OHa OIMpacTcs Ha KoH(purypammio peectpa. CUUTHIBATEND KypHAIA COOBITHI MOXKET HCIOIb30BaTh
oObrunbIe (atinoBeie API s onpenenenus pa3mepa daiina.

Flags — craTyc xypHayia COOBITHH.

Retention — 3HaueHue xpanenus Qaiia npu ero cozaanuu. Ciryk0a perucTpaunu coObITHIH 00BIYHO
He 0OHOBIISIET ATO 3HAUEHHE, OHA ONHUPAETCs Ha KOH(QUTYpaLuIo peecTpa.

EndHeaderSize — koHeuHbI# pa3mMep CTPYKTYpHI 3aroyioBka. Pasmep Bcerna 0x30.

3a 3aroJOBKOM ClIEAyeT IMEPEMEHHOE YHCIIO 3aIMCe COOBITHI, NMPEACTaBICHHBIX CTPYKTYPOH
EVENTLOGRECORD, conepsxatueit nHpopManuio o 3armucu coObITHs.

Crpykrypa EVENTLOGRECORD:

EVENTLOGRECORD {

DWORD Length;
DWORD Reserved;
DWORD RecordNumber;
DWORD TimeGenerated;
DWORD TimeWritten;
DWORD EventID;
WORD EventType;
WORD NumStrings;
WORD EventCategory;
WORD ReservedFlags;
DWORD ClosingRecordNumber;
DWORD StringOffset;
DWORD UserSidLength;
DWORD UserSidOffset;
DWORD Datalength;
DWORD DataOffset;

}
rae:

Length — pa3mep 3ol 3anucu coObITUs B OaiiTax.

Reserved — 3aauerne DWORD, kotopoe Bcerna ycranoBneHo B ELF LOG_SIGNATURE.

RecordNumber — Homep 3ammcu. DTO 3HAa4YeHHWE MOXKHO HCIONB30BaTh ¢  (hiarom
EVENTLOG SEEK READ B ¢yukuun ReadEventLog, uro0Obl HauaTh YT€HHE C yKa3aHHOM 3aIicy.

TimeGenerated — Bpems1, Koria 3Ta 3alMCh ObIIA TPeACTaBIeHa. DTO BPEeMsI U3MEPSETCS B KOJIMIECTBE
cexkyH, npomenuux ¢ 00:00:00 1 suBaps 1970 roga, BceMUpHOE KOOPAMHUPOBAHHOE BPEMSI.

TimeWritten — Bpems1, KOT/ia 3Ta 3aIich OblIa OIyYeHa CIIy K00 [UIs 3aITUCH B XKypHaJl. DTO BpeMs
u3Mepsiercs B konuuectse cekyHa, npomenmux ¢ 00:00:00 1 suBapst 1970 rona, BceMUpHOE KOOPIAUHUPO-
BaHHOE BPEMsL.

EventID — unentuduxarop coObITHs. DTO 3HAUSHNE 3aBUCUT OT NCTOYHHUKA COOBITHS M HCIIOJIB3YETCS
C IMEHEM HCTOYHHKA, YTOOBI HAWTH CTPOKY OMHCaHUs B (haiine cooOIIeHn I HCTOYHNKA COOBITHS.

EventType — Tun coObITuS.

NumStrings — KOJIHYECTBO CTPOK, MPUCYTCTBYIOIINX B JKypHae. ITH CTPOKU 00BEIUHSIIOTCS B COO0-
IIEHHUE Tepe]] er0 0TOOPaKEHUEM IS TTOJIb30BaTENI.

EventCategory — kareropusi Ajst 3Toro coObITHs. 3HaUE€HHE STOTr0 3HAYCHHUS 3aBUCUT OT MCTOYHHKA
coObITHSI.

UserSidOffset — cmemenue unentrdukaropa 6e3onacHoctr (SID) B 9T0#1 3anmcH sxypHana cOOBITHH.
YroObl MOTYYIHUTH UMsI TTONB30Batenst 1y 3toro SID, nucnons3yercs gynkmust LookupAccountSid.

DatalLength — pa3mep crienuuuHBIX AJ1s1 COOBITHS IAHHBIX B OalTax.

DataOffset — cmemenune cienuduaHo Ut cOOBITHS HHGOPMALIMK B 3TOH 3aITUCH JKypHAJa COOBITHIA
B Oaifrax.

3axmounTtensHoM cTpykTypoit siBisiercss ELF. EOF_ RECORD, coneprkamas nHpopManmio, KOTopas
BKITIOYAETCS TIOCJIE TIOCIIETHEH 3aIMCH B )KypHaJIe COOBITHI M HCIOIB3YeTCs B )KypHase COOBITHH, YTOOBI
MO3BOJIMTH CITy’k0€ peructpannu coobrtnit pekorcrpyupoBats ELF LOGFILE HEADER.

Crpykrypa ELF_EOF HEADER:

EVENTLOGEOF {

ULONG RecordSizeBeginning;
ULONG One;

ULONG Two;

ULONG Three;
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ULONG Four;
ULONG BeginRecord;
ULONG EndRecord;
ULONG CurrentRecordNumber;
ULONG OldestRecordNumber;
ULONG RecordSizeEnd;
}
rue:
1. RecordSizeBeginning — Hawyanbubiid pasmep ELF EOF RECORD. Hawanbublii pasmep Bcerza
0x28.
2. One — naeHTU(UKATOP, KOTOPBIH MOMOTaeT OTJIMYUTE 3Ty 3aIMCh OT APYTUX 3allUcell B )KypHaje
coOrITHi. 3HaUeHNe Beera yctanoBieHo B Ox11111111.
3. Two — uaeHTUPHUKATOP, KOTOPHII IIOMOTaeT OTIMYHUTD ATY 3aIlUCh OT APYTHX 3aIlcel B KypHaIe
coOBITHI1. 3HAaUECHNE BCET/Ia yCTAaHOBJIEHO B 0x22222222.
4. Three — nneHTHUKATOP, KOTOPHII HOMOTAET OTIIMYUTH 3Ty 3aIMCh OT APYTUX 3alUCEH B KypHAle
coObITHI1. 3HAUEHNE Beera ycTanoBieHo B 0x33333333.
5. Four — uneHTH()HKATODP, KOTOPBII TOMOTAET OTJIMYUTH ATy 3alUCh OT APYTHX 3allUcel B )KypHaie
coObITHi. 3HAUCHHUE BCer/Ia yCTaHOBICHO Ha 0x44444444,
6. BeginRecord — cmeleHue k camoii crapoit 3amucu. Eciu sxypHan coObITHI TyCT, 3TO yCTaHABIIHU-
BAETCs B HAYAJIO 3TOW CTPYKTYPHI.
7. EndRecord — cMenieHue k Hayay 3TOH CTPYKTYpBHI.
8. CurrentRecordNumber — HOMep 3amucu clieyrouIero coObITHS, KOTOpOe OYIET 3anucaHo B Kyp-
HaJ COOBITHI.
9. OldestRecordNumber — HOMep caMoii cTapoif 3amucH B XKypHaie coOsitrii. Homep 3amucu Oynet
0, ecyut s)xypHaI COOBITHI MYCT.
10. RecordSizeEnd — xoneunsrtit pasmep ELF_ EOF_ RECORD Bcerna 0x28.
11. Ecmm xypHan coOweituii  myct, ELF EOF RECORD 3amuceiBaeTcs cpa3sy  Iocie
ELF LOGFILE HEADER.
Crpykrypa ELF_LOGFILE HEADER u ctpyktypa ELF EOF RECORD 3anucsiBatoTcs B )XKypHaJI
COOBITUH ITPU CO3/IaHHUH JXypHAIa 1 OOHOBIISIOTCS KXBIA pa3, Korjaa COOBITHE 3alUChIBACTCS B )KypHAIL.
3anuch B KypHAJI OCYIIECTBIIACTCS ¢ momoIbio (yHkimu ReportEvent, kotopas aenaer 3amuch B
KOHEI| yKa3aHHOI'0 XypHajia COOBITHH, KOTOpas MepeaaeT mapaMmeTpsl CIyk0e perucrpaiuu CoObITHH.
Caiyxba perucTpauud CcOOBITHI  HCHONB3yeT OSTy HWHOOPMALUIO JUIsi  3alHCH  CTPYKTYPHI
EVENTLOGRECORD B xxypHai COOBITHI.
CuHTakcuc:
BOOL ReportEvent (
HANDLE hEventLog,
WORD wType,
WORD wCategory,
DWORD dwEventID,
PSID IpUserSid,
WORD wNumsStrings,
DWORD dwDataSize,
LPCSTR IpStrings,
LPVOID IpRawData
);
rze:
1. hEventLog — neckpunrop xypHana coobiTuii. dynkius RegisterEventSource Bo3Bpamiaer sator
JIECKPHIITOP.
2. wType — 1 coOBITHS IJIs1 pETHCTPALHN.
3. wCategory — kaTeropusi COObITHs. ITO HH(POPMAIHI 00 HCTOYHUKE, KATETOPHS MOXKET UMETH JIIO-
60e 3HaUCHMHE.
4. dwEventID — unertudukatop codsrtust. nentudrukatop coOBITHS yKa3bIBaeT 3aMUCh B (aiie co-
0OIIEeHNH, CBA3aHHYIO C UCTOYHHUKOM COOBITHSI.
5. IpUserSid — ykazarensr Ha uaeHTH(OHUKATOP OE30MACHOCTH TEKYIIETO MOJB30BaTeNsl. ITOT mapa-
METpP MOXKET OBITh HeICUCTBUTENCH, €CJI UAeHTU(UKATOP 0e30MacHOCTH He TpedyeTcs.
6. wNumStrings — KOJMYECTBO CTPOK BCTABKH B MacCHBE, Ha KOTOPOE yKa3bIBaeT mapameTp lpStrings.
HyneBoe 3HaueHne yka3biBaeT Ha OTCYTCTBHE CTPOK.
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7. dwDataSize — xonmuecTBO OaiiToB HeOOpaOOTaHHBIX (ABOMYHBIX) JAHHBIX, CIEIIM()UIHBIX IS CO-
ObITHs, U4 3amucH B JKypHal. Ecium 9TOT mapaMeTp paBeH HYIIIO, JaHHBIE Ui KOHKPETHOTO COOBITHSA
OTCYTCTBYIOT.

8. IpStrings — ykazaTtens Ha Oydep, coaepKaniuii MAaCCHB CTPOK C HYJIEBBIM CHMBOJIOM B KOHIIE, KO-
TOpBIE OOBEAUHSAIOTCS B COOOIIEHHE 0 TOTO, KaK CPEICTBO MPOCMOTPa COOBITHI 0TOOPA3UT 3Ty CTPOKY
JUISL TIOJIb30BaTeNs. DTOT MapaMeTp AOJDKEH OBITh JomycTUMBIM ykasateneM (wnu NULL), maxe ecnn
wNumStrings paBen Hymo. Kaknas crpoka orpanndena 31 839 cumBonamu.

9. IpRawData — yka3arens Ha Oydep, colepkaiinii JBONYHbIE JaHHbIE. DTOT apaMeTp J0KEeH OBbITh
nonyctumbiM ykaszartenem (wiun NULL), naxe ecnu napamerp dwDataSize paBen Hyuto.

3amnuck COOBITHI B )KypHaIbl OPraHM30BaHa OJHUM U3 CIIEIYIOINX CII0CO00B:

Non-wrapping. Camas crapast 3alIUCh HAXOJHUTCSI Cpa3y MOCIIe 3arojIoBKa )XypHaia COOBITHH, a HOBBIE
3anucu 1o0aBIsIOTCS Tocie mocnenHeit nodasnenHoi 3amucu (1o ELF EOF RECORD). Xypaan co0b1-
THH HE TIEPEHOCHTCS, ITOKa He OyIeT TOCTUTHYT Ipeel pa3Mepa KypHaiia coobrtuii. Pasmep xypHaia co-
OBITHIT oTpaHUYeH MO0 3HaYeHHeM KoHpurypamun MaxSize, 1100 005eMOM CHCTEMHBIX PECYPCOB.

Wrapping. 3anvcu oprann3oBaHbI B BAIE KOJBIEBOTO Oydepa. CaMple cTappie 3aIUCH 3aMEHSIOTCS HO-
BBIMH TI0 Mepe HX J00aBieHys1. PacnionoskeHne caMbIX CTapbIX M HOBBIX 3alicell OyzeT pasnuiarscs. Mexmy
ELF EOF RECORD wu camoii cTapoi 3alIMChIO €CTh HEKOTOPOE MPOCTPAHCTBO, IOTOMY UTO CHCTEMA COTPET
I[EJI0€ YHCIIO 3amUcei, 4TOOBI OCBOOOIUTH MECTO JIIsS CaMOil HOBOM 3amucu. Hampumep, eciii camasi HoBast 3a-
nuch umeeT mHy 100 OaiiT, a 1Be camble CTapble 3aricH UMEIOT JUTHHY 75 0aiiT, cuctemMa yialliT JBe caMble
crapble 3anucH. JlonomHutenbHble 50 6aiiTOB OyIyT UCIIOIB30BaHBI I03)KE NPH 3aITMCH HOBBIX 3HAYEHHIA.

@aiin xypHaia coObITHII MMeeT (PUKCHPOBAHHBIA pa3Mep, U KOTJa AJIsl 3alHCH HOBBIX COOBITHIA
B (haiiyie He XBaTaeT MecTa, TO 3aIllUCh pa3JelsIeTcsl Ha qBe 3amucy. Hanpumep, eciii mo3unus Juis cieay-
romiei 3amucu coctapisieT 100 6aiiToB OT KOHIA (aiiia, a pa3mep 3amucu cocrasisier 300 0aiiToB, mepBbie
100 GaiiToB OyIyT 3ammcaHbl B KOHIIE (aiiia, a ciaexyrourue 200 6aiitoB OymyT 3amicaHbl B Hadaie Qaiina
cpa3y nociie ELF LOGFILE HEADER.

HauGonemmii nHTEpEC 715 MccaenoBareneit nHPpOopMannoHHOI 6€301MaCHOCTH MPEACTABISIOT CIEIy-
IOIe JKypHAJbl orepannoHHoi cucteMbl Windows: Security (besomacHocts), System (Cucrtema)
u Application (ITpunoxenne) [9].

Mogens ¢pyHKIMOHUPOBAHHSI BPeJOHOCHOTO MPOrPaMMHOT0 oGecnieyenusi. B pabote ucnosb3y-
eTCsl IOJXO0Jl, OCHOBaHHBIM Ha HCCIIEOBAaHUM M3MEHEHHH, OCTaBJIIEMBIX BPEIOHOCHBIM HMPOTrPaMMHBIM
obecreyeHreM B XypHaiax Security, System u Application onepannonnoii cucremsr Microsoft Windows.

B cBs131 ¢ 3THM H3ydeHHe BPEIOHOCHBIX MMPOTPaMM OTPaHHYUBAETCS UCTIOMHAEMBIMU JJIS TIPE/ICTaB-
JICHHOH ONepaloHHON CHCTEeMBI (aiiaaMu.

PaccmoTrpum MHOeCTBO U — MHOXKECTBO BCEX BO3MOXKHBIX IIPOTPAMM:

U={My, ... My, Ty, ..., T}, (1)

n=k+m, (2)

TJIe N — KOJIMYECTBO BCEX BO3MOKHBIX IIPOTPaMM; K — KOJIMYECTBO BCEX BO3MOKHBIX IPOTPAMM, SIBIISFOILIXCS
BpeoHoCHBIM [10; m — KonruecTBO BCeX BO3MOXHBIX IIPOTPaMM, He SIBIISIONIMXCs BpenoHocHbM T10.

ITycth MHOXECTBO Sec = {Secl, S ecp}, MHOECTBO OYyJIeBBIX (DYHKITHIA, T/IC P — KOJMYESCTBO BCEX
BO3MOJKHBIX COOBITHI, 0OTOOpaskaeMBbIX B )KypHaie Security.

Kaxxp1ii 271eMEHT MHOXKECTBA Sec UMEET CIeAYIOMUN cMBICT: QYHKIUS Sec; uMeeT 3HaueHue 1, To-
rJia ¥ TOJBbKO TOTJa, KOTJa 32 BPeMs BBIITOJIHEHHS IPOTPaMMbl POUCXOUIIO i-€ COOBITHE U3 MHOXKECTBA
Sys, MHOXeCTBa BCeX BO3MOXKHBIX COOBITHIT XKypHaa Security.

ITyctb MHOXKECTBO SYS = {SYsy, ..., SYS;}, MHOKECTBO OyieBbIX HYHKIHA, I/I€ t — KOJMIECTBO BCEX
BO3MOJKHBIX COOBITHH, 0TOOpaXkaeMbIX B JKypHase System.

Kaxxplit 2;1eMeHT MHOXKECTBa SYS UMeEeT ClIelyIOIINi CMBICH: (GYHKIMA SYs; UMeeT 3HadeHue 1, To-
I71a ¥ TOJIBKO TOT/IA, KOTJa 32 BPEMsI BBIITOJIHEHUS IIPOTPaMMBI ITPOMCXOIUIIO 1-€ COOBITHE U3 MHOXKECTBA
Sys, MHOXeCTBa BCEX BO3MOXKHBIX COOBITHIT XKypHana System.

ITyctb MHOXKECTBO App = {ApP4, ..., ADDs}, MHOKECTBO OYJIEBBIX HYHKIMIA, [1I€ S — KOJUUECTBO BCEX
BO3MOXHBIX COOBITHI, 0TOOpaXkaeMbIX B JKypHaie Application.

Kaxxapiii 271eMeHT MHOXKECTBa App MMeEeT CIEAYIOmul cMbICT: QyHKIUsS App; uMeeT 3HadeHue |,
TOT/A ¥ TOJBKO TOT/a, KOT/1a 32 BPeMs BHIIIOJTHEHHUS TPOTPaMMBI ITPOUCXOTUIIO i-€ COOBITHE U3 MHOYKECTBA
App, MHOecTBa BceX BO3ZMOXHBIX COOBITHH JKypHana Application.

OmnpenenyM J11060# ar1eMeHT MHOKecTBa U, MHOJKECTBA BCEX BO3MOXKHBIX IPOrpaMM Kak Habop ciie-
JYIOINX BEKTOPOB.

Kaxapiii anement U; u3 MHOKecTBa U UMeeT BUIL:
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U = =1,n 3)

Secy, ] [Sysl i] [APPyi
Secp i Syst i Apps,i

Iycts @ (U;): U; = {0,1} — dpyukunoHan, 0603HaYarOINIHi BEITOIHEHHE TIporpaMMbl U; ¥ IpHBOJIS-
it 160 K Ge3omacHOMy cocTosiHHIO cucTeMsl (0), 1160 k HebesomacHoMy cocTossHuIo (1). Ompenenmm
obmacTh BeposiTHOCTE#H BpemonocHoro noseaerus 10 kak V = {U;: U; € U, P(p(U;) = 1)}.

Hcxonst n3 BBIIETIEPEUHUCIEHHOTO, CYIIECTBYET MHOXeCTBO G (MHOXXECTBO BCEX IOJIE3HBIX IIPO-
rpamMM) M MHOKeCTBO M (MHOXECTBO BCEX BPEAOHOCHBIX ITPOTPAMM).

Onpenenum Muoxectsa G = {Ty, ..., T u M = {M,, ..., M} }.

OnemeHT U; € U sBisieTcs 31eMEHTOM MHOXecTBa M Torza u ToJIbKo Toraa, korna U; € V.

OnemeHT U; € UsBnsgercs 31IeMEHTOM MHOXKeCTBa G TOrja U TOJbKO ToTJa, koraa U; &€ V He sBisercs
3JIEMEHTOM 001acTH V.

TakuM 00pa3zoM, Ha OCHOBE MPOBEAECHHOTO aHAN3a CHCTEMHBIX )KYPHAJIOB ONEPAIIMOHHON CHCTEMBI
Windows ¢yHKIIOHIpOBaHNE 1000 MPOrpaMMBI, KaK BPEIOHOCHOW, TaK W JIETUTHMHOM, MOYKHO TIpea-
CTaBUTH B BUJIE CJICTYIOIIEr0 Ha0opa MPU3HAKOB, COOTBETCTBYIOIINX HACTYIUICHUIO ONIPEIECICHHOTO COObI-
THS B KypHajnax Security, System u Application.

B pamkax mpoBeA€HHOT0 3KCIIEPIMEHTa YCTAaHOBIICHO, YTO HA0Op NPU3HAKOB YHHUKAJICH IS KaXKJ0T0
UCCIIeyeMOTro MpHIoKeHHs. TakuMm 00pa3omM, CrienuaucTaM 10 pacciaeJOBaHUI0 KOMITBIOTEPHBIX HHIIH-
JICHTOB HEOOXOAMMO BBISIBIISITH HAOOPHI 3HAUECHUH B CHCTEMHBIX )KypHaJlax, XapakTepHbIe Uis paboThI Bpe-
JIOHOCHOTO MPOTPaMMHOTO 00€CIIeYeHUs.

Ipumenenne paspadoTanHoii Mogean. Ha criennanbHO MOATOTOBICHHON HHPPACTPYKTYPE MPOBe-
JICHa SKCIUTyaTalus psijia MOMYJISAPHBIX B XaKEPCKOU cpejie YS3BUMOCTEH OmepariioHHON cucTeMbl Mi-
crosoft Windows [10]. TToce ycrermrHoro npuMeHeHUs BpeAOHOCHOTO MPOTPAaMMHOTO 00€CIIeUeHHs OCy-
IIecTBIICH cOOp M aHANM3 3amucel KypHaIoB Security (puc. 1), System (puc. 2) u Application (puc. 3)
CKOMIIPOMETHPOBAHHBIX Pa00OYNX CTAHIUH.
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Pucynok 1 — CpaBHUTEIBbHBIN aHAIN3 HAOOPOB 3amuceil B )KypHaiIax Security
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Pucynok 2 — CpaBHHTENBHBIN aHAIN3 HAOOPOB 3anHcel B XKypHanax System
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PucyHok 3 — CpaBHUTENBHBIN aHaIM3 HAOOPOB 3anuceil B )KypHanax Application

yCTaHOBJ’ICHO, qTO Ka)KI[LIﬁ JKCIUIOMT OCTaBUI yHPIKaJ'ILHLIﬁ Ha60p 3aIMCEeH B CUCTEMHBIX JKypHajIax,
YTO UMECT BAXKHOC 3HAYCHUC C TOUKH 3PCHHS BbISIBJICHUSA KOMIBIOTEPHBIX HHIUJACHTOB.
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3akaiouyenue. B paMkax ncciemoBaHus aBTOpaMH MIPOBEACH 0030p CYIIECTBYIOIINX TEXHOIOTHH 00-
Hapy>KeHUsI BPEIOHOCHOTO IIPOrPaMMHOI0 00ecliedeH s1, UCCIIeIOBaHa CTPYKTYpa U COAEpIKaHHE CUCTEM-
HBIX JKYpHAJIOB ONEPAllMOHHOM CHCTEMBI C TOYKH 3pEHHS MH()OPMAIIMOHHOI 0Ee30MacHOCTH, MOCTPOCHA
Mozelb (PYHKIMOHHPOBAHHS BPEAOHOCHOTO ITporpaMMHoro obecneuenus. C ucronszoBanneM banka nas-
HBIX yrpo3 @PCTIK Poccun BrIOpans! Hambolee pacpoCTpaHeHHbIE YI3BUMOCTH IJISl OTIEPAlMOHHON CH-
crembl Windows M mpoBeneHa MxX skciutyaranus. [lo pesynbTaraM 3KCIIEpUMEHTa INPOBEJICH aHAIN3
Ha TpeIMET OCTaBJICHHS CJIEI0B HKCIIONTOB B CUCTEMHBIX XKypHajlax MH(QOPMalMOHHOM CHCTEMBI, MO-
BEprIIelcsl HECAaHKIIMOHMPOBAaHHOMY BO3AEHCTBHUIO. [I0Ka3aHO, YTO KaXKAbIH PaCCMOTPEHHBIN B BpE/IO-
HOCHOT'O POrpaMMHOT0 o0ecredeHust GOpMHUPYET YHHKAJIbHBIA HAa0Op 3amuceil B )KypHanax.

Bce 3amaum, mocTaBieHHBIE B paMKax paboThl, TOCTUTHYTHL [IpeosxeHHbIi croco0 BBISIBICHUS
KOMITBIOTEPHBIX HHIIJICHTOB, OCHOBAaHHBIH Ha aHAJIN3E 3aIIMCEi CUCTEMHBIX KYPHAJIOB ONEPAIIIOHHON CH-
CTEMBI, MOXET OBITh II0JIOXKEH B OCHOBY JAJTBEHEHIINX UCCIICIOBAHUI C LIEJIBIO BBIBICHUS Ha0opa IIpHU3Ha-
KOB, XapaKTEePHBIX I Pa3IMYHOr0 BHAA BPSIOHOCHBIX IIPOTPaMM.
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Beenenue. YrpasieHue HHOOPMALMOHHONW O€301TaCHOCTHIO B 00Pa30BaTENbHBIX YUPEKACHHUIX BBIC-
IIero 00pa3oBaHMs — CIOKHBI MHOTOYPOBHEBBIH MPOIIECC, YaCTO HEAOOIICHUBAEMBIN B paMKaX NPaKTH-
YEeCKOH JIesITebHOCTH. ETo Henonp30BaHue Kak COCTABIIAIONIECH NPUHATHS YIPABICHUECKUX PEILICHAH Tpe-
OyeT kak IiyOOKOro IOHMMaHUS BHYTPEHHHX IIpolieccoB (OM3HEC-IPOLIECCOB MM, €CIN TAKOH TEPMUH
MPE/ICTABISIETCS] YHUBEPCUTETY O0JIee NPHUEMIIEMBIM, TEXHOJIOTHIECKHX MPOLIECCOB), TAK M COTIOCTABIICHUS
TEKyIIEH MPaKTUYECKOH CUTYaIlMH C Pa3BUTHEM TEOPHH B 00JIACTH YIIpaBlIeHHS MHPOPMAIMOHHON 6e3-
omacHocTh0. K mpumepy, aBTOpsI paboTH! [ 1] cripaBeANIMBO YKa3bIBAIOT, YTO «IIPUHATHE yIPABICHUECKUX
pelIeHni B yHHBEpCUTETaX CTAHOBUTCS] HEBO3MOXKHBIM 0€3 OIOPHI Ha arperupoBaHHbIE JTaHHbIE, COOMpae-
MBI€ U3 KIIFOYEBBIX YUETHBIX HH)OPMAIIMOHHBIX cHcTeM By3a. KakuM Ob1 HM ObUT ypOBEHb aBTOMATH3aIMH
YHHMBEPCHUTETA, €ro 0a30BBIC MPOIECCHl B3aMMOACHCTBHS «IIPENoaBaTelb — CTYyJCHT», 110 TPeOOBaHUIM
(henepasbHBIX TOCYIApPCTBEHHBIX 00Pa30BaTEIbHBIX CTaHIAPTOB, JODKHBI MPOUCXOIUTH B JIEKTPOHHOM
nHpOopMannoHHO-00pazoBaTensHOH cpene (DMOC)» [1].

Ho mpu 3TOM, 0YeBHIHO, JOIDKHBI MMPOMCXOANTH TpaHC(HOPMAIMOHHBIE U3MEHEHHUS KaK B COCTaBe
CPE/CTB 3alUTHl HHPOPMAIIHNH, TAaK U B JIEKallel B OCHOBE oOecrieueH s HH(POPMAIIMOHHON 6e3011acHOCTH
YHHUBEPCHUTETA MOJIENN UX ITpUMeHeHHs. Kak MUHUMYM HEOOXOAMMO OTMETHTH CIIETYIOIINE MOMEHTBI:

1. ArperupoBaHne JaHHBIX MPEAIIOIAraeT He TOJIBKO CO3/IaHHe U UCIIOIb30BaHNe 0a3 JaHHbIX, CO/IEp-
JKaIUX TaKHWE arperupoBaHHbIE JAHHbBIE, HO M YIIPaBJICHHE HA OCHOBE JJAHHBIX KaK OT/AENbHBIH CYIIECTBEH-
HBIN CJIOM OM3HEC-IIPOIIECCOB, BKIIOYAIOIINX, HATIPUMED, TaKHe KPUTUIHbIE TSI IPUHATHS PELICHNH, KaK
Bepu(UKaIUA U BaTUJAIN JAHHBIX.

2. IlosiBeHUE CI0s YHpaBICHUS JaHHBIMH, B CBOIO OYepellb, JOJDKHO MOPOXKIATh B TOM MIM MHOM
BUI€ (4aCTO BEIPOXKICHHOM, PeIyIHPOBAHHOM, HO TEM HE MEHEe) OTICIBHBIH CIION YIPaBICHUS 3HAHISIMH.

[anee OyzeT mokas3aHo, 9TO HA COBPEMEHHOM YPOBHE Pa3BUTH METOINIECKOH MOIEPKKH ITpoIiecca
yIpaBJeHus] HHPOPMAIIMOHHON 0€301IaCHOCTBIO HU YNPABJIICHUIO JaHHBIMH, HH TeM 0OoJjiee yIpaBJICHHIO
3HaHMSIMH HE yJeJSeTCs JOCTATOYHOrO0 BHUMaHHUs HA YPOBHE YIIPaBIICHHS! 0€3011aCHOCTBIO.

31ech e MOXKHO YIIOMSHYTh IIPOOJIeMy yrpaBieHns] HHPOPMALMOHHONW 0€3011acHOCTHIO IIM(POBBIX
JBOMHMKOB [2]. MHTErpanonHsle mporeccsl B 00pa3oBaHUM HAa ypOBHE MX CO3/IaHMS M WCIIOJIb30BaHMS
HPUBOAAT K TOMY, YTO MEHSIIOTCS HOPSAZIOK M CXeMa IPUMEHEHHsS Pe3yIbTaTOB UX IPUMEHEHUs, GOopMuUpy-
I0TCS HOBBIE YCTOMYMBBIE CBSI3H, ITOJIEPXKHUBAIOIINE TPOLIECCHI YIIpaBieHus] nHpopMannoHHo# 6e3omac-
HOCTH Ha ypOBHE KaK caMoro IU(pOBOTO ABOHHMKA, TaK M OMPEICIAIOMUX ero (yHKINOHUPOBAHUE HH-
(hOpMaIMOHHBIX M COIMATBHO-3KOHOMHYECKUX CHCTEM.

Jlaxe 3a7aua n3MeHEeHU JaHAmadTa aTak ¢ y4eTOM NMPUMEHEHHSI ITUPPOBBIX TBOHHUKOB B 00pa3o-
BaHUM MMEET MHO)KECTBO MHTEPECHBIX M3MEPEHUil, He TOBOPS YK€ O €€ MPHIOKEHUAX K YHOMSHYTHIM
BBIIIIE, HO MAJIO PACCMaTPUBAEMBIM B JIUTEPAType CIO0SAM YIPABICHUS JaHHBIMHU H yIIPABICHUS 3HAHUSIMHI.



MMPUKACIHHACKHY JKYPHAA: ynpaBAeHHe H BBICOKHE TeXHOAOTHH, Ne 4 (60), 2022 r. 109

Heabio uccier0BaHus, Pe3yJIbTaThl KOTOPOTO NMPHUBEACHBI HIUKE, SBISIETCS PELICHUE CIEAYIOMEH
MpoOJIEMbI: BO3MOYKHO JIU C yIETOM yCTAaHOBJICHHBIX OTPAaHUYCHNH CPOPMYITUPOBATH U PEIINTH B 3aJaHHOE
BpeMs 337a4y yIpaBJieHNs HHOOPMAIIHOHHOM 0e30IIaCHOCTHIO C y4eTOM TpeOOBaHMI K HOBOMY CJIO0 OM3-
HEC-TIPOIIECCOB yINpaBieHUs NaHHBIMH? OTIOETBHBIM BOIIPOCOM SIBIACTCS pPEIICHWE YKAa3aHHOW 3a1adn
B IIEPEXOAHBIX COCTOSHUAX nu(poBoil TpaHchopmanun. IIpuMep Takoro MepexoaHOTO COCTOSHHSI MOKET
OBITH BBIOpaH U3 CIIEIYIOLIETO 3aIpoca: «BO3MOXKHO JIM Pa3BEPHYTH LIEHTP CUTYAIIMOHHOTO MOHHTOPHHTA
MH)KEHEPHBIX CHCTEM 00pa30BaTEIbHOIO YUPEKICHHs, BKIFOUas B UUCIIO TAKUX CHCTEM KaK CUCTEMY KOH-
TPOJIS YIPaBICHUS AOCTYIIOM, TaK U KOHTPOJIbHO-U3MEPUTENIbHBIE YCTPOWCTBA HHXKEHEPHBIX CUCTEM, C ar-
perupoBaHUEeM JaHHBIX B €IUHYI0 06a3y NaHHBIX yHUBepcuTeTa? CyleCTBEHHBIM YCIOBUEM SIBISETCS Clle-
JIYIOIIee: eCIIM pa3BepThIBAHNUE CHCTEMBI 3alUTHl HHPOPMAIMK HHGOPMAMOHHBIX CUCTEM HEPCOHATILHBIX
JIAaHHBIX YHUBEPCHUTETA HE 3aBeplieH0?. [laxke nepBoe NprOIMKeHHe K 3a/1aue ypaBiieHHs: HHHOpMaLu-
OHHOHM 0€30ITaCHOCTBIO NPH TAKOH IOCTAHOBKE Cr€HEPHPYET MHOXECTBO BONPOCOB IS OOCYKACHHUSA,
OT 3amuTHI (M KIacCUPUKAN) OMOMETPUIECKHUX TAaHHBIX J0 yIPaBICHHUS JOCTYIIOM K eINHON 0a3e JIviL,
OTBETCTBEHHBIX 32 BaJTHIALNIO JAHHBIX HHKCHEPHBIX CHCTEM.

HoBbIMu pesynbratamu UCCI€IOBaHMS, IPEACTABICHHBIME HIDKE, CTANIN:

1) dopmupoBaHHe UYETHIPEXYpPOBHEBOW MOAENM YIPaBICHHS HH(POPMAIIMOHHOW O€30I11acHOCTHIO,
BKJIIOUAOLICH CIION YNpaBJICHHUS AAHHBIMU M CJIOH YNpPaBICHUS 3HAHWAMH, IJISI OIMCAHUS ITIPOIIECCOB
yIpaBJieHus] THPOPMAIIMOHHON 0€301aCHOCTHIO, 3aTPAruBalOIINX HECKOJIBKO YPOBHEH STON MOJIEIH;

2) hopMHpOBaHHE HOBBIX YCTOWYMBBIX CBSI3€H IOICPKHUBAIOIINX IPOLIECCOB YIIPaBIECHHs HHPOpMa-
IIHOHHOH 0€30MaCHOCTHIO Ha YPOBHE OTAEIBHBIX 3aay C yUYETOM YETHIPEXYPOBHEBOH MOJAEIH C aKIIEHTOM
Ha YpOBEHb JAHHBIX.

IIponecc ynpasjieHust ”HPOPMALHOHHON 0e301aCHOCTHIO 00Pa30BaTEIbHOIO Nponecca. B nan-
HOM MCCIEJIOBAaHUH MpeaaraeTcs UCIOJIb30BaTh M3MEpsieMble KOJMUCCTBEHHBIE NMPU3HAKH, NPUTOTHBIC
JUTSL OLICHKH YCTOMYMBBIX CBS3EH IOAECPKUBAIOIINX MIPOLIECCOB YIPaBICHNS HHPOPMAIIHOHHON Oe3omac-
HOCTBIO. YPOBEHb YNPaBJICHUS JaHHBIMH OyIET PacCMOTPEH C HCIIOIb30BaHWEM TPeOOBAHUH IPOrpaMM
mudpooit Tpanchopmarm, paspadboTaHHBIX B yHEBepcuTeTax B 2021 romy.

Kaxnast n3 Takux Mozesnei, K mpuMepy, 10/bKHA BKIIOYaTh YPOBEHb YIPaBICHHS TaHHBIMHU, YTO MO-
JKET CO3/1aTh OCHOBY JUISl PEIIAEMBIX B HACTOSIIEM HCCICIOBAaHWH 331a4 yIpPaBIeHUS MH(OPMAIIOHHON
6e301acHOCTBI0, ¥ TIPH ITOM I'eHepUpPyeT MHOXKECTBEHHBIE BapHallli 3TOH 3a7jaul B IEPEXOJHBIX COCTOS-
HUSIX, HEKOTOPBIE IIPUMEPBI KOTOPBIX OYIyT PACCMOTPEHBI HIKE.

B nenom, a5 nanpHEHIIEro paccCMOTPEHUSI MOXKHO yuecTh cliefytolee. CoryiacHo nporpamMme udpo-
BOM TpaHc(hOpMalInH, «IIEIEeBOM MOJIENBI0 YHUBEPCUTETA, C O3ULIMI [IM(POBOIi TpaHChopMaIyy, SBISIETCS
(opMupOBaHNE €AUHOTO LU(PPOBOro 00Pa30BaTENBHOIO U HAyYHOrO HpocTpaHcTBa. [Ipu 3ToM rinobansHO
YHUBEPCUTET JJOJDKEH MPEACTABISATh KOMIUIEKC U(POBBIX BO3MOKHOCTEH, TPAHCIMPYIOLIHUX UACHO 1UppO-
BOH TpaHC(OPMaIMK BCEM YUacTHHKaM 00pa30BaTENbHOTO IIPOIIecca U 3aMHTEPECOBAaHHBIM CTOPOHAM Yepes3
I(POBBIE CEPBUCHI, IEMEHTHI HU(PPOBOI cpebl, HHYPACTPYKTYpY M HCCIEAOBATENbCKHE 3amadum» [3].
Ho 310, Kax BUAHO M3 (OPMYIIMPOBKH, TpeOyeT MepecOOpKH Kak MOIEP>KUBAIOIINX IIPOIIECCOB HA YPOBHE
CaMOro YHUBEPCHUTETA, TAaK M Ha YPOBHE 3aMHTEPECOBAHHBIX B YUaCTHH B TAKOM B3aWMOJICHCTBUH CTOPOH.

Ynpasnenne nHGOPMAIIMOHHON 0€30MMacHOCThI0, OE3YCIOBHO, YacTh YKa3aHHOTO IpOoIecca TpaHC-
¢opmarin. B ocHOBE CBOEH 3TO SIBIISIETCS CIICACTBUEM POJI0IDKAroNIecs udpoBoi TpaHcopmannu 00-
Pa30BaTENBHOTO Mpolecca. YpaBieHue HHPOPMAIIMOHHOH 6e30IacHOCTHIO B [IEJIOM JIOJDKHO T€HEPUPO-
BaTh 0a30BbIe MPOLIECCHI, IPUMEHUMBIE B 33j1a4e, Takue Kak [2]:

— ympaBieHue TpeOOBaHUSIMH K 0€30MacCHOCTH XpaHeHHs, 00pabOTKH, CHHTE3a U aHaJ13a JTaHHBIX
00pa30BaTeNbHOrO KOHTEHTA U LU(PPOBOTO CIIeAa;

— peanMzaiys NpoLeayp U ClieHapueB 00ecleueHNsI HEMPEPbIBHOCTH 00pa30BaTeIbHOTO KOHTEHTA,
BKJIIOYAsl CIIEHAPMM HapylIeHHs pPabOTOCIIOCOOHOCTH IIpHU pa3BEPTHIBAHUM BUPTYaJIbHBIX CTEHJIOB
Y KOHTPOJISI HENOCTHOCTH M POBBIX IBOWHUKOB PabOYMX MPOrpaMM JIMCIHILINH;

— oOydaromue CIEHapHu W CIIEHapHH OIOBELICHUs NP aJMUHUCTPUPOBAHUM OPraHU3alMOHHON
M TEXHHMYECKOW 4acTH 00pa3oBaTeNILHOTO MpoILEecca, B TOM 4YHCIEe M OOydeHHE JICHCTBHSAM Ha OCHOBE
CTpPECC-TECTOB;

— ympaBjieHHe YSI3BHMOCTSIMU HCIIOJIb3YEMOTO IPOrPaMMHOIO OOecCIeueHHs Uil BUPTYaJbHBIX
naboparopuii 1 BUPTYaIbHOW HHPPACTPYKTYPHI B IIETIOM;

— YIOpaBI€HHWE DPHUCKaMH, BKJIIOYAs IPABOBBIE W IOPHIMYECKHE MOMEHTHI, NMpH (OPMHUPOBAHHU
1 MCIIOJIb30BaHUM HU(POBBIX TBOWHUKOB AUCIUILINH, pPa00YNX MPOTrpaMM, JJabopaTopHii H MPOTPAMMHBIX
(TIporpaMMHO-anmapaTHEIX) CPECTB 3aIIUTH HHPOPMAINH (B paMKax pacCMaTpHUBaeMoil MpoOIeMaTHKH );
JUT MHBIX obnacTelf 00pa3oBaHUS — MPOTPAMMHBIX (IPOrpPaMMHO-AIAPATHRIX) CPEACTB, MCIIOIB3yEeMBIX
Jutst popMHupoBaHus 00pa30BaTEIHLHOTO KOHTEHTA IU(PPOBOTO ABOWHHKA AUCIUIUINHEI,

— ympaBjieHUe UHIUACHTaAMH;
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— LEIOCTHOE U HETIPEPHIBHOE YIIPABICHHE N3MEHEHUSIMH 00pa30BaTeIbHOTO KOHTEHTA U IIU(POBBIX
JBOIHMKOB, BKIIFOYas IPOLETYPbl CHHXPOHHU3AINH.

[Janee Oyner mokasaH IUIaH pa3BEPTHIBAHHS MOAJIEPKUBAIOIINX MPOIECCOB B PA3IMIHBIX MOAEIIX
yrpaBieHus HHPOPMAITMOHHOH 6€30MacHOCTBIO.

K npumepy, aBTOpHI paboTH! [4], aKIeHTHPYS BHUMAaHHE Ha YIPABIAIOMINX CHCTEMAaX HHIYCTPUANb-
HOT'O THIIA, U3Y4al0T OTJINYMS [T0X0/Ia K TOCTPOSHHIO CUCTEM YIIpaBJIeHUs HHOOPMALMOHHOH Oe30macHo-
CTBIO NPOMBIIUIEHHBIX CUCTEM OT CTaHAAPTHOTO IMOJXOJa KaKk Ha ypOBHE CBOMCTB 0€30IaCHOCTH, Tak
Y Ha YPOBHE CTaHJAPTHBIX TpeOOBaHU. IHTEpEeCHBIM B IUIaHE HACTOSIIETO UCCIIEJOBAHNS B YIOMSHYTOM
paboTe sBJIETCS OTCIIC)KUBAHUE TUIIOBOTO MH(POPMAIIMOHHOTO TIOTOKA U CONIOCTABJICHHUE Pa3INYHBIX Tpe-
OoBaHUit 6€301aCHOCTH 110 00JIACTSAM MX MPUMEHEHHS.

B uccnenoBanuu [5] npoBoaUTCS aHATIU3 CTAaHAAPTOB O€30MACHOCTH ISl YIy4LICHHS UX YIIPaBICHUS
MHPOPMAIMOHHON 6€30MacHOCTHI0. J{eyKTUBHBIN MeTO I ObUT MPUMEHEH s 0030pa M aHaIH3a COOTBET-
CTBYIOIIMX CTAHIApTOB AJISI TOCYJapCTBEHHBIX YUpexIeHHH. B pesynbrare Oblna nmomydeHa nHpoOpMams
O pa3NMYHBIX MOJUTHKaX OE30MACHOCTH, CTaHAAPTaxX M PyKOBOJCTBAX, KOTOpPBIC MPUMEHSIOTCS HAIHO-
HaJIbHBIMH M MEXIyHapOJHBIMH OOLIECTBEHHBIMH OpraHu3anusMu. lIpuBeneHa cxema MepONpPHATHH
IO TIPHUHSTHIO CTAHAAPTOB AJISI OPTaHU3AIMH, MOJIEIb YIIPaBICHHU HH(POPMAIIHOHHON 0€30M1acHOCTHIO, OC-
HOBaHHAs Ha CTaHJAapTax U MaTpHUNA YIPaBJICHNS HHPOPMAIIIOHHON 0€3011aCHOCThIO, HA OCHOBE KOTOPOit
OBLIT paccyuTaH NpOUCHT CHUIKCHUS PUCKA. HOJ’Iy‘IeHI)I PE3YJIbTAThI, YTO MOAACPIKAHUC BBICOKOI'O YPOBHA
0€301acHOCTH B OpraHU3aLUAX TPeOYyeT NPUHATHUS CTAaHAAPTOB KOHTPOJISI B Pa3HBIX cepax v B3auMO/IeHi-
CTBUS PA3JIMYHBIX OPTaHU3ALMOHHO-UEPAPXUUECKUX YPOBHEH OpraHu3aluil.

ABTOpBI paboThl [6], popmupyst MozeIb ynpaBieHHs HHPOPMAMOHHON 6€30MacHOCTHIO, COCPENo-
TOYMJIMCH Ha ONTHMU3AIMOHHON 3ajaye, OTTAIKHUBAsCh OT OrpaHMYEHHOCTH pecypcoB. [loaxox aBTopoB
CTaThH 3aKJIF0YACTCS B BO3MOXXHOCTH MHOTOYPOBHEBOH (OTIMYAIONICHCS IO CIIOKHOCTH U PECYPCOEMKO-
CTH) CHCTEMBI 3aLIUTHl U PUCK-OPUEHTHPOBAHHOM IOPSAKE AEHCTBUIL.

B cratbe [7] n3yqatoTcst TpeOOBaHMS K CEPBHUC-OPUEHTUPOBAHHBIM IIaTGOpPMaM ¢ MO3UIMN yIpaB-
JeHust 6e30macHOCThIO0. [l HHPOPMAIIMOHHBIX CHCTEM 00pa30BaTENbHBIX YIPEKACHUH 3TO UMEET 3HaUe-
HHE C TMO3UINI U3y4YeHHsI YIPABIAIOMNX MEXaHI3MOB 0€30ITaCHOCTH LIEHTPAIBHOTO Apa JIEKTPOHHO-HH-
(hopmaroHHOH 00pa30BaTEIbHON CpeIbl M PA3BEPHYTON B HEH II(POBBIX CEPBHCOB.

B nucceprannonnoit pabote [8] mokazaHo, kKakuM 00pa3oM BO3MOXKHO YYECTh JJISl YHPABISIOUINX
MEXaHN3MOB 0€30MaCHOCTH MH(POPMALIMOHHO Cpeibl AeCTabIN3NpYoe (GaKTOPhI B YCIOBUIX HEOTIPE-
JCICHHOCTH, YTO MOXECT OBITh MMPUMEHEHO U JIA TEPEXOTHBIX COCTOSIHUH pa3JInvHoro Tumna, u 1Jjist CuTya-
M (cueHapueB) ¢ HenoyHOW uH(popMaluend. ABTOpsI [9] ke cocpeoTOYMINCh Ha 3a7a4ax OLEHKHU 3pe-
JIOCTH OpTaHM3aIUil (M OpPraHU3alMOHHBIX CTPYKTYD).

Jaxe kpatkue 0030pbl paboT MOKa3bIBAIOT, YTO, K IPUMEPY, HOPMOH TP pa3BepPThIBAHMU CHCTEMBI
ynpaBieHus: HHOOPMALMOHHON 0€3011aCHOCTBIO SIBJISICTCS KOH(IMKT MHTEPECOB, NyOJMpOBaHHUE 3ajad,
CHIKeHHe 3(PEKTUBHOCTH UCNONIBb30BaHMs pecypcoB [10], a yder ABMKEHHS NaHHBIX M 3a7ad paboThl
C HUMH, HE TOBOPS yKe 0 OoJiee aOCTPaKTHBIX YPOBHIX NPHIIOKECHUS YIPaBIIAIOIINX BO3/IEHCTBUH, ocTa-
eTcsl B TeHH MH(PPACTPYKTYPHBIX U OPraHNU3allMOHHBIX 3a/1a4.

CrenoBarenbHO, TaKMe MOJICNM YIpaBieHUS MH(POPMAIMOHHOW 0€301acHOCThIO, KOTOPHIE MOTYT
YUUTHIBATh M TPeOOBaHUs K paboTe ¢ JaHHBIMH, U 00JIee BBICOKHE YPOBHU aOCTPaKInH, MOTYT OBITH BOC-
TpeOOBaHbI Ha MIPAKTHKE MPH JAIbHEHIIEM POCTE YPOBHS 3pEJIOCTH OpraHu3aluii B o0actu uHdGopmanu-
OHHOMH Oe3omnacHocTH. [lajiee aBTopaMu M II0Ka3aHbl 0COOCHHOCTH PabOTHI € MPOLIECCaMH YIIPABICHUS WH-
(hopmaiioHHOH 0€30MaCHOCTH € YUE€TOM HOBOTO CJIOS IIPOLIECCOB YIPABJICHHS IAHHBIMH.

YpoBHU Mojes i ynipaBJjieHUst HHpopManMoHHOi 6e3onmacHocThbI0. HauHem paccmoTpenue ¢ 00-
el cxeMbl, yUuThIBaroLlel ocodeHHocTr undpooit Tpanchopmannn OOBO, npepcTaBieHHON HA pu-
cyHke 1. [IpuHIMnMansHple N3MEHEHHS, IeKJIapUpyeMbIe B HEH, CIIe/yIoIue:

1. TTostBnsteTcst OTAEIBHBIN KJIACC CHCTEM YIPaBIICHUS HAa OCHOBE JIaHHBIX, KOTOPbIe HE00X0MMO HC-
MOJIB30BaTh B padoTe.

2. INosBNISIIOTCS. MHOKECTBEHHBIE MH(OPMAIIOHHBIE TIOTOKH, pPaHee He NpeCcTaBIeHHbIe (WX TIpel-
cTaBJIeHHbIe (hparMeHTapHO) B cucremax yrpasienus OOBO.

VYupaBieHus 3HaHUSAMH 3/1€Ch HET, HO CO3/Ial0TCsI MPEATIOCHIUIKH Il MacCOBOTO HUCIIOJIb30BAHHMS O
HOW MJTM HECKOJILKHMX arperupoOBaHHBIX 0a3 JaHHBIX, YTO TEHEPUPYET 3aJIa4H YIpaBIeHUs HHPOPMAITUOH-
HOM 0€30MacHOCTHIO KaK CaMHX 3THUX 0a3, Tak W JIOCTYIIOM K HUM. BepHeMcs Kk 3TUM 3a7adaM Mo3Ke.
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Kowmmnerenun uudposoit
9KOHOMHUKH

CucTeMbl ynpaBIeHUs
Ha OCHOBE JJaHHBIX

WunuBuayanbHbIe 00pa3o-
BaTEJbHBIC TPACKTOPHU

Ludpossie 06pazoBaTesib-
HbIE TEXHOJIOTHUH

VYposuu ynpasnenus Ib OOBO

BocTtpeboBaHHBIE PHIHKOM
KOMITCTCHIIHN
HanpasneHnst xakato-
HOB/TIPOEKTOB

Kommnerenuunu uudposoit
3KOHOMHUKH

Bepudukauus 1 Bamuaanus
J[aHHBIX
Bepuduxkamus u periaameHrta-
LUsL IPOLIECCOB H MPOLIEYP

CucteMs! yrpaBiIeHHs
Ha OCHOBE JJaHHBIX

WnnuBuyanbHbele 00pazoBa-
TEJbHBIE TPACKTOPHU

MexaHu3Mbl BCTpauBaHUS
KII3 B OIT
Amnanns nuppoBoro ciena
OreHka KypcoB U IperoaBaTenei

udpossie oOpazoBaTenbHbIE
TEXHOJIOTHU

O6pa3oBarenbHbIE IPOAYKTHI
HoBbie Monenu o6pa3oBaHus
Mukpomonynu
O0pa3oBartelbHbIC TEXHOJIOTHH

TMoaepKUBarOLIHE IPOLECCHI

anaBneHMe 3alMrucCAMU
1 JOKYMCHTaMU

VipasieHue pecypcamu

VnpapieHre KOMMYHHKALUAMI

Pucynok 1 — Cxema (GyHKIIMOHHUPOBAHUS YHHUBEPCHUTETA IO 3aBEpIICHUIO U(poBoi TpaHchopmarwm (KD —

KoMIeTeHIH 1udpoBoii skoHOMuUKH; OIT — 06pa3oBaTeIbHBIN MpoLece)

Ecimn e paccmoTpets cxemy ynpasiernss OOBO Ha npuMepe OTASNBHBIX MPOLECCOB, TO MOXKHO BBI-
JeTUTh 6—8 MmpoleccoB, HAMOOJICe HHTEPECHBIX ¢ IO3ULUH BBICTPAaUBAaHHs HOBOM CXEMBI yIPaBICHUS WH-
(hopMarOHHO 6€30MaCHOCTRIO (pHC. 2).

Ynpasnexue
Kanpamn

JlueHsuposaHne

PacnpefeneHHble Kaapsl (ceTesbie
TpynoycTpoiicTeo
CTyAEHTOB

napTHepbl)

Bble3iHbIe NPaKTHKM M CTaHWPOBKIW

MaKKpeAMTaLMA

BHelHAA 3kcnepTHM3a nporpamm v HUOKP

SKCMEepTHbIE COBETHI

MporpammHoe oBecreuaH1e No NapTHEPCKUM
nporpamMmam

Lndposan kadeapa 1 UMPPOBbIE KOMIETEHLMK
—_—

CeTesble NPOrpamMmbi: eMHaRA
METO/MKE, eNHOR
ynpaeneuue

MexayHapoaHoe
COTPYAHUUECTBO

ano

MHBIA peNO3NTOPMIA HAaYYHO-TEXHUYE CHOM
wHpopmaumm

MpoeKTHbIA oduc -
P @ TexHOAOTMYE CKMiA
WMHryBaTop

MpoeKTbI: KOMaHbI, DENO3NTORK
MHGOpPMaLMK, HAKONAEHWE ONbITa

Kagpel

MpaKTHKK

| Undpposoe
passuTHe

EnnHan undposan cpega

ABTOMATH3ALMA AOKYMEHTo0B0pOTa (BTOMUMCaE
3NEKTPOHHBIE NOANKMCH, YAOCTOBE PAKOLMA LEHTP)

Uenesoe
3awuta W
UnaycTpuansHeli napthep 10-12 kniguessix MHOOPMALLIKM WHOPACTPYKTYPa
napTHepoB
Hayuso-TexHuueckan MHdopMaLMa Eammn

MHTennekTyanbHaA cobcTeeHHOCT
HMOKP
JlMueH3npoBaHe

CnoHcopcTao

3aKynodHble NapTHepckie naBopatopuu
npoueaypbi

DGoHAMpoEaHne

Npasosoce JonrocpouHble 4OroBOpa co COHCOPamM1
COMPOBOMKAEHNE

Pucynok 2 — Cxema ynpasnenus OOBO Ha npuMepe OTAeIbHBIX IPOLECCOB

Tenexkom

MpomelWwneHHoCTE

[NaHHble u
—

CHTYaLMOHHbIA LEHTP YHHBEPCHTETa (BTOMYMCAE ©

WHxeHepHble
CUCTEMBI

BO3MOMHOCTDH BHELIHE O MCMO/b30BaHWA 4aHHDIX )

EJJMHUE OKHO BBEMMUAE:’ICTBMH C MHAYCTpWaNnbHbIMK
napTHepamu

Lienesan NoArOTOBKA NEJArOrMYECK X KaApOoB
COBMECTHO C MHAYCTPMaNbHBIMKM NapTHEPami (nan
naBopaTopuAMM, kak 06pa30BaTENbHBIMM, TK U
Hay4HbIMM)

Takumu mporieccamMn, MHTEPECHBIMH C ITO3MIMM YIPaBIeHUS MH(OPMALMOHHONW 0€30IacHOCTBHIO
Ha ypOBHE yNPaBJICHUs JaHHBIMH, C YI€TOM IIPUBEAEHHOMN CXEMBI MOTYT OBITh:

1. PaGora ¢ naHHBIMH 00pa30BaTEIHLHOTO NPOLIECCA M MCCIIEA0BATEILCKUX 3a/1au.

2. Coop v aHAIN3 TAaHHBIX HH)XEHEPHBIX CUCTEM.

3. COop 1 aHaNM3 TaHHBIX 3aKYMOYHBIX TPOIETyp (C yIeTOM BO3MOKHOCTH BHEIITHETO JOCTYTIA K HAM).
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4. COop u aHaTM3 JaHHBIX IIPABOBOTO COIMPOBOXKAEHUS 0a30BhIX mporeccoB OOBO (¢ yueToM BO3-
MOXXHOCTH BHEIITHETO JIOCTYIIA K HUAM).

5. Pabota c arpernpoBaHHBIMHU 0a3aMy JaHHBIX CTYIEHTOB, BBIITYCKHHKOB U COTPYIHUKOB.

6. OyHKINOHUPOBAHNE CHTYalIOHHOTO LEHTPA (CHTYallMOHHBIX LEHTPOB) U IIEHTPOB MOJACPKKH
MPUHSTHS PELLIECHUH.

Jlaxxe Ha IpUBEICHHON CXeMe BUJIHO HECKOJILKO MOMEHTOB, BOSHUKAIOIIMX HAa YPOBHE YIPaBICHUS
nH(pOopMaMOHHOI 6€30I1aCHOCTBIO arpernpoBaHHbIX 0a3 JaHHBIX, 3 IMEHHO:

1. MoXHO JM TapaHTHpOBaTh, YTO YHpaBJICHHE JOCTYIIOM K Pa3iIM4YHBIM 3JeMEHTaM 0a3 JAaHHBIX
CO CTOPOHBI B3aMMOJICHCTBYIOIIMX CTOPOH HE NMPUBEAET K HapyIIEHHIO TpeOoBaHUiT MH(OPMALOHHON
6e3omacHocTH, (XOTs ObI) ONpeeNIeHHBIX 3aKOHOJaTeIbHO?

2. MOHO J11 rapaHTHPOBaTh, YTO arperupoBaHue, Bepu(uKalus U BaIUAalKs JaHHBIX He IIPUBEET,
IPSIMO MM KOCBEHHO, K BO3MOXKHOCTH HapYIICHUS MX KOH(PHUICHIMAIBHOCTH W/HIH HEIOCTHOCTH, 4TO,
B CBOIO OUepelb, HApyIIHUT mporecch yrnpasieHnst OOBO mmm ee mapTHEpoB?

3. MosxHoO 11 ¢(hOpMHUPOBATE EAMHBIE TPEOOBAHUS K YIIPABICHUIO HH(POPMAITHOHHON 6€301TacHOCTHIO
C YYETOM 3JIEMEHTOB, YKa3aHHBIX BBIIIIE HA CXEME, HE HapyIas TpeOOBaHMI, ONPEAEIEHHBIX HOPMATHBHO,
HO TP 3TOM He HapyIas paboTOCIIOCOOHOCTH YIIPABIEHIECKHX MTPOIECCOB?

Paccmotpum o6uryto Mozens yrpaBieHus nHpopMannoHHOH 6e30MacHOCThI0 00pa30BaTENBHOIM Op-
TaHU3aIIH BBICIIETO 00pa30BaHUs ¢ yu4eToM TpeOOBaHUI yIpaBIeHUS NaHHBIMHU Ha cxeme Huxke (puc. 3).

YpoBeHb 3HaHUI

COOop HaHHBIX: CO3IaHuE 0e3-
OIACHBIX AITOPUTMOB U MOJIXO-
JI0B 0e30macHoro coopa u aHa-

besonacHas kiaccupukanus
‘VYnpasiernue 10CTyIIoM
BesomnacHoe npumMeHeHne

JIM3a JAHHBIX be3onacHoe apxuBUpOBaHUE

Bepuduxanus JaHHBIX: co3aa-
Hue 0€30acHBIX AITOPUTMOB
Y HOJXO/I0B IOJATBEP KACHHS

VpoBeHb TaHHBIX
p A VYpaBneHre JOCTYIIOM U KOH-

TpPOJIb IPUBUIETHPOBAHHOTO

1 BepH(UKALUH JaHHBIX Aocryna
MPOIIECCOB Banunauys JaHHbIX: CO3/[aHue
AJITOPUTMBI KOHTPOJIS aBTOMA- e T 7% AT 7 TG
THYECKOTO J0CTYMA K TaHHBIM TS [T TR AT
VrpaByieHue HeJI0CTHOCTBIO T (i T
YpoBeHb
UHPPACTPYKTYPBI .
Hcnonb30BanKe JaHHbIX: CO3/a-

HUe 0€30MacHBIX AITOPUTMOB
1 TOAXO/I0B MPHMEHEHHUS JTaHHBIX

Iponeccer ynpasnenus b
JUIS yPOBHSI TAaHHBIX

Vposuu ynpasnenus U6 OOBO

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
I YpoBeHb OpraHu3aluy
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

IMoamepKUBaIOIINE HPOLECCH

VYnpasnenue 3anucsiMu

YrpasneHue pecypcaMu
" TOKYMCHTaMHA P pecyp

'YnpasiieHHe KOMMYHHMKALASAMI

Pucynox 3 — Mopens ynpaBieHUss HHOOPMAIIOHHONH 0€30MacHOCThI0 00pa30BaTEIbHON OPTaHU3AIlMH BBICIIETO
00pa30BaHuUs ¢ y4eTOM TpeOOBaHHI YIIPABICHUS JaHHBIMU

Wrax, B 1aHHOM Cirydae TpeOOBaHHS K YIPABICHUIO JTaHHBIMH JTOJDKHBI OBITh TOTIOTHEHBI TpeOoBa-
HUSIMHM  yTIPaBJICHUST WHGOPMAIMOHHOW O€30MacHOCTBIO [UI arperHpOBaHHBIX 0a3, HCIIOIB3yEeMBIX
JUI OPUHATHS peleHni. Jlanee Ha OCHOBE COBPEMEHHOro cTaHaapra [11], permaMeHTHpyOIero NpakTH-
YyecKue IpaBuia yIpaBlieHus] HHPOPMaMOHHOH 0e30MacHOCThIO, TIOKa3aHbl IPUMEHUMBIE (M HE0CTato-
mue) npoueccs! ynpasnenus Ub (Tadmn. 1).

AKIeHTHpOBaHNE BHUMaHKE Ha YeThIpeX OCHOBHBIX Ipoleccax — cobopa, Banuaanuy, Bepudukanum
Y MCTIOJIb30BaHMUS IAHHBIX M03BOJISIET KaK MCIIOJIb30BAaHUE MPUHIIMIIA, KOTOPBIH MOXKHO CHOPMYIIHPOBATh
TaK: BCe IaHHBIE, COOMpaeMble BHYTpH cucteM U nporieccoB OOBO, 10IKHBI OBITH JOCTYITHBI JUIS UCTIONb-
30BaHU B JIOOBIX MpoIeccax, B KOTOPBIX OHU MOTYT IOHAX0OWTHCS (IPHHITAI MaKCHUMAaIbHOH ITOJIE3HO-
CTH), TaK ¥ OCOOCHHOCTh CaMOil JeSITeTbHOCTH IO cOOpy, aHAIM3Yy M WCIOIB30BAHUIO JTAHHBIX, KOTOpast
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IpeAIoIaraeT arperupoBaHue, HO HE 00A3aTETbHO TpeOyeT IEHTpalu3aluy (CHHXPOHU3UPOBAHHBIE Jie-
[EHTPAJIN30BaHHbIC 0a3bl JaHHBIX U HEKOTOPBIE IPYTHe PEIICHNs TaKXKe MPUMEHNUMBI). TakuM oOpas3om,
Janee omnrcaHo ynpasieHne b yHuBepcanbHBIX MPOLECCOB YPOBHS YIPABICHUS TaHHBIMH.

Tabmuma 1 — [Ipumerumsle (1 HeocTalomue) mporeccs ynpasieHus b mis ypoBHS JaHHBIX
Ipouece Hasnauenue TpeOGoBanus Ipumeyanue
— Hasnauenne poneil u obs3annocTell | — OrpaHuyeHue TOCTYyIA K JaH-
[0 KOHTPOJIO, aHAIU3y M TEXHOJOIMH | HBIM (HE BCE NaHHBIE JOJKHBI
6e3onacHOro cbopa JaHHBIX MOJUIeKATh  aBTOMATHYECKOMY rOCT P
— Pa3pmenenue oOs3aHHOCTEH B 00- | WM ABTOMATH3MPOBAHHOMY
NCO/MDBK 27002-
Coop nmactu Ge3omacHoro cbopa W aHamm3a | cOOpy), OTpaHUYEHHE IO POIIIM 2021. 1 6.1.1
HTaHHBIX JTAHHBIX H 00S13aHHOCTAM 6 1’2 .6 1 5 ’
— MuHUMH3ALHS TOTHOMOYH I — Cpok XpaHeHHs U MeCTO (HI;)PI'M;:Hi/II\;IO)
— OoGecneuenne UHGOPMAIIMOHHON | XPAaHCHUs, a TaKKe YCIOBHS
6e301acHOCTH pu yIpaBlIeHHH | XPaHEHMs  JOIKHBI  OBITh
TIPOEKTaMH OTIpeIeNICHBI
— OrpaHndeHue 10CTyma K HC-
. . | TOYHHKaM BCIOMOTATEJIbHBIX
— Hasnauenue poieit u o0s3aHHOCTEH
JAaHHBIX 11 BepUHKaLun
110 KOHTPOJIO, aHAINU3Y M TEXHOJIOTHU
. (3anmcsaM, TOKYMEHTaM, peru-
Oe30macHOl BepU(PHUKAIIH JaHHBIX
. CTPAMOHHBIM JJAHHBIM) IoCTP
— Pa3pmenenne oOs3aHHOCTEH B 00-
o — Orpannaenne gocryna k gan- | MCO/MOK 27002-
Bepudukammst | nmactu 6e30macHOi BeprhUKAIMK JAHHBIX
N HBIM [ Cciydas —3ampoca 2021, m. 6.1.1,
JIAHHBIX — MuHUMH3AIMS TTOTHOMOYHI
06 " BHEIIHUX 3aUHTEPECOBAHHBIX 6.1.3,6.1.4
eClieueHHe  MH(OPMALHOHHO i (IPHMEHIMO)
0e30IaCHOCTH TIPH  B3aUMOACHCTBUU
— OrpaHnueHne OCTyma K 1aH-
C opraHamMHM BJacTH U mpodeccno-
HBIM JUIi cily4as 3ampoca
HaJILHBIMH COOOIIECTBAMHU
BHYTPCHHHX 3aHHTEPECOBaH-
HBIX JIMILL
— OrpaHnueHne 10CTyIa K Tec-
— HasHayenue poseil 1 0053aHHOCTEH | TOBBHIM M MMHMTAI[MOHHBIM MO-
[0 KOHTPOJIIO, aHaJM3y W TEXHOJOTUH | JENsIM YIpPaBICHUS Ka94eCTBOM I'oCT P
Bamunanusa 0e30macHON BaJIMIAIMH JaHHBIX — Orpannuenue nocryna k uc- | MCO/MOK 27002-
JTAHHBIX — Paspenenue o6s3aHHOCTEH B 00- | TOYHHMKAM  BCIIOMOTATEIBHBIX 2021, m. 6.1.1
J1acTH GE30MaCHOTO aHaIn3a JaHHBIX JIAHHBIX AU BalWJAIMH (3aIH- (mpuMeHnMo)
— MuHUMH3AIMS TTOTHOMOYHI CsIM, JOKYMEHTaM, perucrpa-
[IHOHHBIM JIaHHBIM)
— Pa3nmenenue oOsi3aHHOCTEH B 00-
nacTd  0e30MacHOTrO  HMCMOJIb30BaHHs
JIaHHBIX rocTp
. Vrpasnenne pocrynoM k jpaH- | UCO/MOK 27002-
Hcnonp3oBa- | — MUHAMH3ALIUS TTIOTHOMOYHH
HITe TAHHbIX 06 . | HBIM Ha BCeX JTamax KHu3- 2021, m. 6.1.1,
6 cCreucHne urbop MaHP‘I,OHHOH HEHHOTO 1IMKJIa 6.1.3,6.1.4
€30IIaCHOCTH TIPU  B3aUMOJICHCTBHU (MpHMEHHMO)
C opraHamHM BJacTH U mpodeccno-
HaJILHBIMH COOOLIECTBAMHU
— MogenupoBanue OnU3HEC-IPOIECCOB
B obOmactu ynpaenenus b ans ypoBHS
JIaHHBIX
— Peanu3anusi MOJUTHKK YIIPaBICHHS o
naHHbIMHU B yactu b — Urpandienne  JIocTyna - K
— OrleHKa i KOHTPOJIb 3amumieHHocTy | AAHHBIM, - HCIOMBIYCMEIM - I T'OCTP
MU BaHUs M n
YPOBHS [@HHBIX MOJIENH YINPaBIECHUS topmuposa 60}16”6 UCO/MDK 27002-
YYBCTBHUTCIIBHBIX HU3HEC-
O6ume 1B OOBO Y 2021, m. 5.1, 1. 6.2,
nporeccoB OOBO
MIPOLIECCHI — Oo0ecnieueHue 0€30MAaCHOCTH  JHC- m.8, m.9, m 12.3, o

TaHIMOHHOH pabOTHI ¢ JAHHBIMU

— VYnpaBiieHUe aKTHBAMH, CBI3aHHBIMU
C TaHHBIMU

— VYmpasiieHHE TOCTYIIOM K JIaHHBIM

— Pe3sepBHOE KonupoBaHue

— VYnpasiieHre KOMMYHUKaLMAMU

— YnpaBieHue TeCTOBBIMH JaHHBIMU

— VYuer tpeboBanuii npu ¢pop-
MHPOBaHHH PYKOBOJSIINX YKa-
3aHMil B 4acTh HH(popMa-
LIMOHHO# 06e3011acHOCTH

13, m.14.3, . 18
(IpUMEHUMO)
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Ecnm xe paccMaTpuBaTth yKa3aHHBIH YpOBEHb (oliee ToapoOHO, TO OCHOBHBIMH IIPOLIECCAMU YIIPAB-
neHnss HHPOPMAaIMOHHON 0€30IacHOCTHIO B JAHHOM CITy4dae JOJDKHBI OBITh:

— ympaBieHre TpeOOBaHMAMHU K O€30MacCHOCTH XpaHEeHHUs, 0OpabOTKH, CHHTE3a M aHaIHM3a JaHHBIX
00pa3oBaTeNIFHOTO KOHTEHTa M LU(POBOTO ciela, OCHOBAHHOE Ha HENPEPHIBHOM MOHUTOPHHIE IU(GPOBOH
Cpenbl, B KOTOPOH pa3BepHYT 00pa3oBaTeNbHBIH KOHTEHT. L[eHHOCTh JaHHBIX B ATOM Ciy4ae OyneT BBILIE,
€CITM TIOMUMO HEIOCPE/ICTBEHHBIX NPOLEAYp 0OpalieHus K JaHHBIM OyIyT HpOaHaIM3UPOBAHbI C O3ULIUH
yIpaBiieHUs! HHPOPMAIIMOHHOM 0€30I1aCHOCTBIO M PErIaMEHTHPOBAHbI BCIOMOT'aTEIbHBIE ITPOLIETYPhI, TAKHE
KaK MapKHPOBKa JITAaHHBIX M YIPaBICHHUE XKU3HEHHBIM IIMKJIOM JaHHBIX;

— peanMzanys IMPOLEAYp M CLEHapHeB OOECIiCYeHUs] HENMpPEPbIBHOCTH YIPABICHHS Ha OCHOBE
JIAaHHBIX. AHAJIU3 TaKUX MPOLEAYp M CIIEHapHeB JOJDKEH ObITh HENPEPBHIBHBIM M 0a3MpOBaThCS Ha MOjie-
JMPOBaHWU OW3HEC-NIPOLIECCOB OPTaHM3allMd B pealbHOM BpPEeMEHH (U4TO TpeOyeT OTHAENbHBIX YCHIIUH
10 MOACPHH3ALIMH CHCTEMbI YIIPABICHUS OPTraHU3aLieil U CUCTEMBI MEHEKMEHTA Ka4eCTBa);

— peainM3anys NOJUTUKY YIPABICHHUS NaHHBIMH B YacTH HH(QOPMAIIMOHHOH 6E30IIaCHOCTH, BKIIIO-
Yas yoaJeHHe, UCIIONB30BaHUE U Nepeady 3aHHTEePECOBAaHHBIM CTOPOHAM Pa3IMYHbIX JaHHbIX, IPHMECHH-
MBIX B IIpOIIECCax U MpoLeaypax YIpaBlIeHUs 00pa30BaTeIbHOI OpraHu3aliH.

st moniep kMBaroIIKX MpoLeccoB (puc. 3) B TaHHOM ciydae HeOOXOAUMO Peasli30BaTh:

— ymIpapJIeHHE 3aIMCSIMHU U PerllaMeHTaMH paboThI ¢ JAHHBIMH B YaCTH 00€CIICYeH s, MOHUTOPHHT
U aHanu3a HHHOPMALMOHHOH 0€3011aCHOCTH;

— yIpaBJeHHE pecypcaMy B IUIaHE BbIJEICHHS IPOLECCOPHOTO BPEMEHHU, PE3ePBUPOBAHNS KaHAIOB
nepesady TaHHBIX M ONIEPaTUBHOM IaMsTH, Pe3ePBUPOBAHUS BPEMEHHU HCIIOIb30BaHUS HHPPACTPYKTYPHI
0011ero TOJIb30BaHMS /IS 33/1a4 YIPaBJICHUSI HA OCHOBE JaHHBIX, YIPABJICHUS JaHHBIMH;

— ymOpaBjieHHe KOMMYHUKAlMSIMH B IUIaHe (OPMHUPOBAHMS IPOTOKOJIIOB OOMEHa JaHHBIMH
1 pPOBOTO cliena, BKIIF0Yas HX 0€301MaCHOCTS;

— yHIpaBJeHHs pe3epBUPOBAHUEM arperupoOBaHHBIX 0a3 TaHHbIX;

— ynpapieHHs 0e30IIaCHBIM OOMEHOM JTaHHBIMH, B TOM YHCJIE B paMKax BHYTPCHHHX M BHELIHHX
HpOLEAYp B3aUMOACHCTBHS;

— ympaBJeHHE JOCTYIIOM K HCTOYHHKAM BCIOMOTATEIbHBIX NAaHHBIX Ui 3a1ad BaJHAAllud
1 BepuHKaIHK, a TAKKE Pa3IMUYHBIX CIIY)KEOHBIX 33/1a4 (TaKHX Kak cCOOp TeIeMETPHH HHIKEHEPHBIX CUCTEM);

— YyOpaBJICHHUC aKTHBaMHU, CBA3aHHBIMU C TaHHBIMU.

[Tpu 3TOM HEOOXOOMMO YYHTHIBATh, YTO paboTa Ha YpOBHE YIPaBIICHMS JaHHBIMH IPEIIoJiaraet
Habop 3a/1a4 Mo 3auTe MHPOPMAIMH JJIsl arperupoOBaHHbBIX 0a3 JAaHHBIX OpraHU3allnH, a padoTa Ha YPOBHE
YIpaBJICHUS HA OCHOBE JNaHHBIX — 33724 KOMMYHUKAIINH, BEPUPHUKALINHN, BATUIAIUH JaHHBIX U TPUHSITHS
pElIeHNI 3aMHTEPECOBAHHBIMY CTOPOHAMHM.

K npumepy, nHpOpMaIMOHHEIE TIOTOKU 3aJa4H yIPABICHUs JaHHBIMH (Ta0. 2) 1J1sl aBTOMaTU3UPO-
BaHHbIX MPOLIEIYP MOXKET BBINIIICTD CICAYIOINM 00pa3oM

Tabnmna 2 — [Mpumep HHPOPMAITHOHHBIX TOTOKOB

HaumeHnoBanue
" JKCnopTHpyeMble HMmmnoprupyemble Bua ynpasiaenus
HH(OpPMALMOHHOH Bua 1aHHBIX
CHCTEMBbI AaHHbIE AaHHbIE JAHHBIMH
Konmnuectso
YyeTHble MOCEeIEeHNH
PesepBHbIe KON
3aIucH MOJIb30BATEIIAMH 30K
MoJIb30BaTeNel cepBepa B CYTKU
(®UO, norus,
VYyerHble 3amucu
Cucrema naposib, Konmnuecrso
CTOPOHHHUX N
JUCTAHIIMOHHOTO JNIEKTPOHHAS AIIEKTPOHHBIX N ABTOMATH3UPOBAHHBIN
oOydeHHs movTa, 00pa3oBaTebHBIX
(YyJacTHHKH
JIOTIONTHUTEILHBIE kypcos (Q0K)
OJIUMITHA,
JTaHHBIE, 10 TIO/IPA3ICIICHUSIM
. CITyLIaTesu
1 poBoi
KypcOB)
cnen) KonmdecTBo cTyneHTOB
U NpenoaaBaTenci

[Ipu sTOM 3amava ynpaBieHHs Ha OCHOBE JaHHBIX OyJeT MPEAIoaraTh, K IpuMepy, NPeIUKTUBHBIN
aHaIM3 00pa30BaTEILHOIO KOHTEHTa HA OCHOBE M3BECTHBIX JAHHBIX O IOJH30BATEIbCKOW aKTHBHOCTH
Y BHEIIHHX TpeboBaHuUsX K coctaBy DOK.

Kpome Toro, Hato y4uTHIBaTh, YTO OJHOW M3 CTPATErNMYECKHUX 3a/ad B paMKax [U(poBoi TpaHcdop-
Manuu J1t060it oprannzammu, 1 OOBO B ToM umce, SBIsETCS MaKCUMaJIbHOE PACKPBITHE JJAHHBIX C LIENBI0
TIOBBIIIEHHSI KAK OCBEIOMIICHHOCTH (TIPO3PAaYHOCTH) OTHOCHTEIHHO MPHHUMAEMBIX PEIICHHUH, TaK U Kaye-
CTBa MPUHUMAaEMbIX pemeHud. [Ipn 3Tom 3amada obecrieueHus pacKphITHSA JAHHBIX M 3a/1a4a YIPaBICHUS
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MH()OpPMAMOHHOH 6€301aCHOCTH AAHHBIX U NMIPOLEAYP MPHUHATHS PELICHHUS Ha OCHOBE JaHHBIX HE TOJDKHBI
BCTYTaTh B IPOTUBOPEUHE, YTO TAKIKE SIBIIACTCS OJHUM U3 ACTIEKTOB PEIICHHUS IIOCTABICHHOH B HACTOSILEM
HCCIIEZIOBAaHNH 3aJa4H.

Janee paccMoTpuM 0000IICHHBIN alTOPUTM YIIPaBICHIS MHPOPMAIMOHHOH 0€301MacHOCTHIO I 00-
pa30BaTeNbHOM OpraHU3alUy BEICIIEr0 00pa30BaHUsI HA YPOBHE JAHHBIX.

AJroputM ynpasjeHusi ”HpopManuoHHoi 0esonacHocTbio OOBO Ha ypoBHe JaHHBIX U NPH-
Mephl 3a1a4 B NMePeXOAHBIX cocTostHUsAX. /s ynpasnenus uHpopmanonHoi 6e3onacuocteio OOBO
Ha YpOBHE JaHHBIX, KaK YKa3aHO BBIIIE, KpUTHYHO YYUTBHIBATh NPOLELYpbl cOopa, 00paboTKH, XpaHEHHs
Y MICTIOJIb30BaHUS JaHHBIX C MTO3ULNI HH(POPMaMOHHON 6e30nacHoCTH. TakuMm 00pa3om, aIrOpUT™M MOKET
BBITJISZICTH CJICAYIOLIMM 00pa3oM:

1. OneHka cHUMaeMbIX MapaMeTPOB PAa3IMYHBIX MH()OPMALMOHHBIX CUCTEM, JIEHCTBHM, MPOIECCOB
U TpoLenyp, ux ¢opmara u crocoda CUUTHIBAHUS U aHAIN3a BO3MOKHOCTH IIPUMEHEHHS MEp 3alUThI
nHpopmanuu. Ha sToM ypoBHE MHTEpeceH Gopmar, crnocod cOopa JaHHBIX U BO3MOXKHOCTh aBTOMATH3H-
POBaHHOH MO0 aBTOMATHIECKOH MPOIeIyphl padOTHI C HIMU Ha JIFOOOM U3 3TaIoB.

2. AHanu3 IpOTOKOJIOB OOMEHAa TaHHBIMHE JJIS MOydeHnss nHpopMamu o crocobe mepenadu, Gpop-
MaTe JaHHBIX U 3aroJIOBKOB, CIIy>KEOHOH MH(pOpMaNnH, MPOMEXYTOUHBIX KOMMYHHUKAIIMOHHBIX YCTPOH-
ctBax. [Ipu 3TOM mepenava JaHHBIX MOXKET OBITh M HEABTOMATU3MPOBAHHOM, YTO MOJpa3yMeBacT TaKXkKe
y4eT AuarpaMMbl IIOTOKOB JaHHBIX OpraHU3alliy, 3aMHTEPECOBAHHBIX CTOPOH U MEpCOHalla, 3a1eHCTBO-
BAaHHOI'O B )KU3HCHHOM IUKJIC JaHHBIX.

3. AHanmu3 CHCTEMBI YIIPaBJICHUS XPaHCHHEM JaHHBIX U X 00paboTKoi. B GonbIIMHCTBE Ciiyuacs
peub Oynet uaru b0 o pabote ¢ daiinamu, B TOM yrcie 00JIBLIOro pa3Mepa, MO0 0 CUCTEME YIPaBICHHS
6a3amu gaHHBIX. COOTBETCTBCHHO MEpHI IO 3aIuTe HH(pOpMaIuu OyayT COCPeIOTOUCHBI b0 Ha 0e3-
OIMaCHOCTH IITATHBIX CPEACTB o6pa60T1<1/1 JAaHHBIX, 0o Ha 3alUTC YUYCTHBIX 38HI/ICCI>i, MPUBA3aHHBIX K UX
obpabotke. Takxke IOIMTyCTIMO CKBO3HOE IIH(poBaHue. JJaHHBIE, TIOyYeHHBIE OT MONb30BaTeneii B Gop-
MaTe aHKETUPOBAHUS M OIIPOCOB, TAKXKE JOJKHBI OBITh IPEIBAPUTEIEHO 00PaOOTaHBI ISl 3arpy3KH B 0a3bl
JAHHBIX, CIEOBATEIbHO, MIPOLEAYPHI MPEeR0OPaOOTKH TAKKE JOIKHBI OBITH IPOAHATH3NPOBAHBI.

4. AHanu3 nopsAaka JOCTyNa K JaHHBIM (B TOM YHCIIE JUIS IPOLIECCOB BAIUAAINH, BepH(pUKamu, co-
3aHMS U YHUYTOXKEHHS JaHHBIX). DTO MOXET OBITh 3HAYMMO KaK Ul YNPABICHUS MPHUHATHEM PEIICHHS
C TO3ULM ynpaBiieHns] HHYOPMALMOHHOM 0€30IIaCHOCTBIO ATOT'O MPOLIECcCa, TaK U JUIS U3BJICUECHHS U 00-
paboTku naHHBIX. VIMeeT 3HaueHHe HCIoNIb3yeMasl ONepallMOHHAasl CPeia, 8 TAK)Ke BO3ZMOXKHOCTH IITaTHBIX
CpPE/CTB J0CTYIA, TAKHE KaK Pe3epPBHOE KOIMPOBAHKE U 3al1Ta HHPOPMAIIUU PE3EPBHBIX KON, HCHTH-
¢ukanus v ayrenTuduKanys, muppoBaHUe TaHHbIX.

Hmxe (puc. 4) nokaszana o0mas cxema paboTel ¢ HHOOPMAIIMOHHBIMY IOTOKaMHU Ha OCHOBE yKa3aH-
HOTO 00OOIIEHHOTO AITOPUTMA.

Hacrpoiika KoH(Uryparmu u ypoBHs J10-
P CTyna K ICTOYHMKAM JIAHHBIX Y IITATHBIM
cpezncTBaM 00paboTKH

— MuHIMU3AIMS TOTTHOMOY M

— PoneBast Moznens ynpaBieHHs JOCTYIIOM
— 3ammra O0IMX PECYpcoB OT HECAHK-
LHOHUPOBAHHOTO JOCTyIHa

— Obmen wuHpopmaimeit yepes oOuue
KaHaJIbI CBSI3H

— IlpaBuia 1 IPOTOKOJIBI

— Kourtponpe nenoctHoctH 6a3bl TaHHBIX
M OTJENbHBIX 3alliCel

— Pe3epBHoe konupoBanue

Pacnipenenenne pornei, pukcanys cmcka
HCIOJIB3YEeMBIX YUETHBIX 3aImuceit

VYnpasnenue oOmumu pecypcamu  (Uc-
TMOJIb30BaHUEM OOIINX PECYPCOB)

VYmpapieHue apXMBHPOBaHHEM M aHAIH-
)| 30M TEXHOIOTHHECKNX MApAMETPOB, Mapa-
MeTpoB MH(POPMALHOHHBIX CHCTEM, ITapa-
METPOB OCHOBHBIX IIPOLIECCOB M MPOLELYP

DopmMupoBaHue MpoLeaypbl cOopa JaHHBIX
I
A 4
AcrekTsl 6e3011aCHOCTH IIPHU JAOCTYIIE K aKTyalbHBIM JaHHbIM,
PE3epBHBIM KOIHUSIM ¥ B3aHMO/ICHCTBHIO C apXHBHBIMU JaHHBIMU

Pucynox 4 — O6mast cxema paboThl ¢ HH(GOPMAIIMOHHBIMI TOTOKAMHU
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WudpopmannoHHbIe TOTOKH BHYTPH CHCTEMBI CTUMYJIHPYIOT BHEAPEHHE W KOHKPETHBIX MEp yIIpaBlie-
HUS THPOPMAIHOHHON 0€3011acCHOCTHIO HA YPOBHE YIIPABICHH HA OCHOBE NaHHBIX. CHCTEMBI YIPaBICHUS
Ha OCHOBE JaHHBIX KaK TeHEPHPYIOT COOCTBEHHBIN KOHTEKCT Mep 0e30macHOCTH (Takue KakK pa3felicHHe
TIOTOKOB, YIIpaBJeHNE KOH(OUICHINAIFHOCTHIO BBIAAYHN JAHHBIX MIIH paboTa ¢ MEeTOCTHOCTHIO COOOIICHUH
HCTOYHHKOB JTaHHBIX ), TAK ¥ YIUTHIBAIOT CYIIECTBYIOUINA KOHTEKCT MH(POPMAITHOHHON CHCTEMBI.

Ecnu yuuThIBaTh NOKa3aHHBIM BBIIIE alrOPUTM ACHCTBUM U 3aMEYaHUE OTHOCHUTENIBHO KOHTEKCTa
YPOBHS pabOTHI C JaHHBIMH, TO (OpMHpPYETCs CleayIomas cXxeMa NPUMEHEHNST KOHKPETHBIX Mep 3allUThl
JaHHBIX (pHC. 5).

ApxuEHpoEaHEe
Cromeor aHanesppy eMEDT Dapa-
TApIMATpAM, EOHTPONE Me- || oiPo b @apm.lpame fazer |
NOCTEOCTHPEECTPA AEEIY H- HAAHHEDT, J0CTY O E JaHHER B

TOE YESTHEIR ZAMTRCH

MoaezoeaTean

Kourpote
VopaensHEE Z0CTYOOM E

OrrenesHEanme DopaIEaod-
PAMIEHAT E JAHEEDS M 2H3-
Mz DPOTOEONOE ESARMO-
QeHCTERT

Jonmsae: OETE HazHa9eHE
[ONH E Z3ERCHAMOCTH OT
EDEGHETY AT BCIO ISy 2
MEDC CHCTEM H IPHMEHH-
MOTO EOHTSECTA PaboTRi ¢
JAHEEDME

Jammcw JoMEHE COOTEET-
CTECEATE MOZSNH Opomacea
H HEOONESY SMEM TapaMaT-
pau. HenoctoeTs gomesEa
EOHTPONHpOEITECT

k.

BezonmacmocTe B aganm: OapamMeTpoE OEPEECIHTEI‘.IBBCIIO opomecca

Fomtpon: nenoctrOCTR CO-

ApTopHzaUNA, HISHTHPHES-
OHT B 3y TeETHEREITHS
Poneeas mogene gocTyma
JamumreHmEEdT IOCTY I E 3a-

QD meHEER
Fomtpon: aocrassm cood-
meERR
Fomtpon: cnocoba ® MacT

SneETpOHHEAS DOITACE HITH
HHOH HAsHTHGHEITOD Oma-
PATOPA, ESAMMOIEHCTEY 5o
mara ¢ CHeTeMo i nHne
JAHHEDME

NpaHeHES JaHEEN
Aa7aM H DapaMeTpaM F

JamemeHEEm BHTEp R
pazpadoTIEEL
BzaruogeficTER: © OPHEH-
AETHPOEAHHEDME 00 TE30EI-
TemIME
Jamumrenwmest APT

OnmerEa EOETEECTA H 0OCTOIHILT

Eortpon: Omzmec-nponsc-
- cOE

PaccnegoEamma BOSMOEHEER.
HEOEASHTOE

PearupoEaHes Ha 0TENOHE-
HEH DapaMeTpoE

Pucynok 5 — Ynpasnenue nHpOpMaIMOHHON 6€30IaCHOCTBIO P PaboTe ¢ YPOBHEM JTaHHBIX (MEpHI 3aIUThI)

[Ipu aTOM HET rapaHTHii, YTO U3MEHEHHS HHPOPMAITHOHHON HH(YPACTPYKTYPHI H/HITH OpraHU3aI[HOH-
HBIX MPOIIECCOB HE MPUBEAYT K M3MEHCHHAM B Clloe JaHHBIX. Ha camMom nene mpu QyHKIIMOHHPOBAHUT
0001 HHPOPMALIMOHHOW CHCTEMBI, U HH(POPMAIIMOHHBIE CHCTEMBI PACCMaTPUBAEMOTO B UCCIICIOBAHUH
TUTIA HE UCKITIOYCHUE, TPpeOyeTCsl Ha TOCTOSTHHOW OCHOBE OTCJICKUBATH TMHAMUKY N3MEHEHHH Kak 0a30BOM
OCHOBBI CHCTEMBI, TaK ¥ KOHTEKCTa €€ IPUMEHEHHUSI.

Hmxe (tabi. 3) nmpuBOAMTCS MPUMEP TAKOTO IEPEXOJHOTO COCTOSHUS, BO3HUKAIOIIETO B Ipoliecce
W3MEHEeHNH cucTeMbl. /I HOCTPOSHNST MOJIENHN TEepe]l pacueTOM NMEePEXOIHBIX COCTOSHHUM I1es1eco00pa3Ho
YYUTBHIBATh KOHTPOJBHBIE HCITBITAHHS MM OIBIT PEaIN3aIliy MPOIECCOB C yIETOM BPEMEHH BBHITIOJIHEHNS;
obecrieynBaTh aBTOHOMHOCTH BBIITOJTHEHHS 3a7jad. B gacTHOCTH, BO3MOXKHO 3apaHee MpeayCcMOTPeTh 1y0-
JMPOBAHNE WIIH MAPaJUICIbHOE BHIIOJIHEHHE OTACIBHBIX 33a7a4, Pe3epPBUPOBAHUE PECYPCOB.

[lepexoHbIe COCTOSHUS PA3IMYHOTO THIIA, & TAKXKE YPOBEHb 3HAaHUH KaK ypOBEHb MOJIEJIN HHOpMa-
IIMOHHOW 0€3011aCHOCTH, a TaKk)Ke 0000MIaonIe TpeOOBaHMS JUIsl Pa3INYHBIX YPOBHEH JIOIKHBI OBITH pac-
CMOTpPEHBI OTAEIbHO. TeM He MeHee, UCXOs1 U3 IOCTAaBIEHHOM 3a1aul, ATl ypOBHsI yIIpaBJI€HHs! JAHHBIMU
(¥ B 11€710M CJI0s1 JAaHHBIX) BO3MOXHO ITOCTPOEHHE TAKOH MPOIIECCHON MO/ENH, KOTopasi OyJeT YUUThIBaTh
OCHOBHbIE TPEeOOBaHMS YNpaBleHUs] OE30MIaCHOCTH M BMECTE C TEM PACIIMPSTH IIOHUMaHUE H3Y4aeMOTo
o6bekTa. OTIENBHBIM BOIPOCOM SIBIISIETCSl HATUYHME CTAOWIIBHBIX COCTOSHUM TakoW Mojenu (C ydeToM
CII0eB HHPACTPYKTYPHI, JAHHBIX M OPTaHU3AIIMOHHBIX IPOIIECCOB), a TAK)KE CTAOMIIBHBIX COCTOSHUI pac-
IIMPEHHOM, YEeTHIPEXYPOBHEBOW MOJIEIH, C YIETOM JOMOJHUTEIBHOTO CJI0S YIPABICHHS 3HAHUSIMI.
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Tabmuma 3 — [pumeps! 3a1a4 ynpaBieHHsS HHOOPMAITMOHHOM 0e301MacHOCTHIO B TIEPEXOIHBIX COCTOSHHIX
CHCTEMBI

Bo3moxknocTh Bo3moxknocTh Bo3smoxknocTh
3agaqa MOJIeTMPOBAHHS BpeMeHH! ¢dopmanmm3anuu npomecca NPUBSI3KH
nepexoga nepexoja K CMEKHBIM 3a/1a4aM
Buenpenue
AP . IMomzamaun (mpumep):
AHATHTHHECCKOH Tloxzamaun (mpumep): IMomzamaun (mpumep): npasinenue b
CHUCTEMBI MOHUTOPHHIA PHMED): PuMED): yrp
pacuer BpeMeHH MOJIETHPOBAHHE TPOIIECCOB MIPU CO3J]aHUU
U aHaJM3a DUQPPOBBIX
Bepu(UKaLUN JaHHBIX ynpasJieHus TpeOOBaHUAMHU IUPPOBBIX

CJICI0B 06y‘laIOH.I€1"OC${,

JIBOMHUKOB [2]
COTPYIHUKA, YYCHOTO

3akiouenue. VccnenoBaHue cocpeoToueHO Ha (GOPMHUPOBAHHY NPUTOJHBIX B MPAKTHKE PEKOMEH-
JIalnii 0 MOCTPOECHUIO MPOLIECCHONW MOJIENM yIpaBiIeHUst HHOOPMAaMOHHOH 0€30MacHOCTH, YIUTHIBAIO-
el KaK TpaJMIMOHHBIE pacCMaTpHBaEMble YPOBHHU YIPaBICHUs MHPPACTPYKTYpoil MH(POPMAIMOHHON
CHCTEMBI M YIIPaBJICHHS OPraHU3alMOHHBIMHY MIPOIIECCAMH, TAK M HOBBIC, PACIIMPSIONINE MOJIENb YPOBCHbB-
JAHHBIX, PACCMOTPEHHBIN B HacToALIEH paboTe, M ypOBEHb 3HAHHH.

[Tono6HOE pacmMpeHne MOXKET OBITH TIOJIE3HO NTPH Pa3BEPTHIBAHNY PA3HBIX THIIOB SKCIIEPTHBIX U CO-
BETYIOIMX CHCTEM, CHCTEM MOJEPKKH MPUHSITUS PEIICHUH, CHTYallMOHHBIX LICHTPOB M OCOOEHHO MHTE-
PECHO 17151 33/1a4 NIEPEXOJHBIX COCTOSHNH, KOTOPHIE BO3MOXKHO PACCMOTPETH B OTAEIBHBIX HCCIICTOBAHMUSIX.
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B naHHOH paboTe MPUBOIATCS Pe3yNbTaThl HCCICIOBAHUH METOZ0B CHHXPOHH3ALMU TeHEPATOPOB CIIyTHUKOBBIX
CHCTEM PaJMOIOKAIMOHHOTO MOHHTOPUHTA 3eMId, KOTOpbIe paboTaroT B OMCTATHYECKOM PeXKHUME. ABTOPOM PaccMOT-
PEHBI yCIIOBUS I oOecriedeHnst paboTOCIIOCOOHOCTH CUCTEMBI CHHXPOHHM3AINK Pa3HECEHHBIX TEHEPAaTOPOB, a TAKKE
OLICHEHO BIIMSTHHE JIOTIOJIHUTEIBHBIX (hJaKTOPOB HA TOYHOCTH M3MepeHus (a3bl, pa3paboTaHa CTPYKTypHas cxeMma (pa3oBoi
CHHXPOHH3ALHH C aMIUIUTYJHO-MOIYJIMPOBAHHBIM CUTHAIOM. B nccnenoBanuy aBTop AenaeT BBIBOJ O TOM, 4YTO 3 dek-
THBHOCTb PAabOTHI CHCTEMBI CHHXPOHH3AIMK OyaeT O0JIbIle, eCIIM HCIIOIb30BaTh TPEXYACTOTHYIO CXEMY, IPEUMYIIECTBa
KOTOPOH 3aKJII0YAIOTCS B MTOBBILICHUN PA3BA3KH CHTHAJIOB, IIEPEaBacMbIX B IPOTHUBOIIOIOKHBIX HAIPABICHUSX, H 00ec-
HEYCHHUH BHICOKOTO YPOBHS CHHXPOHH3AIMH B PA3HECEHHBIX CHCTEMaX IIPU MPOCTHIX aIrOpUTMax 00pabOTKU CHTHAJIOB.
OrMeyaercsi, 4TO CYIIECTBEHHBIM HEJOCTATKOM IIPEIUIOKEHHOH CXEMBI ¢ CHTHAIaMH 0aJaHCHOI aMILTHTYTHOM MOIYJIs-
11K sBIsieTcst paboTa (ha3oBOro JETeKTopa Ha BBICOKOH dacToTe. B HacTOAMIMI MOMEHT NPOBOIATCS pabOThI O HOUCKY
BO3MOJKHBIX BAPUAHTOB YCTPaHEHUs JaHHOTO HEJJOCTATKA.

KunioueBsbie ci10Ba: (a3oBasi CHHXpOHHU3ALMS, CHCTEMa MOHUTOPHHTA 3€MIIH, METOABI CHHXPOHU3ALUH
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This paper presents the results of the research on the synchronization method of satellite systems for Earth radar
monitoring operating in the bistatic mode. The conditions for ensuring the operability of a synchronization system for
spaced generators are considered, the influence of additional factors on the accuracy of phase measurement is estimated,
a block diagram of phase synchronization with amplitude modulated signals has been developed. In the study, the
author concludes that the efficiency of the synchronization system will be greater if a three-frequency scheme is used,
the advantages of which are to increase the isolation of signals transmitted in opposite directions and provide a high
level of synchronization in diversity systems with simple signal processing algorithms. It is noted that a significant
drawback of the proposed scheme with the BAM signal is the operation of the phase detector at a high frequency.
Currently, work is underway to find possible ways to eliminate this shortcoming.

Keywords: phase synchronization, Earth monitoring system, synchronization methods

Beenenne. OcoOCHHOCTBIO MOZYJISI CHHXPOHM3AIMM KocMmuueckux anmaparoB (KA) madopmanu-
OHHO-HU3MEPUTENIBHBIX U YIPABIAIOIMINX CUCTEM KOCMUYECKOTO MOHHUTOPUHTA 3¢MHOM TOBEPXHOCTH SIBJISI-
I0TCS OOJBIINE PACCTOSHUS MEXKAY HHUMH M HEIPEPHIBHOE M3MEPEHHE MOJIOKEHHS B IPOCTPAHCTBE,
4TO 00YCJIOBJIMBAET HEOOXOIMMOCTh MCIOIb30BaHMs NIMPOKUX (ChepriecKux) auarpamm HarpaBIeHHO-
CTH aHTCHH, IPUBOASAIINX K 3HAUNTEIHHOMY OCIa0JICHHIO CUTHAJIOB TP PaclpoCcTpaHEHUH. JTa 0COOCH-
HOCTb CUCTEM CHHXPOHHU3ALIUU HEJOCTATOYHO UCCleJ0BaHa ydeHbIMU [7—10].

B crarbe mpuBeneHBI Pe3yNbTATH OLEHKU (PAa30BBIX OMIMOOK B CHCTEME CHHXPOHH3ALHUH C YIETOM
W3MEHEHHUS YPOBHS CUTHANA OT PACCTOSIHUSA MEXYy KOCMHUYSCKIMH alapaTaMu, YTO MO3BOJISET OL[CHUTh
XapaKTEePUCTHUKN BEIOPAaHHOTO METO/Ia CHHXPOHHU3AINH U BHIOPATh ONTHMAaIbHbIE TAPAMETPHI CHCTEMBI.

AHAU3 XapaKTePUCTHK CYLIECTBYIOIINX METO0B CHHXPOHU3auM. [Ipy UCTIONb30BaHIM OJHO-
YaCTOTHOM CHHXPOHHM3AIMHU (CXeMa KOTOpOH IMOKa3aHa Ha PHUCYHKE 1) IEHTpanbHBIH KOCMHUYECKHH arma-
part (LIKA) HenpeprIBHO mepenaét rapMOHIHYESCKIH CUTHAII HECYIEeH 9acTOTHI:

U, (1) =U,, cos(ayt +,).- 6]
Y nanéunsiii kocmuueckuii anmnapar (YKA) npuHuUMaeT CHUrHai U ¢ MOMOLIBIO CHCTeMBI (ha30BOil aB-

TOTIO/ICTPOMKH YacTOTHI IOJICTPaNBACT CBOW OIIOPHBIN TeHepaTop Ha 9acToTy U ¢a3y LIKA, a 3atem mepe-
JaéT ero Ha neHTpaidbHb KA [5].

IenTpanpHbIii Biaok VYV nanéunbrii book

| o

®
=

-
\J

4

Pucynok 1 — Cxema omHovacToTHOU (hazoBoii cuuxponusamun: OJ] — ¢aszoseiii aerektop; F — ¢wunstp; TVH —
TEHEPAaTOop, YIPaBIAEMBbIi HANPSHKEHUEM

3a BpeMsi BBIIICOMMCAHHOTO IUKIIA «ITPUEM-TIEpEIauay BO3MOKHBI U3MEHEHHS YaCTOTHI U (ha3bl OMop-
Horo reHeparopa LIKA n nsmenenue ¢as3sl pu pacpoCTpaHEHUN W3ITyYCHHMs, IO3TOMY Ha BXOJ MPUEM-
HUKa 1eHTpansHoro KA mocrymaer cursan ot YKA, a Taxoke CUTHAN, MPOXOASIINN Ha BXOJ MPUEMHHIKA
yepe3 HenJealbHbIH (GeppUTOBBIA IUPKYIATOP:

U, (@)=U,K, cos(a)ot + @, ) +U,K(R) cos(a)ot +,+9, ) )
rae K, — kod¢¢uimenT nepeaun onopHoOro curuana yepes uupkyisrop; K(R) — ymensmenue amrim-

TyIBI CUTHAJIa TIPY PacIpOCTPAHEHWH B IMPOCTPAHCTBE HAa PACCTOSHUM R, KOTOpoe MpHOIMKEHHO MOXKET
OBITH pacCYMTAHO 110 YPABHEHHIO HJICAJIBHON pajinoIiepeiaun:

DDA _ 4
1672 R? ¢

rIe Dl 5 D2 — K03 GUITMEHTHI HAPABICHHOTO ACHCTBHUS aHTEeHH cucTeMbl cuaxpoHm3anun [IKA u YKA;

K(R) = ; )

A — JIMHA BOJHBI W3Iy4eHUs; B — dasoBas MOCTOSIHHAs paCIPOCTPAHEHNUs BOHBL, (@, — (ha3a OMOPHOro

curnaina YKA.
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Da30Bblit MHOKHTETD € " 3aBHCHT OT paccrostans Mexay LIKA u YKA u paccuntsiBaeTcs Ha oc-
HOBE TOYHOT'O ONpeesIeHHsT paccTosiHUS Mexay KA, 4To mo3Bosisier B ganbHeHIeM 3ToT (ha30BbIid CABUT
He YYHTHIBaTh. Tak, HapuMep, B CUCTEME AUCTAHIIMOHHOTO 30HI1poBanus 3emin TerraSar nucronb3yercs
NpeHU3MOHHAas ONTHYECKast CUCTEMa U3MEPEHHs pacCTOsTHUS MexXay KA U JI0MOHUTENIFHOE ONTHYECKOe
U3MEpEeHNE PACcCTOSHUSA 10 OTIOPHOTO reocranuonapHoro KA ¢ Tounoctsio 10 1 mum [4].

Curnan mocie ¢azoBoro gerekrupoBanus B LIKA onpeznemnsercs CleAyIOINM BEIPAKECHACM:

. DDA 7. .
U, (1) = 0,5U, K, sin( 2a,t) +0,5U, E%%FEMQ%LM%}%m¢J. @)
- y
[Tocne punbTpanuy BTopoi rapMOHUKH (POPMHUPYETCSI OJIE3HBIH CUTHA:
DD, 7
U@®)=U,,|—%=sinep, . (5)
o) V3R

ITockonmbKy NpH pacIpoCTpaHEHUH CHI'HANA €r0 aMIUINTYyJa 3HAYUTENbHO CHIDKAETCs, HE0O0XOIMMO
OLICHUTH OTHOIICHHE CUI'HAI — IIyM Ha BBIXO/E IE€TEKTOPA.

C y4éTOM TEIJIOBBIX LIYMOB:
U, =+ o, =~4kTAF , (6)

rie k — nocrosunas bonbimana; T — abcomoTthas Temneparypa; AF — mupuHa nmonockl, OTHOLIEHHE CUT-
HaJl — IIyM Ha BbIXOZe ()a30BOTO IETEKTOPA COCTABUT:

2 2
U2D,D,/
—S
2p2
1287 R°kTAF
Ha pucyHke 2 npuBeJeHbl pe3yJIbTaThl PacuéTa 3aBUCUMOCTH OTHOILEHMSI CUT'HANI — IIIyM OT pPaccTo-

suust Mexxay KA B b Ha BbIxoJie (ha30BOT0 JeTEKTOpa OJHOYACTOTHOM CHCTEMBI CHHXPOHH3AIH TapMO-
HUYECKUM CUTHAJIOM.

S/N = ne, | (7)
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PucyHok 2 — 3aBUCHMOCTb OTHOIIICHHS CUTHAJ — ITyM B 1b Ha BEIX0oze (pa30BOro AeTeKTOpa 0JJHOYaCTOTHOM
CUCTEMBI CHHXPOHM3ALIUU OT paccTOosIHAA MexIy KA

Pe3ynbraThl 1OKa3bIBAIOT, YTO M3-32 HEOOXOJMMOCTH OOEeCreueH s MIMPOKOI JuarpaMMbl Harpas-
JICHHOCTH W CHJIBHOTO YMEHBIIEHHS aMIUIUTYAbI BOJHBI IIPH PACIPOCTPAHEHHUH IEepeaBaeMbIii CHTHAT
CHJIBHO 3aTyXaeT, OHAKO OTHOIICHNE CUTHAJI-IIYM JJIsl BHYTPEHHUX ITYMOB OCTAa&TCS JOCTATOYHBIM ISt
o0ecrieueHns MabIX 3HAYCHUH TpeIeTIbHOM MOTPenTHOCTH n3MepeHus ¢assl [1]:

2
o2 =1/(S/N). (8)

?
OnHako Ha MaKCUMAIBHON HAbHOCTH MpeAeNbHas AUCTIEPCUsT U3MepeHus (a3bl MPUOIH3UTEILHO

2 5
paBHa O, = 107, uro gna cpennero kBagpatwunoro otkioHenus (CKO) ¢asel cocTaBiseT mopsika
0,2 rpagyca, 1 MakcHMalbHas (ha3oBas OMIMOKa MOXET COCTaBIIATH Ooinee 0,5 rpamgyca.

BropeiM HeraTuBHBIM (DAKTOPOM SBIIICTCS IMPOXOXKICHUE HA BXOJ MPHEMHUKA Yepe3 LUPKYIATOP
OIOPHOTO CHTHAJA, KOTOPHIH M0 aMIDIUTYIE CYIIECTBEHHO npeBbimaeT curHan YKA, npuuém ¢aser cur-

HaJIOB B (1)a3OBOM JACTEKTOPE U HA BXOAC MOTYT OTJIMYATBHCA. 910 OPpUBOJUT K )IOHOHHHTCHLHOﬁ (1).’:130B01>i
OIHI/I6KC, KOTOpas MOXCT OBITH OLICHCHA M3 BbIPAKCHUS:
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A@(R) = ¢ —arctan K(R)sin( ¢) > (€)]

K1+ K(R)cos(p)
K

c

rre ¢ — daza curnana ynanéunoro KA.
Ha pucynke 3 npuBeieHbI pe3yibTaThl pacuéra JaHHOH (a30Boil OMIHOKH.
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Pucynok 3 — Pesynbrarsl pacuéra ¢a3oBoil oUIMOKH, BO3HUKAIOMICH H3-3a MPOXOKACHHUS OMOPHOTO CHI'HAIa 4epes3
LUPKYJIATOP

Kak BumHO U3 pucyHKa 3, y’Ke Ha MaJIbIX PACCTOSIHUSAX OIINOKA CTAHOBUTCS HEAOIyCTUMOIL. Beé€ aTo
MOKA3bIBACT HETIPUTOJHOCTH OJTHOYACTOTHBIX CHCTEM AJISI CHHXPOHHU3AINN KOCMHUYECKHX aIapaToB.

Ecnm curnan rapMOHHYECKOH TOMEXH HMEET CIIydaiHylo a3y, pacipenenéHHyIo 110 paBHOBEPOSIT-
HOMY 3aKOHY @y, TO TIPH BRIYHACICHUSIX TI0 METOINKE, TIpeUIoskeHHOH B padote B.b. [lectpskona [5] mioT-
HOCTb BEPOSITHOCTH OTKJIOHEHUsI pe3yJIbTHPYIOIIei (asbl @p OT n3MepsieMoi OyAeT OnpenensiThes Cleay-
IOIIMMHU BBIPOKCHUSAMHU:

COS
p@,)= ) ; Yu ; (10)
7 | —sin’ 0
U, ()
ple )=i+ cos(ey) Yy, (11)
Y 2 U U,

2 U” —sm2(¢p)

0
rae U, — ammmryzna nomexu; U, — amruryna n3mMepsieMoro cursana.

[NomyueHHbIe BEIpaXKeHHs TO3BOJLIIOT paccunTaTh puctepento 1 CKO m3mepenus ¢assl B 3TOM cirydae:

Va
2 2
-
Ha pucynke 4 mpuBeneHBI pe3yibTaThl pacuéTa BIMSHUS FAPMOHHYECKOW MOMEXH CO CITydaiHON
(azoit Ha CKO oTkioHeHH (a3bl IpU H3MEPEHISX.
PesynbraTe! pacuéra nmoka3siBaroT, uto i noiaydeHuss CKO oTkinoHeHHs (ha3bl IPH H3MEPEHUIX HE

Boltee IeCsTHIX JI0Ieil IPagyca OTHOCHTEBHBII yPOBEHb CHIHAJA TIOMEXH He J0JDKEH mpeBbimars 5-107
T.€. COOTHOIICHUE CHT'HAJ — IoMexa (1o MomHocTH) Tpedyercs 6onee 46 nb. [Ipu cpaBHUMBIX YPOBHSIX
curHaia (1 rem 6oJee, IpU NPEBBINICHUH TOMEXH HaJl CHTHAJIOM) H3MEPEHHSI HEBO3MOJKHBI.

[IpoBenénHOE HccIenOBaHUE MOKA3AI0, YTO JUIsl oOecnedeHns: paboTocIIoCOOHOCTH CHCTEMBI CHH-
XPOHH3AIUU HEOOX0IUMO 0OecIieunTh OpToroHabHOCTh curHanoB LIKA u VKA. ObecnieueHue oproro-
HaJIbHOCTH IPSIMOTO M 0OPaTHOTO CUTHAJIOB B CHCTEME BO3MOJKHO alIapaTHBIM METOAOM (MCIIONb3Ys LIHUP-
KyJISITOP), YaCTOTHBIM (IIPH Pa3JeJIeHUH 4acTOT IPSIMOTO U 0OpPaTHOTO KaHAJIOB), BDEMEHHBIM (CHUTHAJIbI
HepeslaoTCs B HECOBIA/IAI0IINE MOMEHTBI BpEMEHH), @ TAKXKe OIS pU3AMOHHBIMU MeToamu. [lonsipu3a-
IIUOHHBIN METO B JAHHOM ClTydae HempuMeHnM, TockoibKy LIKA 1 YKA nepememaioTcst B mpoCTpaHCTBE
1 MEHSIOT OPHEHTAIIHIO.
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Pucynok 4 — Pe3ynpraTsl pacuéra BIUSHAS TAPMOHUIECKON TIOMEXH cO ciydaitHoil dazoit Ha CKO oTknoneHus ha3sl
HPU U3MEPEHHUSIX

Mopepun3anus IByX4acTOTHOI0 MeTOAa CHHXPOHM3aumuu. [IpocTedmmM BapHaHTOM pEUICHUS
poOJIEMBI SIBJISIETCS UCTIOJIB30BaHKME YaCTOTHOM OPTOrOHAJIBHOCTH, KOTOPasi MOXKET OBITh PeaIN30BaHa ye-
pe3 ABYX4acTOTHYIO cxeMy [6, 7]. IIpu ucnoiap30BaHUM JBYXUAaCTOTHON CXEMBI MCIOIB3YIOTCS ABE pas-
JUYHBIE 4acTOThl: ofHa — s nepenaun ot LIKA k YKA, Bropas — ans nepenaun ot YKA k KA.
HeoOxonnmas pa3Bsizka KaHajIoB 00ECIIeUNBACTCS JIMHEIHBIMU YaCTOTHBIMU (DHIIBTPAMHU.

O1eHUTh YPOBEHb BHOCHMOM (ha30BOM OIIMOKM M3-3a IPOXOXKAEHHUS OMOPHOTO CHUIHAJa MOXHO
M0 paHee MOIy4eHHOMY BBIPaKEHHIO, B KOTOPOM KoddduuneHT K¢ yIuThIBaeT JOMOIHUTENBHOE TOaB-
JICHWE CHTHAJIa YaCTOTHBIM (QHIBTPOM

K(R)sin( ¢) , (13)
K(R)cos(p)

K K,
[Ipun peanmzayy AByX4acTOTHBIX CHCTEM BO3HHKAIOT MPOOJIEMBI C CO3/IaHUEM JIBYXYAaCTOTHBIX KaHa-
JI0B (TIPSIMOTO X 0OPaTHOTO), pabOTAFOIINX HA PA3IMYHBIX YACTOTAX, HO CBSA3aHHBIX MO (a3e (KOTepEeHTHBIX).
Jnist penienust yka3aHHOH ITpoOIeMBbl Ipeu1araeTcsi MOJISpPHHU3ALMS ABYXIaCTOTHOTO METO/a, 3aKJII0-
Yaronascs B OPMHUPOBAHUHN JIBYX YAaCTOT JJISI IPSIMOTO M OOPAaTHOTO KaHAIOB METOIOM OaJlaHCHOH am-
wnTy oM Moaysatun (BAM):
Uy ) =U, cos(a,t +6,)cos(w,t+0,) =

A@(R) = ¢ —arctan
KK, 1+

, (14
:%COS[(COO +60m)t+90 +9m]+%005[(a)0 -, )t+90 _e'”] )

rae C()O — HeCyllas 4aCToTa, a)m — 4aCcTOTa MOAYJIAIUH, 90 N 9m — (1)33];1 COOTBETCTBCHHO Hecymel‘/'l u MO-

JyIUPYIOLIEH 4acToT.

[Ipennaraemslii METOJ y>k€ TIOAPOOHO ONHMCAH aBTOPOM HACTOSAIIEH cTaTbu B paboTe, MOCBAIIEHHOM
CXEME CHUHXPOHM3alUU C aMIUIUTYIHO-MOJYJUPOBAHHBIM CUTHAJIOM AJIS PACHpPEACICHHBIX T€HEPATOPOB
B CIIyTHHKOBBIX CHCTeMax [2, 3], M oTIHYaeTcs MpOCTOTOH peann3anuy 1 KOHTPOIMPYEMOCTBIO CIIBUTA MX
(ha3. YacToTa MOIYISIIIAH OTIPEIEISIETCS BO3SMOXKXHOCTHIO ITOTYdEHHUS TPeOyeMOoro Mo JaBIeHUs BTOPOTO Ka-
HaJla ¥ MOKET BEIOMPATHCS (B 3aBUCHMOCTH OT HeCyIei) OT eAMHUI] 10 AECATKOB Merarepil.

Pa3pab6oTka cTPYKTYpHOii cxeMbl cucTeMbl cuHXpoHu3auun ¢ BAM-curnanom. Ha pucynke 5
MpeCTaBICHA CTPYKTYpHAs CXeMa CUCTEMBI (ha30BOi CHHXpOHM3auu ¢ BAM-curaaiom.



124 CASPIAN JOURNAL: Control and High Technologies, 2022, 4 (60)

LleHTpanbHbIN Bbixon
6ok CUHXPOHM3aLMN
Fi FB /
leHepaTop X/
MoAyNALUK S,
FN
OnopHbIi PazoBbIi BanaHcHbIn Yeunutens X YT AHTEHHa
reHeparop moaynsaTop MOAyNATOp MOLLHOCTH X Y B CUHXPOHM3aLMK
I —
FC
®azoBbIi Manowymawmi A
OHY N
AeTeKTop ycunutens N/
YAanéHHbIn FB
A 6 A
/IOK e/
2FC EN
[enutens % KorepeHTHbIM Q\/ T AHTEHHa
«— | l—| le—]| Lt
Bbixoa 4acToTbl Ha 2 N AeTeKTop X I B CUHXPOHW3aLMK
CUHXPOHW3aLMK 5
2Y
N FC

Pucynok 3 — CtpykTypHas cxema CUCTeMbI CMHXpoHM3auu ¢ BAM-curnanom

[Ipennaraemast aBTOPOM CHCTEMa CHHXpOHH3aIMH ¢ BAM-curuaizom paboTaeT clie AyronmM 00pazoM.

1. OnopHas yactota cunxponusanun FC 3amaércs onmopHbIM reHeparopoM. dasza 3TOro curHaia Mo-
JKET perynupoBathbes (azoBbIM MoAyIsiTopoM. Jlist opMHUpOBaHHUS ABYX CBSI3aHHBIX YaCTOT OMOpPHAs Ya-
CTOTa MOJYJIHpYETCsl B 0aJlaHCHOM MOAYJIsiTope yactotoi FM, B pe3ysbrare uero (opMUpPYIOTCS] BEPXHSIS
FB u mwkusis FN OokoBbie dacToThl. [locie ycuiieHHs 3TOT CUrHaN mepenaércs Ha yHAaaCHHBIA OJIOK.
Hab6op ¢unbrpoB Ha wactotsl FC, FB n FN obecnieunBaer 4acTOTHOE MYJIBTUILIEKCHPOBAHUE — JIEMYJIb-
TUIUIEKCUPOBAHHUE CUTHAJIOB.

2. CurHai, NpUHATHIN yOan€HHBIM OJIOKOM, COJEPKUT BEPXHIOIO M HIKHIOI OOKOBBIE yacToTHl FB
u FN. B xorepeHTHOM JeTeKTOpe Mocie mpeodpa3oBanus popmupyercs cymmapaas dacrora 2FC u pas-
HocTHas yactota FM. Ilocie ¢uipTpanum yactota CUTHaila JEIUTCS HA /1Ba, W TIPH 3TOM (OpMHUpYETCs
YyacToTa CHHXpOHHM3aluK ynanéaHoro 0noka. Kpome Toro, 3ta gacrora nepeaéresi B IEHTPAIBHBIH OJIOK.

3. CurnanbHas yactora FC B ieHTpaibHOM OJIOKE yCHIIMBAETCS U ITOCTYIIAeT Ha (ha30BbIH AETEKTOP,
I7Ie CPaBHUBACTCA C TEKYIIEH YacTOTOH IeHTpasIbHOTO Os10Ka. CHTHAII paccoryiacoBaHus yIpasisieT (azo-
BBIM MOJIYJISITOPOM, KOTOPBIH ycTpaHsieT (a3zoBoe pazinure (a3 HeHTPAIBHOTO U YAAIEHHOTO OJIOKOB.

IIpennaraemas cxema siBJIsieTCS TPEXUACTOTHOM, UTO MO3BOJISIET MOBBICUTH PA3BsI3Ky CUTHANIOB, Iepe-
JTaBa€MbIX B IPOTHBOTIONOXKHBIX HAIIPABICHUAX, 00€CIIEUUTh BRICOKUN YPOBEHb CHHXPOHU3AIUH B pa3He-
CEHHBIX CHCTEMax IPH MPOCTHIX AITOPUTMax 00pabOTKH CUTHAJIOB.

3akaiouyeHue. JpGHeKTHBHOCTh pabOThI CUCTEMBI CHHXPOHHM3aIMUU OyneT OoJbIle, €CIM MCIONb30-
BaTh TPEXYACTOTHYIO cxeMy. [IpenmyniecTBa Takoi CXEMBbI 3aKIOYAIOTCS B MOBBIIIEHUH Pa3BA3KH CUTHA-
JIOB, MIepeIaBacMbIX B IPOTHUBOIOJIOKHBIX HAPABJICHUSAX U 00ECIIEYCHUH BEICOKOTO YPOBHS CHHXPOHHU3a-
IIMM B pa3HECEHHBIX CHCTEMaX IPH MPOCTHIX AJITOPUTMaX 00pabOTKM CUTHAJIOB.

Henocrarkom npezsoxenHoi cxembl ¢ BAM-curnanom siBisiercs padota (pa3oBOro IeTeKTopa Ha BbI-
COKOIf 4acToTe, 4TO 3aTpyIHsIeT oOecrieueHre BEICOKOH TOYHOCTH U3MEpeHUs (a3bl U OTpaHUIMBaET pado-
YYI0 4YaCTOTY CUCTEMbI CUHXPOHHU3ALHH.

B HacTosmIMit MOMEHT IPOBOASTCS pabOTHI IO MTOMCKY BO3MOXKHBIX BAPHAHTOB YCTPAHEHHUS TaHHOTO
HenmocTaTka. OZHUM M3 BO3MOXKHBIX ITyTeH SIBIISIETCS MCIIONB30BAaHUE CHENHANTBHOTO YaCTOTHOTO KaHajia
CHHXPOHM3AINHU CO CTICHATH3NPOBAaHHBIMHA AHTEHHBIMU CHCTEMaMHU.
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IIPABHAA [ASI ABTOPOB

1. B xypHane myOIUKYIOTCS MaTepHalbl Ha aHTJIMHCKOM U PYCCKOM SI3bIKaX IO TeMaTHKE, COOTBETCTBYIONIEH YTBEpKACH-
HBIM JUIS XKypHaJla OTPaciisiM HayK, TPpyIIaM ClenHanbHOCTel.

2. B crnmcok coaBTOpoB paboT BKIIIOYAIOTCS TOJIBKO T€ JIMIA, KOTOpble BHECIH TBOPUECKHH BKJIaJ B OATOTOBKY IIPEACTaB-
JIEHHBIX MaTepuaioB. JInmaM, oka3aBIIMM TOJIBKO TEXHUYECKYIO TIOMOIIb, MOXKHO BBIPA3HUTh 0JaroJapHOCTh B KOHIIE cTaThi. OauH
4eJIOBEK MOXET ObITh aBTOPOM (COaBTOPOM) He Oosiee ueM ABYX CTaTeil B OHOM HOMEpPE XKypHaia, IPHYeM €HHCTBEHHBIM aBTOPOM
OH MOYKET OBITH TOJILKO B OJHOI CTaThe.

3. OObeM myOnuKaruii sl HAyIHBIX CTaTel JODKEH OBITh He MeHee 8 CTPaHWIl, a KOIMYECTBO HCTOYHUKOB B OHOIHOrpa-
(uyeckoM crucke (CIHCKe TUTepaTypbl) — He MeHee 10 mo3urmit.

4. ConeprxaHue KaXIOW CTaThbH JOJDKHO BKIIOUATH cieqyromue sneMenTsl: Y IK; Ha3BaHue cTaThH; CBEICHUs 00 aBTOPax,
BKJIIOYAst ©X MECTO PabOTHI, HOKHOCTB, afpec dIEKTPOHHOM MOYTHL, aHHOTAIHI0 00beMoM oT 100 mo 250 ciioB, KiItoYeBbIe cI0Ba
(ot 9 o 13); rpaduuecKyi0 aHHOTALMIO, OTPAKAIOIIYIO COACPIKAHUE CTAThH; HA3BaHHE CTAThH, CBEACHUS 00 aBTOpaX, aHHOTALHIO
U KJIIOUEBbIE CJIOBA HAa aHTIMHCKOM sI3bIKE (1711 aHIVIOSI3bIYHBIX CTaTel — Ha PyCCKOM SA3BIKE); BBECHUE — OHO JOJKHO 3aKaHYUBATHCS
(hopMyIHPOBKOH 11e1H paboTH! B IBHOH (OpMe; COOCTBEHHO TEKCT CTAThH — OUYEHb JKeIaTeNNbHa ero CerMEHTAIHs Ha Pa3Jelibl, HMe-
IOIIME COIEPIKATENIbHBIE 3aT0JIOBKU; BHIBOIBI MIIH 3aK/IIOYEHUE (JOJKHBI COOTBETCTBOBATh (POPMYJIUPOBKE LIEIH CTAThH).

5. JIs pycCKOSI3BIMHBIX CTATEH MIPUBOIUTCS ABA OUOIHOrpadMuecKiX CIIMCKA: Ha S3bIKE OPUTHHAJIA CTAThH; CIIUCOK C TPAHC-
JHTepalrel pycCKOSI3bIMHBIX HCTOYHUKOB Ha JTaTHHUITY U (JOIOIHUTEIHHO) IIPUBECHUEM B KBaIPaTHBIX CKOOKAX IIEPEBOJIOB HA3Ba-
HMH cTaTell 1 Ha3BaHUH NCTOYHHKOB HA aHITIMICKUH S3bIK.

B «pycckosn3praHOMY 6uOIHOrpaduueckoM Crucke (CIUCKE JTUTEPaTyphl) MOPSIOK CIEAOBAHUS HCTOYHHKOB — 10 anhaBUTy
(aMuHii aBTOPOB (CHAYaa PyCCKOS3bIYHBIE HCTOYHHKY, IOTOM HHOS3bIYHEIE). Ha Bce HCTOYHMKH, BKITIOUEHHBIE B Onbmmorpadu-
YeCKUIl CIIMCOK, OJKHBI ObITh JAHBI CCBUIKH B TEKCTE CTaThU B KBaAPAaTHBIX CKOOKax. [Ipy HE0OOX0IMMOCTH aBTOPBI MOT'YT yKa3bIBaTh
HOMepa CTPaHUIl B MCTOYHUKAX, HA KOTOpbIE NAIOTCS CChUIKU. IIpUBETCTBYIOTCS CCBUIKM HAa HHOS3BIYHBIE HCTOYHUKH, a TaKxkKe
Ha MaTepHabl, ONMyOJIMKOBAaHHBIC paHee B KypHane «[Ipukacruiickuil )KypHAI: yIpaBlIeHHE W BBICOKHE TEXHOJIOTHH». OIHaKO
B IIOCJIETTHEM CIJIy4ae KOJIMYECTBO TAKUX CCHUIOK HE JOJDKHO NpeBbImaTh 20 % OT 00Iero KoiamiecTBa HCTOYHUKOB, BKIIFOUEHHBIX
B Oubnmorpapuueckuit ciucok. s ucrounuxos, umeronmx DOI, nienecooOpa3Ho ero ykaseiBaTh. [Ipu ccblikax Ha cTaThu, OIMy0-
JIMKOBaHHBIE B J)KypHaie «[Ipukacnuiickuii )KypHaI: yrpaBieHHe U BBICOKHE TEXHOJIOTHIY, IIeIeco00pa3Ho B KOHIE OHOImorpadu-
YECKOT0 OIMCAHMS HCTOYHHMKA B KPYIJIBIX CKOOKaxX YKa3bIBaTh TI'MIIEPCCHUIKY, YKa3bIBAIOIIYI0 Ha MECTO Pa3MEIleHUs] CTaThbH
Ha CTpaHUUKe caiiTa ACTpaxaHCKOro rocyJapCTBEHHOIO yHHBEPCUTETA.

Ccpuikn B OubirorpaduueckoM CIHCKe Ha MaTepHabl, pa3MellleHHbIe B HHTePHETe, IOIYCKAIOTCS IPH COOMIONCHUH CIIEIy-
IOIVX YCIIOBHIl: €CIIM Y MaTepuaa, Ha KOTOPBII JaeTcst CChUIKa, HMEeTCs aBTOp W/HIIN Ha3BaHHe, TO OHU JOJDKHBI OBITh YKa3aHBI IS
9TOr0 UCTOYHMKA; JOJDKEH OBITh IPUBEEH MOIHBII MapLIPyT JOCTYNA K HCTOUHUKY B MHTEpHETE; IOJDKHA ObITh yKa3aHa jaTa obpa-
IIeHus (JOCTyIa) K HCTOYHHKY.

OrpaHUYeHHs 10 CIIHCKY JIUTEPaTyphl: HOJISI CaMOLUTHPOBAHUH IS JIFOOOTO M3 aBTOPOB CTaThH, a TAKXKE 110 COBOKYITHOCTH
BCEX aBTOPOB CTAaThH, HE JHOJDKHA MPEBBIMATh 25 %; JOJIS CCUIOK Ha CTAThH C y4aCTHEM OJHOTO aBTOpA, HE SIBJIIONIErocs aBTOPOM
(coaBTOpPOM) CTaThH, HE NOJDKHA IPEBBIIATh 25 %.

6. CymmapHas 10Js TaOJIHMIl ¥ WLTIOCTPALUi B 00LIeM o0beMe MpeCTaBIsSeMO CTaThl HE JOJDKHA mpeBbimath 40 %.
Tox mumrocTpalysaMyU IIOHUMAIOTCS CIELYIOIINE 00BEKThI: JUarpaMMBbl; rpadMKH; PUCYHKH; 3CKHU3bI; (hoTorpaduu; KapThl U T.II.

7. Jlons OpUTHHAIBHOTO TEKCTa B CTAaThAX (OLICHMBAEMOIO Yepe3 CHCTeMy «AHTHIUIarHaT) Ha caiite www.antiplagiat.ru)
IoJDKHA OBITE He MeHee 80 %.

8. VYkazaHue Ha TO, 4yTO paboTa (PMHAHCHPYETCS MO KAKOMY-JIMOO TPaHTy, B pamkax dDenepanbHOW 1EIE€BOH MPOTPaMMBI,
TOCyJapcTBEHHOTO 3aKa3a U Ip. JAeTcs B BHJE IIOCTPAHUIHOH CHOCKH ITOCIIE 3aroJIOBKa (Ha3BaHMs) paOOTHL.

9. B cBenenus 06 aBTopax paboT MOMHMO MecTa paboTHI ¥ JOJDKHOCTH Ieecoobpasno Bkirodats ORCID aBTopa u rurmepc-
CBUIKY Ha CTPAaHHYKY C €r0 IMYHBIMU HayKOMETPHIECKUMH [TOKa3aTensIMu Ha caiite www.elibrary.ru. I1o xenaHuio MOXKHO IPHBECTH
TaKoKe CCBUIKY Ha CTPaHHYKH ¢ HAyKOMETPHUECKIMH IT0Ka3aTe/sIMI Ha Scopus, B ResearchGate; Ha THYHYIO CTpaHHUKY, pa3MeIeH-
HYIO Ha caiiTe OpraHu3aluH.

10. OcHoBHBIE TeXHIYECKHE TPEOOBaHMS K ODOPMIEHHIO CTaTeil (MaTEepHAIIOB):

10.1. TexcT nOIDKEH OBITH PACIIONOXKEH IT0 IIMPUHE CTpAaHUIEI Gopmara A4 ¢ yuérom modeit (Bce mois mo 2,5 cM), HaOpaH
mpudrom Times New Roman, kersne 10, mexxcTpounsiii naTepa 1,0. B Tabnunax, Mo puCyHOYHBIX HAITUCAX JIOITYCKAETCS YMEHb-
IICHHBIH WPUQT — BIUIOTH 10 8 Keryist. ATbOOMHAst OPUECHTALHS CTPAHUI] AOMYCKAETCS TOJIBKO B MOPSAKE UCKIIFOUYCHHS IS CIIeIyIO-
IIMX CIy4aeB: MIHPOKO(OPMATHBIC TAOIHIIBI ¢ OONBIIMM KOJHYECTBOM KOJOHOK; MILTIOCTPAIMH OOJBIIOrO pa3Mepa, KOTOphIe He
YMEILAOTCS Ha CTPAHUIIE C KHUKHOM OpHeHTaluei.

A03al1HbIe OTCTYIBI OJMHAKOBBI 110 BceMy TekeTy — 0,75 cm. KaBbruku («»), ckoOku ([ 1, (1)), MapKepbl U IpyTrie 3HaKH JI0JDKHBI ObITh
QHAJOTHYHBIMH Ha IPOTSDKEHHUH BCErO MPEIOCTaBISIEMOTO [ ITyOIHKAIMH MaTepHaia.
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